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1. New Features

1.1. Commercial Device Management Optimization

1.1.1. Commercial Device Profile

A new enhanced feature for resellers and Marketplace owners the capability to design profile which
supports brand-new and more powerful configurations. At present, it has been adapted to models of the
L series (L1400), M series, KDS and so on. (Imagel.1.1).

Reseller Detail
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| Terminal Control
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Image 1.1.1

Updates for New Profile:

A new enhanced feature for Resellers and Marketplace owners is the new Profile update. The changes are as
follows:

1. Newly added configurations:

= Restrictions (Imagel.1.1.1)
m Hardware Control
€ Camera Access
€ Disable Screen Capture
<€ Disable Location Sharing
m Device Connectivity
< USB Data Access



| Restrictions

HARDWARE CONTROL

DEVICE CONNECTIVITY

Camera Access

User Choice

. Disable Location Sharing

USB Data Access

Allow USB Data Transfer -

. Disable Screen Capture

-+ CONFIGURATION

Security (Imagel.1.1.2)

Image 1.1.1.1

m Factory Reset Protection
m Disable Factory Reset
m Developer Settings
m Developer Settings
| Securiiy -+ CONFIGURATION

FACTORY RESET PROTECTION

DEVELOPER SETTINGS

@) Disable Factory Reset

Developer Settings

Image 1.1.1.2




= Communication & Network (Imagel.1.1.3)
m Phone Calls & Bluetooth
< Disable Airplane Mode
@ Disable Cell Broadcasts Config
@ Disable Bluetooth
m  Wi-Fi Settings
< Wi-Fi Config
m Phone Network
€ Disable Data Roaming
@ Disable Network Reset
m VPN Settings
@ Disable VPN Config
Always On VPN Package
VPN App Package Name

¢ ¢

Enable Lockdown

| Communication & Network + CONFIGURATION

PHONE CALLS & BLUETOOTH
-'\) Disable Airplane Mode L) Disable Cell Broadcasts Config

\) Disable Bluetooth

WI-FI SETTINGS
Wi-Fi Config
1 Wi-Fi Connections | Configure
PHONE NETWORK
-) Disable Data Roaming ;) Disable Network Reset
VPN SETTINGS
-) Disable VPN Config . Always On VPN Package
WPN App Package Name )
. w\) Enable Lockdown
Image 1.1.1.3

= General Setting (Imagel.1.1.4)
m Input Methods Setting
m Input Methods Package Name

m Disable Status Bar



| General Setting® + CONFIGURATION

Input Methods Package Name

. Input Methods Setting aaa

‘) Disable Status Bar

Image 1.1.1.4

2. Retained configurations:

= Terminal Control (Imagel.1.1.5)
m Terminal Replacement
m Terminal Replacement Two-Factor Authentication
m Allow External App to Get Terminal Information
m Notification bar

| Terminal Control

. Terminal Replacement -) Terminal Replacement Two-Factor Authentication

. Allow External App to Get Terminal Information . Notification bar

Image 1.1.1.5

= Terminal Location Configuration (Imagel.1.1.6)
Geo-Location Provider

Provider Locating Interval (Min)

GPS Default

GPS Locating Interval (Min)

Location Data Upload

Location Offset (M)

Geo-fence



| Terminal Location Configuration

Geo-Location Provider Provider Locating Interval (Min)
A\ skyhook 60

GPS Locating Interval (Min)
@) GPs Default 30

Location Offset (M)

2001 | Set The Minimum Value

. Location Data Upload

Geo-fence Center Point

Center Point w N/A / Radius:2000m | Set Geo-Fence

Image 1.1.1.6

Store Client Configuration (Imagel.1.1.7)
Upload Information Interval (min)
Polling Information Interval (min)
Use Cellular Data to Download
Firmware Installation Strategy
Installation Time Setting

Upload Store Client Crash Report
Store Client Setting Password
Modified Client Password

Store Client Proxy Configuration

| Store Client Configuration

Upload Information Interval (min) Polling Information Interval (min)
60 360

@ Use cellular Data to Download @ Firmware Installation Strategy

Installation Time Setting @ Upload Store Client Crash Report

Set Installation Time

Modify Client Password

Setting Password

@ store Client Setting Password

Store Client Proxy Configuration

Con ore C roxy

Image 1.1.1.7




3. Removed configurations:

= The entire "Terminal System Configuration" section has been removed. Configurations for GPS,

Brightness, Volume, etc. are not supported. (Imagel.1.1.8).
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Image 1.1.1.8




Usage of New Profile:

Users can click the "+ CONFIGURATION" button on the right side of the corresponding section module, check

the items they want to show, and these items will then be displayed on the page. After that, users can

configure them according to their needs.

Take "Restrictions" as an example:

Step 1: Click the "+ CONFIGURATION" button within the "Restrictions" section; (Image1.1.1.9);

Step 2: Click the "Hardware Control" button to choose configuration items; (Image1.1.1.10);

Step 3: Select the items " Camera Access", " Disable Screen Capture" and " Disable Location Sharing ";

(Imagel.1.1.11);

Step 4: The selected configuration items will be displayed on the page. (Image1.1.1.12).

Step 5: Configure the items according to users needs.
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Image 1.1.1.9




Reseller Detail
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Image 1.1.1.10

Camera Access

Disable Location Sharing

Disable Screen Capture

Image 1.1.1.11
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1.1.2. Commercial Device Setting

The commercial device "Setting" page has also been optimized, removed some unsupported configuration
items, such as "Terminal System Configuration", APN setting in "Network Configuration", and "LOCK/UNLOCK

TERMINAL". (Image1.1.2).
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Image 1.1.2



1.2. Execution Mode in Group Push

A new feature has been added for resellers and Marketplace owners, "Execution Mode" to the group
push filter. (Refer to Image 1.2.1). There are two options in the "Execution Mode" as follows:
m Immediate Mode: Conditions are checked instantly. The task fails immediately if a condition is

not met.

m Continuous Mode: Conditions are continuously monitored. The task does not fail if a condition is
not met.

< Push Configuration

Android tonDemo:

382M8 Standard App
Push Filter

202311-30 1441

Push Confiquration

Wi Only
Force Update
Gradual Rollout

Push Immediately

e o W ¥

(GMT+08:00) China Standard Time - Shanghal )

Image 1.2.1

Taking the application installation dependency relationship as an example, let's introduce the usage
scenarios of this function:

The terminal needs to be installed in two applications, A and B. However, there is a dependency relationship
between the installations of these two applications. Application A must be installed first, and then
application B.

In this case, this function can be used, the steps are as follows:

= Step 1: Directly create the group push task for Application A;

= Step 2: Create the group push task for Application B. Currently, it is necessary to add the filtering
condition of App A Version in the "Push Filter” and select the "Continuous Mode" in the "Execution
Mode"(Refer to Imagel.2.2). When the push task is activated, the system will monitor that Application
A has been installed in the terminal, and then carry out the installation task of Application B.
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Image 1.2.2



1.3. Weekday Selection

A new feature for Resellers and Marketplace Owners which will allow users to add a new "Weekday
Selection" for the "Timed Push Strategy" in the "Recurring Push"” mode of "Gradual Rollout". Now,

users can select one or more days of the week to push task. (Imagel.3).

Timed Push Strategy

Time Zone

(GMT+08:00) China Standard Time - Shanghai @«

Weekday Selection

) o) =) =

CLOSE

Image 1.3



1.4. Reseller Operation Control

= A new feature for Resellers and Marketplace Owners called "Reseller Permission" for each operation
control. (Imagel.4.1).

m "Reseller Operation Control" is enabled by default, resellers can set up their own private lists for
operation control.

m  When the "Reseller Operation Control" is disabled, the marketplace administrators will have full
control over the operators at the marketplace level. The resellers will not be able to set up their

own operators, even if they had set them previously, those operators will become invalid.

Role Management  Operation Control EEE o
| General Setting RKI Setting
] | Reseller Permission
S B .
o {'} i
& a Admin
[
demo user
5/ Page ~ [ 1]
|
=}
=]
]
Image 1.4.1

For example, refer to Image 1.4.2, when the "Reseller Operation Control" is disabled, in the image below
which shows a marketplace, only the user named "demo user" has the permission to upload PUK.

Role Management  Operation Control | N |
| General Setting PUK Upload
| Reseller Permission
Reseller Operation Control »
| |
demo user

5/Page = 1Recor
m
]
|
n

B Role Management

||
-

Image 1.4.2



1.5. Terminal Accessory Report

= A new feature for Resellers and Marketplace Owners Added a new "Terminal Accessory Report" in
the "Report Center", users can use this report to view information about the accessories such as the

scanner/printer/base that has been connected. (Image1.5.1-1.5.3).

Report Center
Al Terminal  System | Terminal Accessory Report  acis Qv C
Termial Accessory Rapor 0250307053614 2503070926
20/ Page = 1 fecorss 1]
| |
Image 1.5.1

< Terminal Accessory Report

| Report
| Condition

[ Schedule Export
printer
scanner

Base

Image 1.5.2
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A A | B | F |
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2 Report Generated Date: 2025-03-07 09:37:01

3 |Marketplace Name: RKITEST_shenzhen

Image 1.5.3



1.6. Reseller & Merchant Profile Report

A new feature for Resellers and Marketplace Owners allows a "Reseller & Merchant Profile Report" in
the "Report Center", users can use this report to get the profile information of each

reseller/merchant. (Imagel.6.1-1.6.3).

Report Center
Al Terminal  System Reseller & Merchant Profile Report  actwe Q¥ e
Created Time &
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20/Page + 2 1]
n u =
[ "
& Report Center
B
Image 1.6.1
< Reseller & Merchant Profile Report [ ] [ ]
| Report
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M nt Profile R 5¢
=
xLsx

CANCEL CREATE

Image 1.6.2
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2. Functionality Optimization

2.1. Terminal Management

= Anew feature for Resellers and Marketplace Owners which allows the Optimized statistical charts in the
"Dashboard" section of the "Terminal Details" page. (Image2.1.1).

< Terminal Details Q @82 2 admn @
App & Fitmware  Push T
| Dashboard H s
# RAM © cpu —
51.6% 38.00%
—_— —
§ Battery 8 storage 'HI
7 &7% 1.5%T68/4.9468
[ Lester wen @ Superi fhery | SS— —
L i)
u
Current ]
< Terminal Details QB8 @:x 2o @

| Dashboard

seuroc |* ]
614w b) 1.00%
& — 1
+ | 50 o) Ul e
e o —

Previous

Image 2.1.1



= Supported displaying multiple ICCIDs in the "Terminal Details" module on the terminal details page
when a terminal has multiple SIM cards, and the same goes for the "Terminal Info Report". (Image
2.1.2).

Terminal Details

Hl

A920 A920-1HW-RDS-12CD

Payment Device - 720px* 1280px
Smart POS

511
English
GMT +08:00

-__weme LS

20210618 1401 20210618 14:01
]
|

Image 2.1.2



2.2. Open API

= Anew feature for PAX API users allows Terminal APIs Update: This feature can add the return field
iccid2 in Get a terminal APIs and Get a terminal by serial no APIs. (Image 2.2.1).

public Result<TerminalDTO> getTerminal(Long terminalld);
public Result<TerminalDTO> getTerminal(Long terminalld, boolean includeDetaillnfoList);

public Result<TerminalDTO> getTerminal(Long terminalld, boolean includeDetaillnfolList, boolean
includelnstalledApks);

public Result<TerminalDTO> getTerminalBySn(String serialNo)
public Result<TerminalDTO> getTerminalBySn(String serialNo, boolean includeDetaillnfoList)

public Result<TerminalDTO> getTerminalBySn(String serialNo, boolean includeDetaillnfoList, boolean
includelnstalledApks)

TERMINAL APLmd

= Get Terminal Model List API: Add a new API for the third-party system to get the terminal model
list. (Image 2.2.2).

m  public Result<FactoryDTO> searchFactoryModels(int pageNo, int pageSize,SearchOrderBy orderBy, String
factory Name, String model Name, String product Type)



FACTORY_MODEL APLmd

Search searchFactoryModels

EMM_DEVICE APLmd. AP
EMM_DEVICE_DETAIL APLmd

FactoryDTO> searchFactoryMocels(int pageMo, int pagesize,’ , String factaryhame,
EMM_POLICY_APLIG st o o -

INase, String productType)
ENTITY_ATTRIBUTE_APLmd

FACTORY_MODEL APLmd
GOINSIGHT_APLmd Input parameter(s) description

MERCHANT APL -
ERCHANT APLnd Name Nullsble  Description
MERCHANT_CATEGORY
MERCHANT_VARIABLE APLnd
PUSH HISTORY_APLd
RESELLER APLmd the field nam
SearchOrdery the value of th
TERMINAL AL FactoryModelApi. derBy.name_a:
TERMINAL APK APLd

factoryName  String arch filter by factory name
TERMINAL APK PARAMETER A

modelName  String search filter by model name
TATE APLmd

SANARE APLd productType  String search filter by product type

Sample codes

NAL GROUP_APK APLmd

Factorymocelast = new Factorytode narket-api=, “RCAOR
Pesult = factoryModelApl . searchFactoryModel (1,5, FactoryRodelApt .Searchordersy. nase.

INAL_ GROUP_RKI_APLmA
TERMINAL_RXI_APLmd
TERMINAL VARIABLE_ APLmd

Client side validation failed sample result(JSON formatted)
sc

gitignore
UCENSE

READMEmd

pomumi

Image 2.2.2

=  Push Command to Terminal API: Optimize the error message for terminal locking or unlocking.
(Image 2.2.3).

m  public Result<String> pushCmdToTerminal(Long terminalld, TerminalPushCmd command)

m  public Result<String> pushCmdToTerminalBySn(String serialNo, TerminalApi.TerminalPushCmd command)

TERMINAL APLmd

Successful sample result(JSON formatted)
= docs

APPENDOX A

APP_APLIA

CHANGELOGmd

DOCUMENTS_OLD.md Possible client validation errors

EMM_APP_APLmd
EMM_DEVICE APLmd
EMM_DEVICE_DETAILAPLmA
Possible business codes
EMM_POLICY_APLInd
ENTITY. ATTRIBUTE APLmd Business Code  Message Description

FACTORY_MODEL APLmd 3 Request parameter is g or invalid
GOINSIGHT_APLmd Malformed or ilegal requ
MERGHANT AP
MERCHANT_APLmd Terminal d
MERCHANT_CATEGORY_APLmd

The terminal s offiine
MERCHANT_VARIABLE APLmd

Terminal i locked
PUSH_HISTORY_APLmd
RESALER APmd 15095 I has been unlocked
TERMINAL APLInd 15096 nal s being locked

TERMINAL APK APLmd 15007 ninal is being unlocked

15099 erminal restart in prog
TERMINAL ESTATE_APLmd

TERMINAL FRMWARE APL™d Push Command to Terminal by serialNo
TERMINAL GEOFENCE WHITEL.

Push lock. u d o terminal
TERMINAL GROUP_APLmd

AP
TERMINAL GROUP_APK APLmd
TERMINAL_ GROUP_RII_APL:nd public Result<st: ySn(String serialio, Terminaldpi.Te
TERMINAL RKI_APLmd

Image 2.2.2



FACTORY_MODEL APLmd

Search searchFactoryModels

AP

EMM_DEVICE_DETAIL APLmd

iy pUBLic ResultcFactoryDTO> searchFactoryMox , String factaryhame,
String modelhase, String productType)

ENTITY_ATTRIBUTE_APLmd

FACTORY_MODEL APLmd

GOINSIGHT_APLmd Input parameter(s) description

o Name Nullable  Description

MERCHANT_CATEGORY_APLmd
talse page number, value must >=1
MERCHANT_VARIABLE APLmd
false the record number per page. range is 1 to 100
PUSH_HISTORY_APLmd
e the field name of sort order by, if it e id by default. and
SearchOrdery the value of th cte g o rBy.name_desc.
TERMINAL APLmd FactoryModelApi.
TERMINAL_APK APLmd
factoyName ~ String search filter by fa
TERMINAL APK_ PARAMETER A
modelName  String search filter by model name
TERMINAL ESTATE APLmd
TERVINAL RRMWARE APLd productType  String search filter by product type
TERMINAL GEOFENCE WHITEL
TERMINAL GROUP_APLmd Sample codes

TERMINAL PAPK APLM
Aot factoryModelApl = new FactoryModelApd ("
TR SROLY. RXLAPIING 1tcFactoryDTO> result = factoryModelApi .sear

TERMINAL_RXI_APLmd
TERMINAL VARIABLE APLmd
Client side validation failed sample result(JSON formatted)
sc
gitignore

UCEN
be greater than o

Image 2.2.2

2.3. Developer SDK

= Anew feature for developers that are only using the API allows an Update AppKey and AppSecret
API: Provide a new developer API for developers to update the Key and Secret of their applications.
(Image 2.3.1).
m  public Result<String> updateAppKeySecret(Long appld, EditAppKeySecretRequest editAppKeySecretRequest)

Please sign your app with a self-signed certificate

The App signature certificate is invalid

Update appKey and appSecret

Update appkey and app

APl

public Result<String> updateAppkeySecret(Long appld, EditAppKeySecretRequest editAppKeySe

Input parameter(s) description
Paramater Nama Type Nullable ~Description
the update reques!

editAppKeySecretRequest | EditAppKeySecretRequest  false
like below

Structure of leAppRequest

Property
Sy Type | Nullable Description

of app. should encrypt with AP|_SECRET of de

Sting | false
i entEncrypt

st | ol et of app, should encrypt with API_SECRET of developer.

Sample codes

eloperapl




Gather APK Version List of APP API: Provide a new developer API for developers to get all APK
versions list for the specific application. (Image 2.3.2).

m  Result<ApkVersionDTO> getApkVersionList(Long appld)

README License

Get apk version list of APP

get all

AP

ResultcApkver

Sample codes

1%, “7ANZROROMLCOZIZ9

Server side validation failed sample result(JSON formatted)

Successful sample result{JSON formatted)

Image 2.3.2

Offline APK API: Provide a new developer API for developers to take the specific APK offline. (Image

2.3.3).
m  public Result<String> offlineApkByld(Long apkid, ApkOfflineRequest request)

README

Offline APK
Offline Apk by apkid

APl
public Result¢String> offlineApkByld(Long apkId, ADKDFflineRequest request)

Input parameter(s) description

Parameter Name Nullable ~ Description

apkid Long alse id of apk

Str

Property Name Nullable

comment false out offing APK
Sample codes

Lope:

Server side validation failed sample resultJSON formatted)

Successful sample result(JSON formatted)

Image 2.3.3



Create an APK API: Enhanced the Create an APK API. When uploading subsequent APK versions, if
some properties are not filled in, the properties values of the last online version can be automatically
inherited for the upload. (Image 2.3.4).

m  public Result<String> createApk(CreateSingleApkRequest createApkRequest)

The properties that support inheritance are App lcon, Business Category, Model, App Name, Short

Description, Description, App Access URL Declaration, Screenshots, Featured Image.

README License

Create an Apk

Create an Apk with related in

APl

public Result<String> cresteApk(CreateSingleApkRequest createApkRequest)

Input parameter(s) description

Nullable

Property Name Nullable
appld ong false

apkName

appFile

Image 2.3.4



2.4. Store Client

= The capability to support for uploading dual SIM card ICCID

= Updated the commercial device profiles and implemented new features
= Support for secondary resource packages

= Enhanced the firmware update display

= Optimize the logic of the Store Client executing tasks of the app high version



2.5. Enhancements to Columns

= Added a new column "Last Updated Time" in "App Installation Report". (Image2.5.1).

D E
App Installation Report

1

3 | Report Generated Date: 2025-03-06 16:51:40

4 |Package Name: com.aikan

2

6 Terminal Name [sN [Model [Reseller Merchant Version instail Time _[Last Updated Time 1]
7 il 1.3.16.12071[2024/06/26 17:242024/06/26 17:26:13
8 E | | 1.3.16.12071|2024/06/27 15:442024/06/27 15:44:26
9 | 1.3.16.12071|2024/12/02 17:24]2024/12/02 17:27:04
10 | 1.4.03.16212[2021/11/18 14:3{2021/11/18 14:56:38
11 | £ 1.4.03.16212|2021/09/14 09:442021/11/07 13:40:20
12

13

14

15

Image 2.5.1

= Anew attribute was added to the file type <InputType>upload</InputType> to limit the length of
the file names uploaded by users, such as <FileNameMaxLength>. When the length of the uploaded
file name exceeds the limit, an error message will be displayed when saving the template. (Image
2.5.2 and 2.5.3).

<Parameter=
<Type=single</Type>
<InputType>upload </InputType>
<DataType=>File</DataType=
<PID>pid.file.0</PID>
<Title=File Name limitation Test</Title>
<Defaultvalue=22</Defaultvalue>
isplay>
</GrouplD=
FilelD=
/Required>
</Readonlv=
<FileNameMaxLength=>10</FileNameMaxLength=>
=/Parameter=

<fParamet
< /Schema>

Image 2.5.2



< testfile lenth

Invalid Parameter.
Indusdtryd - Industry Featuresd - File Name fimitation Test - Parameter data file name too long [fle name length to 20.tx]

Edit Parameter

INDUSTRY FEATURESD PN

Image 2.5.3

= When the global signature is enabled at the marketplace level, resellers uploading PUK will no longer
be required to validate its compatibility with the global signature.

= Provide a new SDK for third-party applications like “Start Up”, which supports users directly input
the TID in third-party applications to activate the terminal.

= Support SSO users to register as developers.
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