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Preface

Copyright © 2024 PAX Technology, Inc. All rights reserved.

The Programs (which include both the software and documentation) contain proprietary information;
they are provided under a license agreement containing restrictions on use and disclosure and are also
protected by copyright, patent, and other intellectual and industrial property laws. Reverse engineering,
disassembly, or decompiling of the Programs, except to the extent required to obtain interoperability with
other independently created software or as specified by law, is prohibited.

This document is provided for informational purposes only. All features and specifications are subject to
change without notice. If there are any problems in the documentation, please report them to PAX in
writing. This document is not warranted to be error-free. Except as may be expressly permitted in the
license agreement for these Programs, no part of these Programs may be reproduced or transmitted in
any form or by any means, electronic or mechanical, for any purpose.

Security Notice: No part of this publication may be copied, distributed, stored in a retrieval system,
translated into any human or computer language, transmitted, in any form or by any means, without the
prior written consent of PAX Technology, Inc.

PAX is a registered trademark of PAX Technology Limited in China and/or other countries. All other
trademarks or brand names are the properties of their respective holders. PAX, PAXBiz, PAXSTORE,
POSDK, The PAX Portfolio Manager, and/or other PAX products referenced herein are trademarks or
registered trademarks of PAX Technology, Inc., or its Affiliates. Other product and company names
mentioned herein may be trademarks of their respective owners.

The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc., and any use
of such marks by PAX Technology, Inc. is under license. Other trademarks and trade names are those of
their respective owners.

EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere.
The EMV trademark is owned by EMVCo, LLC.

Android is a trademark of Google LLC.

TECHNICAL SUPPORT

If you encounter a problem installing, registering, or operating this product, please review the
documentation. If you are unable to resolve the issue, please contact PAX. The level of access to this
Service is determined by the support plan arrangements made between PAX and the Organization. Please
consult this support plan for further information about entitlements, including the hours when telephone
support is available.

Monday-Friday 9:00 AM to 1:00 AM EDT
Saturday 9:00 AM to 5:00 PM EDT
Sunday Closed

Hours Subject to Change

TECHNICAL SUPPORT CONTACT INFORMATION

Phone: (877) 859-0099
Email: support@pax.us
URL: www.pax.us
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1. Introduction
An Ultra-Modern Advanced Device Management System

Industry-leading device management features are designed to manage, control, and monitor all types of
Android and Linux devices more efficiently.

e Automatic terminal deployment and software loading

¢ Real-time application push and parameter management
¢ Remote terminal control, help desk, and messaging.

¢ Real-time status of terminal hardware and applications
e Live Geo-location of each Android payment device

This document provides the PAXSTORE North American Group release version 9.4 information.

1.1 Purpose

This release will include new features, enhancements, and changes to the PAXSTORE.

1.2 Intended Audience
e  Premium Marketplace Owners
e Resellers
e PAX Help Desk

1.3 Acronyms and Terms

Acronym and

Definition
Terms
PAXSTORE North The PAXSTORE North American Group is an innovative platform that provides
American Group modern administrative functionalities, real-time data, statistical reporting, and

hundreds of value-added applications to help unlock the full potential of
Android Smart terminals and turn them into a powerful business tools to
boost in-store sales, improve the shopping experience and increase customer
loyalty.

From now on, this document will be referred to as PAXSTORE.

Quail A PAX developer portal containing a repository of SDKs to support PAX-related
products and third-party solutions.

SmartLanding SDK SmartLanding is an SDK that allows traditional terminals to seamlessly connect
the PAXSTORE platform and be managed like the intelligent terminals and
benefit from the platform.

SDK Software development kit (SDK): SDKs provide APls and libraries to connect to
cloud storage services, or to access cloud computing services such as
databases, analytics, or machine learning.

v1.0|1
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Acronym and

Terms

Definition

WCAG The WCAG has web design guidelines. The guidelines are organized under four
principles: perceivable, operable, understandable, and robust.

POS Point of Sale device or software

KDS Kitchen Display System (KDS) is a digital order viewer that replaces printed or
handwritten orders in kitchens.

OEM Original Equipment Manufacture

v1.0]|2
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2. New Features

The new features section includes new features added to the PAXSTORE in this release.

2.1 Terminal Management
2.1.1 Device Cards for Product Types

A new feature for the Premium Marketplace Owners and Resellers is the Device Cards. The Device Cards
allow users to filter the devices. Selecting one of the product types, filters the results based on the
selection.

Select: [Terminal Management] > [Reseller] > [Terminal List] > [Devices Drop Down Arrow].

Terminal Management Q'Y Merchant Detail Q@B a2 @
2 ¥ -
Monitoring & i
\ v
08 Dashboard s
s
o s Parameter Variables  Golnsight
o Alert 2 -
@ Terminal Geo-Location ‘ W Al i “_l, = Y SN~ [eQll - TERMINAL
-3
Task s . ) Ten Commercial Device . b © Model  Reseller  Merchant Created Time +  Status & Action
Bl Subscription List 8 v [ a2 t peeil) dzvernIEe Dudoe (8,40
Phone and Tablet
B My Activiy 3 N 0/ Page n
2 " Product Classificat
Management 3 » h
@ Terminal Management & i
®
@
& Group Management o

2.1.2 Device Cards:
e Devices - Printer, and Scanner
¢ Payment Device - Smart, and Traditional POS
¢ Commercial Device - Desktop, Mobile, and KDS Devices

¢ Phone and Tablet - Standard Android and Android OEM Devices

v1.0] 3
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2.1.2.1 Payment Device Card

A new feature for the Premium Marketplace Owners and Resellers is the Payment Device Card that
displays Smart and Traditional POS devices.

Select: [Terminal Management] > [Terminal List] > [Payment Device].

Terminal Management Qv + Reseller Detail N AE [ ] [ |
P PAX  Terminal Number: 2057/360000
<
8 Payment Device I v Accessory
& Reseller Detail ~ Terminal List Profile  Organization
§ ' All dy = Y SN~ oWl - TERMINAL
s a O TerminalName SN TID @ Model Reseller  Merchant Created Time +  Status & Act
& O PAX-A930 202406111116 Online(or
H O PAX-A3700 2024-06-1110:44
PAX - n
H (] AS30RTX 2024-06-1110:30
H (m] PAX -A800 2024-06-11 09:46
H PAX -
g A920PT0 2024-06-07 16:42
a O PAX -A60 2024-06-06 16:14 Unknown
Management : |
O PAX - A8900 2024-06-0514:33
@ Terminal Management s
o PAX -E500 2024-06-0514:26
s
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2.1.2.2 Accessory Device Card

A new feature for the Premium Marketplace Owners and Resellers is the original Scanner and Printer card
is merged into the new the Accessory device card.

Select: [Terminal Management] > [Accessory List] > [Accessory].

Terminal Management Q Y + Reseller Detail

|
|

PAX  Terminal Number: 2057/360000

-1 T
Reseller Detail | Accessory List | |Profile
Accessory
I

Printr . B RE Q
a # Name SN Typ  Scanner ' Last Update Time +
u 1 T3320 sn-002 Seanner T3370 2024-04-2413:22
2 T3180 013 Printer 3180 2024-04-2413:18
LR | 20/Page v 2Records
]

Management

[l Terminal Management
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2.1.3 Profile Configuration

A new feature for the Premium Marketplace Owner and Reseller, is users will be able to configure each
device separately. The different device types require different configurations. Each product subtype now
has a corresponding Profile.

1. Added product type tabs under the Profile page.

2. Added the display called “Support Models,” users now can quickly understand which models the
profile can be applied to.

Select: [Terminal Management] > [Profile] > [Smart POS].

Terminal Management o Y + Reseller Detail Q B a i 2 @
Terminal Number: 1261/100000
Monitoring "
I3 Dashboard & 7 - .. ~
[
- R Reseller Detail Terminal List = Profile = Organization Golnsight
& Alert & R
@ Teminal e oatin & % 3 Deskiop Device £ KDS Device 0 Mobile Device
& S B Standard Android Device B Android OEM
Task
&
 Supported models: ~ A30 | A35  A3700  ASO - A60  A6650  A77  AS0  A800
B Subscription List & v
AB700 © A910 | A920 .. A920Max = A920Pro  A930
v
& v
Inherit Override
Management ‘ ™
; & . ;
@ Terminal Management | Reseller Signature
& 2
@ Group Management s Reseller Signature
B Templates P v

2.0.1 Configure Dedicated Profiles for Product Types

A new feature for the Premium Marketplace Owners and Resellers is a defined and dedicated profile for
each product type. Users can now configure dedicated profiles for different product types, making it very
clear and enabling precise management.

Set the profile for “Desktop Device” as an example:

Select: [Terminal Management] > [Reseller] > [Profile] > [Desktop Device].

Terminal Management R N 4 Reseller Detail ]|

umber
Comme Accessory i A- i

Reseller Detail Terminal List  Profile Organization  Golnsight

S

« Support models:  paxdeskiop

[ Mobie Device

Inherit Override
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After selecting Desktop Device, the Terminal System Configuration pop-up window displays. In this page
the user can configure settings for the device. Select [OK] to save settings.

Terminal System Configuration

(<IN < I < |

[

<]

Sieep Time

<]

Automatic Time Zone

Automatic Date & Time

<]
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2.0.2 Reseller Detail Page

A new feature for the Premium Marketplace Owners and Resellers is in the Reseller Detail Page and added
three new statistics charts. The new charts include Payment Device Statistics, Commercial Device
Statistics and Phone and Tablet Statistics. The Terminal Statistics chart has been removed.

Note:

e Management of commercial devices is disabled by default. All page displays will
remain unchanged for existing cusomers with enabled payment device management.

e If you need to enable commercial device management, please contact the platform
support team.

Select: [Terminal Management] > [Reseller] > [Reseller Detail] > Payment Device Statistics > Commercial
Device Statistics > Phone and Tablet Statistics.

Terminal Management Qv + Reseller Detail Q B A i 2 @
© Terminal Geo-Location
TEST RESELLER  Terminal Number: 1262/100000
Task 2 v
B Subscription List & v feess |. b
o & g Reseller Detail = Terminal List Profile Organization Golnsight
B My Activity
& N e
Management A S Compa
& PAX Technology
@ Terminal Management
P v
@ Group Management 2 v USA ; 2017-10-11 03:33
B Templates s v Updated Time Reseller At Test
1 v 2023-08-1007:45 = Tx
Value-Added Services & v B
& Service Center 2 v Payment Device Statistics (&
. &
B industry Solutions
& v
4 AirLauncher 2 P
& 2
HS v
System ‘, v
) 1231 7 0 206 1031
B General Setting 13 v nactive Active Disabled Online ine Uskeriown:
2 v
& User Management
& v
EA3 Fiole Managerrient 2 v Commercial Device Statistics c
&

@ Report Center
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2.0.3 Traditional Terminal Interface

A new feature for the Reseller is the SmartLanding SDK that will collect and send detailed information
such as device Part Number, Screen Resolution, Language, CPU, RAM, etc., and it supports additional
functionalities such as configuring brightness, volume, language, etc. for traditional terminals.

As a result, the traditional terminal details page is enhanced to incorporate these new functionalities and
displays additional data from the terminals.

2.0.4 Changes to the Basic Information Tab.
e Added a Dashboard.
e Added more information to the Terminal Details section.
e Removed the Hardware List and PUK Certification Detail sections.

Select: [Terminal Management] > [Reseller] > [Terminal] > [Basic information] > Dashboard > Terminal
Details > [VIEW DETAIL].

Current

{ Terminal Details Q B a2 o
Reseller: Merchant: SN: / TD: / Model Name: ABO
Monitoring
Basic Information  App & Firmware Push Task Setting Parameter Variables AirViewer Golnsight
B2 Dashboard
i | Dashboard | Terminal Details
© Terminal Geo-Location Terminal Monitor Mode Debug Mode
9
\\

Task 1.00% 6.36% )
B subscription List e

CPU RAM Battery A80
Bl My Activity PN

B Storage 594.91MB / 4.24GB A80-0BA-RD6-00AA
Management Screen Resolution
480px * 800px
@ Terminal Management Location 2000 ® C Type
Payment Device - Smart POS
T DEERWOOD by § N
P gement CENTER Southpoint 701 B \,rwnulu.v.o
Community Chager: Circ W Village Green.

B Templates

Duval Gharter.School o
at Baymeadows K-12 Android Version
PAX Technology, !r:@ Village Greer o 10
g S
2 Language
3 English
e | A Leafiet with © Superhiap (Client e ot

Operation Log ~ ReplacementLog  Download AppLog  Push History Y;s I 2653:6503 12:44

Value-Added Services

& Service Center

B Industry Solutions

A AirLauncher Acthaiion T 4 A Tim
2024 2023 2022 2021 2020 2019  Earlier 305001544 207310-16 06:68
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Previous
Removed the Hardware List and PUK Certification Detail sections.

Select: [Terminal Management] > [Reseller] > [Terminal] > [Basic Information] > Hardware List > PUK
Certification Detail.

< Terminal Details

test

Reseller Merchant: ¢ N 1 TID; 11/ Model Name: D190

Basic Information| Push Task  Parameter Variables

| Hardware List | Terminal Details
e Narte
1 5% Magnetic Stripe Card  Enabled 2023101512553 1 5
9 e Enabied 202310151253
D1%0
3 [ Keywoure Enabiea 202310151253
£ 0 s Enasis w0125
| Installed Apps
o | PUK Certification Detall
Al AppStore ThirdParty System App =
@ Terminal Management e M
L = AV
P day Data / This Month Dat ource Update Time nsta me < - ¥
- %o ¥
1 3 so0Store B e
sample . s Thira Party
OperationLog  ReplacementLog  Download App Log [ croupiist
2024 2023 2022 2021 2020 2019  Earlier : L D1900000000
Previous oo
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2.0.5 New Setting Tab

A new feature for the Premium Marketplace Owners and Resellers is the Setting tab.

¢ Added the Hardware List and PUK Certification Detail features, which were relocated
from the Basic Information page.

¢ Added the Terminal System Configuration feature for brightness, volume, and
language settings on traditional terminals.

¢ Added the Terminal Control module, supporting Terminal Logcat logs from traditional
terminals.

e Added icons for the network connection type and the charging status to the upper
right corner of the Terminal Details page for traditional terminals.

Select: [Terminal Management] > [Reseller] > [Terminal] > [Setting] > Hardware List > PUK Certification
Detail > Terminal System Configuration > Terminal Control > Terminal Logcat > Network / Battery Charging
Icons.

< Terminal Details Q B a2 =
3
Reseller. Merchant SN: / D / Model Name:
Monitoring Basic Information App & Firmware Push Task = Setting = Parameter Variables AirViewer Golnsight
——
2 Dashboard
| Hardware List PUK Certification Detail
& Alert =
# Hardware Name Status Updated Time Action oK a
_ _ ¢ A
Terminal Geo-Location e ~
. %) MagneticStipeCard  Enabled  2024-01-121015 & 4
—_— -f . o
Tesk 2 E:-‘ icc Enabled 2024-01-1210:115 -_ e
3 [E) Prcc Enabled 2024-01-1210:15
B subscription List 2014-08-18 00:00:00
4 Primer 20240809 1232
Activi £ 0
B My Activily, s ) sueoon Ensbled  2024-01-1210:15 = Expifed Dese 2099-12-31 00:00:00
oy AT vt
A 6 @& Eemnet Enabled 202401-1210:15 - PAX
D 7 & Gravity Sensor Enabled  2024-01-1210:15 -
] &4 1D Card Reader Enabled 202401121015 -
& Group Management
s @ s Enabled 202401121015 " [S)) UK Pt History
B Templates
10 O PED Enabled  202401-1210115 =
Terminal Control
Value-Added Services
1 () PeoMoDE - 20240112 10:15 Terminal Replacement
@& Service Center Whether 1o allow terminal replaceme: )
8 Industry Solutions N . SeRTA
| Terminal System Configuration ¢ B SEND M
A AirLauncher
@ ©rs
<> Enable GPS for terminals
A Adup
... Brightness
System : o :

Note: Only traditional terminals integrated with the new SmartLanding SDK will upload the above
information. For more information about the SDK, please log into the Developer portal from your
PAXSTORE and contact the ISV Team at isvacccountteam@pax.us so that they can assist you with Quail
and SmartLanding.
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A new feature for Premium Marketplace Owners and Resellers is the Type field in the Terminal Details
section of the Terminal Details page, which displays the device’s product type.

Select: [Terminal Management] > [Terminal] > [Basic Information] > Terminal Details > Type.

< Terminal Details

—
| Dashboard

Management Terminal Monitor

@ Terminal Management

1%
cPU RAM
-} Storage
Operation Log Replacement Log

2024 2023 2022 2021

2020 2019

Basic Information | App & Firmware Push Task Setting

Download App Log

Earlier

= [#)100%

8 Online (2024-06-11 11:00)

Parameter Variables  AirViewer Golnsight

| Terminal Details

Mode

Location 2000 @® C

A3700
+ PN

Leaflet with © SuperMap iClient

1280px * 800px

Payment Device - Smart POS

Push History

2.0.7 AirViewer
2.0.7.1 AirViewer File Upload

A new feature for Premium Marketplace Owners is the AirViewer File Upload. It has a new icon on the file

transfer banner.

storage > emulated > 0 >

©lAlarms

7 Android

£ bluetooth

£J0CIM

£1Download

1999-12-31 08:00:59 -

2022-10-11 19:24:42

2024-01-12 10:01:49

2024-01-12 11:40:04 -

1999-12-31 08:00:59 -
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After selecting the new icon, a file selection box will pop up. Select a file to upload, and the file will be
uploaded to the current file directory. The maximum size of a file that can be uploaded is 5MB.

storage > emulated > 0 > Android > data > com.android.gallery3d > cache

Name Updated Time Size Action
[5) -1505983543.jpg 2024-01-19 23:26:30 8.75KB
£ -1505996067.jpg 2024-01-19 23:26:30 6.93KB
5 -1506132560.jpg 2024-01-19 23:26:30 4.17KB @
£ -1506151811.jpg 2024-01-19 23:26:30 4.95KB ’:
=) -1506203736.jpg 2024-01-19 23:26:30 3.56KB
[ -1506220104.jpg 2024-01-19 23:26:30 5.15KB
£ -1506236472.jpg 2024-01-19 23:26:30 5.46KB
(5] -1506247074.jpg 2024-01-19 23:26:30 4.27KB
|5 imgcache.0 2024-01-19 1257:.04 3.23MB C

[ gV & o S &5 S & o o

[5l imgcache.1 2024-01-12 142633 4B
[£ imgcache.idx 2024-01-19 12:57:04 117.21KB
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2.0.7.2 Remote Desktop Window Size

A new feature for Premium Marketplace Owners, users can now resize the remote desktop window by
dragging its edge from the corner. If the user needs to restore the image to the original size, select the
100% option in the Zoom icon.

00:04:36

nt and operation that may expose your privacy are prohibit

dm¥Q

Caiculator >allery Files

PAXSTORE

v,{\?ENSe_u_mgz» Paxinject

o+

VY

B E

'Aivle !!gﬂﬂ=

©)
o
E
o
@
<

@
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2.1 Smart Assistant

A new feature for Premium Marketplace Owners and Resellers, is the Smart Assistant, which allows
customers to quickly find answers to their questions through an interactive Q&A format.

Select: the [Smart Assistant icon] at the bottom right corner of the page.

Welcome Q B a & 3
Hello
Welcome to
[
(-
< C
- \ o |®
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Enter the question you want to know in the Smart Assistant [enter question] > [Right Arrow].

Hi, super

I'm your virtual assistant.
Feel free to ask me any questions
you may have.

Hey there! Ready to answer your questions.

How to distribute an app to specific
resellers?

v10 ]| 16
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The response will be displayed on the device after selecting the Right Arrow icon. Use the scroll bar to
view the entire message.

X X

Hi, super
I'm your virtual assistant.

Feel free to ask me any questions
you may have.

Hi, super
I'm your virtual assistant.

Feel free to ask me any questions
you may have.

2. Click the App Approval menu. 2. Click the App Approval menu.

3. Select the app you want to approval and 3. Select the app you want to approval and
click to enter the details page. click to enter the details page.

4. Click the App Distribution tab, click the 4, Click the App Distribution tab, click the
[+APP DISTRIBUTION] button, and select [+APP DISTRIBUTION] button, and select
resellers you want to distribute. resellers you want to distribute.

5. Once added, only the specific resellers will 5. Once added, only the specific resellers will
be able to download the app. be able to download the app.

Not what you're looking for? View More Not what you're looking for? View More

v1.0 | 17
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2.2 Group Management
2.2.1 Partial Push

There is a new feature for Premium Marketplace Owners and Resellers called Partial Push. This is the Push
Configuration. When users want to push a task to a partial group of terminals within a group, they can
enable this and input the number of terminals to be pushed in the Set the Quantity option field. The user
cannot specify which terminals within the group get the push tasks; the terminal selection is random.

Select: [Push Configuration] > Partial Push > [Enable] > Set the Quantity > enter [Partial Quantity
Amount] > [ACTIVATE].

< Push Configuration (A60 Uninstall Apps Q E A i 2 @
R* AirViewer v e Active Task 5 | Effective Completed
Monitoring App Detail
I8 Dashboard
& Alert com.pax.posviewer
e Push Content
© Terminal Geo-Location 321
Airviewer
Bl Undeted Time: 20240806 23:4
oo 0 v Android
Bl Subscription List Siz - i} Push Filter &
"y 9.9MB Standard App + FILTER
B My Activity B -
2024-08-06 23:47 Push Configuration
Management
@ Terminal Management Y’"F' Oery o - »
Group Management
. 5 g Force Update )
B Templates
Partial Push E
Value-Added Services — W i
3 Set the quantity
@ Service Center put the number of ter ok
8 Industry Solutions
Push Immediately .
A AirLauncher z
TIME ZONE (GMT-07:00) Pacific Time - Los Angeles ® {d\'
XPIRED DA )
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To change the settings, such as the Partial Quantity or enable or disable Partial Push, select [EDIT].

< Push Configuration (A60 Uninstall Apps Q 8 a2 ®

2 e |

Monitoring Online com.pax.posviewer

§2 Dashboard ersior App Push Statistics
321 Terminals

& Alert

A30 ¥ Android
© Terminal Geo-Location - @

|

Task 9.9MB Standard App

dated Time Failed

R 2024-08-06 23:47

Push Details

B My Activity

Management

@ Terminal Management

& Group Management

B Templates h AirViewer (=

Value-Added Services ~ |

[ ARVIEWER A60 Uninstall Apps
& Service Center S
B8 Industry Solutions

A AirLauncher

.
!
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2.2.2 Before and After Installed

Two new features for Premium Marketplace Owners and Resellers are options called Before or not
installed and After or not installed. The new options will display when a user selects the App Version in
the filter type in the push filter, the new options will display.

¢ Before or not installed: Filter the terminals that have installed the app, whose
version is lower than required or have not installed the app.

e After or not installed: Filter the terminals that have installed the app with a version
higher than required or have not installed the app.

Select: [Group Management] > [Group Type] > [Push Task] > [+ APP] > [Application] > [+ FILETER] >
[Filter Type:] > [App Version] > [Method Drop Down Arrow] > Before or not installed or After or not
installed.

I( Push Configuration (450 POSKDemo | Q 8 A i 2 @

AirViewer | ) Create Task e Active Task

2

App Detail

Monitoring

I8 Dashboard
com.pax.posviewer
& Alert i ) Push Content

AirViewer

©Q Terminal Geo-Location 321

Task A v Android

B Subscription List 2 Push Filter
i :

9.9 MB Standard App [ i b. =2 D

B My Activity

2024-08-06 23:47
Management

@ Terminal Management

& Group Management * I=*

B Templates

Value-Added Services
& Service Center

B Industry Solutions

Not equal to
Before

After

Before or not installed

After or not installed

Wirronmy
Dovmload over WirFi or Cable net

nfiguration

.

v1.0 | 20




PAXSTORE N.A. Release Notes v9.4 - Premium Marketplace

2.2.3 Version Information and Application Type

N\ PAXSTORE

New features for Premium Marketplace Owners and Resellers are the Version Information and
Application Type displayed on the Uninstall App group task list.

Select: [Group Management] > [Group Type] > [Group Name] > [Push Task] > [App] > App List.

© Terminal Geo-Location

Task
Subscription List

My Activity

Management

@ Terminal Management

@ Group Management

B Templates

Value-Added Services

& Service Center

Group List®

General Group

Dynamic Group

=&Y 3 o mB @

Inactive

Terminal List

a App

Disabled

Firmware RKI

Terminal Number: PAX- A60 (1/200000)

Push Task
I

De
®

Group Detail

Parameter Variables

Message Uninstall App  Launcher

Airviewer (3.2.1 ) affmm
[3) Type: Standard App *

£ Push Time: 2024-08-30 10:...
B Model: A60
0% Success

rminal Pending

@G 071 Ter

- T -
QuickPoint (2.7.3) (3

[5) Type: Standard App e
Y Push Time: -
B Model: A6O

Operation History
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2.3 Templates
2.3.1 Image Cropping

A new feature for premium marketplace owners and resellers. The image cropping functionality for
parameter files supporting images has been added. An image crop icon will appear when the user uploads
an image-type parameter file. Users can select the icon to crop the image on a dashboard.

Only JPG, PNG, and BMP formats are supported.

Select: [Terminal Management] > [Push Task] > [Parameter File] > [RECEIPT] > [Receipt Image File] >
[Crop Icon].

Note: There are several different ways to access a parameter file. Above is one example.

< Push Task Configuration (A920Pro-1851657715) Q 8 @ o2 e
X _ Android Edit Parameter
Monitoring o 3
13.4MB Parameter App
B2 Dashboard Ui Tin
. INDUSTRY  Eoc  [IEealgy TP MISC COMMUNICATION
2023-04-17 08:52

& Alert
CARD TYPE BIN FILE EMV EXTERNAL DEVICE MULTI-MERCHANT POS
© Terminal Geo-Location

REGION
restaurant.zip
Task retail zip
lodging.zj
B Subscription List Y Header Line 1 Header Line 2

B My Activity

Header Line 3 Header Line 4

Management

@ Terminal Management

& Group Management

B Templates

Value-Added Services

@& Service Center

8 Industry Solutions

A AirLauncher
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After selecting the Image Crop icon, a pop-up window called Picture Cutting displays. If an image is
already installed it will display. Hover the cursor over the image brackets surrounding the image and drag
the cursor to adjust the image size, and then select [OK] to save the new cropped size.

Picture Cutting

-

PAXSTORE

CANCEL
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2.4 General Setting
2.4.1 Whitelist IP Address Ranges

A new feature for Premium Marketplace Owners has added the IP address ranges in the new tab called
Admin Center Right Whitelist.

Select: [General Setting] > [Advanced Setting] > [Admin Access Right Whitelist] > Add IP Address.

Create WebHooks

[ AppSignature Failed (] Out of Geo-Fence

[ Terminal Tampering [ Inspection Failed

O Active O Disabled
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2.4.2 Return to Geo-Fence

A new feature for Premium Marketplace Owners and Resellers regarding the Geo-Fence WebHooks is the
feature Return to Geo-Fence. When the terminal exceeds the Geo-Fence boundary, the user will receive a
notification if the feature is enabled.

Select: [General Setting] > General Setting > External System Integration > [WebHooks] > [+ WEBHOOKS]
> Create WebHooks > [Name] > [URL] > [Secret] > [Return to Geo-Force] > [Enable] > [Active] > [SAVE].

Create WebHooks

[0 App Signature Failed [ Out of Geo-Fence} ReturntoGe@Fence [ Printer Out of Paper
[ Terminal Tampering [ Insp Failed

CANCEL
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2.4.3 Out of Geo-Fence Alert Email

A new feature for Premium Marketplace Owners and Resellers is the Out of Geo-Fence email alert, which
allows users to receive the terminal serial numbers that has exceeded the Geo-Fence area.

¢ When the number of terminals exceeding the Geo-Fence is less than or equal to 100,
the serial numbers of these terminals will be displayed in the email.

Terminal Out Of Range Notification

Dear Customer,

4 terminals are out of the geo-fence, please check in time, the detailed SN list is
provided below.

SN List

11 12 13 14

Thank you!
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¢ When the number of terminals exceeding the Geo-Fence is greater than 100, the
email will provide a download link. Users can select the download link and enter an
extraction code to download the report.

Terminal Out Of Range Notification

Dear Customer,

1017 terminals are out of the geo-fence, please check in time, you can also click button
below to download the report file with the extraction code.

Extraction code: CK7E|M

OUT OF GEO-FENCE

REPORT_20240524160503.XLSX

Thank vou!
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Enter the [Extraction Code] > [DOWNLOAD].

Download File

File Name  OUT OF GEO-FENCE REPORT. XLSX

DOWNLOAD
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The Out of Geo-Fence report list the terminal serial numbers.

OUT OF GEO-FENCE REPORT
L oSeraNo _______

01
02
03
04
05
06
07
08
09
10
1
12
13
14
15
16
17
18
19
20
21
22
| 23

24

OUT OF GEO-FENCE REPORT () Bl 4
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2.5 AirLauncher
2.5.1 Flashlight

A new feature for Premium Marketplace Owners is a Flashlight option now available in the Quick Settings
section.

The example below applies to an existing AirLauncher Template.

Select: [AirLauncher] > [AirLauncher Template] > [Edit] > [Quick Settings] > [Enable Quick Settings
Config] > [Enable] > [Flashlight] > [Enable] > [SAVE].

< Flashlight Q

6]
1]
®
be
®

I8 Dashboard
| Launcher Detail

& Alert
Wallpaper  Desktop  Screen Saver  Lock Screen  Systemlicon  Navigation Bar  Settings | JOIIGRSERTIER Kiosk Mode
© Terminal Geo-Location

Auto-Start App App Permission Notification Language Bar

Task

B subscription List i . .
Customize the options in the Quick Settings & Notification Center

B My Activity
Enable Quick Settings Config .

Management

Wi-Fi ®
@ Terminal Management
& Group Management Data .
B Templates

Bluetooth .
Value-Added Services

Flashlight
& Service Center
B Industry Solutions Flight .
4 AirLauncher

Brightness .

Notification @

Sound ®

!

coce | D
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2.5.2 Kiosk Mode

A new enhancement for Premium Marketplace Owners is there are two methods to exit Kiosk Mode on
the terminal side. The first is to press and hold the volume button together for seven seconds and then
enter the password. The second is to tap the top center of the screen five times and then enter the
password. Now, both methods are displayed in Kiosk Mode for the user to enable or disable.

Select: [AirLauncher] > [AirLauncher Template] > [Kiosk Mode] > Enable Kiosk Mode > [select kiosk
mode(s)] > [SAVE].

¢ Kiosk Mode Q

6]
1]
®
be
®

Monitori &
- | Launcher Detail

I8 Dashboard
Wallpaper  Desktop Screen Saver Lock Screen  Systemlicon  Navigation Bar  Settings  Quick Settings Kiosk Mode
W Alert

Auto-Start App App Permission Notification Language Bar

© Terminal Geo-Location

Lo By setting the application to Kiosk mode, you can use the terminal as a self-service machine

Bl Subscription List

B My Activity Enable Kiosk Mode @

Management

@ Terminal Management

& Group Management

B Templates

Value-Added Services

& Service Center Press button to exit

Tap screen to exit

B Industry Solutions

A AirLauncher

System

a

i@t

-

& General Setting
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2.6 Role Management
2.6.1 Delete Terminal

A new feature for Premium Marketplace Owners and Resellers is operation control of the Delete Terminal
feature. Administrators can now specify operators to use the Delete Terminal feature.

Select: [Role Management] > [Operation Control] > Terminal Configuration > [Delete Terminal] >
[Enable].

Role Management Operation Control Q

6]
@
®
be
®

Store Client Proxy Configuration

Delete Terminal
Task )

B Subscription List

Wi-Fi Control Py The operation is public to all users now
B My Activity in profile page, whether allow user 1o set Wi-F

it | Terminal Configuration

@ Terminal Management APP Uninstall ' + LRSI N
n[G 1] or terminal detail page,

& Group Management

Delete Terminal
8l list o terminal detail page. whether allow (“,
lete terminal

B Templates

Value-Added Services

& Service Center

B Industry Solutions

A AirLauncher

System

General Setting

User Management

Role Management

Report Center

=\
g/”

AuditLog Push Firmware

Note: By default, the operation is public to all users. All the users who have the access right to the related
menu will be able to use this operation. If you want to make this operation private to specific users,
please add the users here. Other users will not be able to use this operation.
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2.7 Report Center
2.7.1 Reports With Schedule Export

A new feature for Premium Marketplace Owners and Resellers is all report types now support a Schedule
Export feature. Each report type can have up to five scheduled export tasks. Re-occurring reports can be
scheduled once, daily, weekly, and monthly.

To view Select: [Report Center] > [Report Name] > [+ REPORT TASK] > Terminal Variable Report >
[Schedule Export] > [Enable].

< Terminal Variable Report Q

6]
1]
®
be
®

| Report@
Tesk . ! | Condition

R Subscription List
B My Activity

Management I=

@ Terminal Management Model (Al

& Group Management Schedule Export

B Templates

Once Daily Monthly *

Value-Added Services

& Service Center
(GMT-07:00) Pacific Time- Los Angeles ;0

B Industry Solutions Please Select -

A AirLauncher

Schedule Time Search By Name/SN/TID
12:52 (=
wem End time D
B General Setting m
User Management e &)
Role Management

Report Center Export Coment ic}

Audit Log
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Example of five scheduled reports.

Select: [Report Center] > [Report] > Terminal Variable Report List.

Report Center Q ®
T Al Terminal System Terminal Variable Report  cive SO NGl -+ REPORT TASK
B subscription List KI Statistics Report # Report Created Time < Action
B My Activity 1 Teminal Variable Report_20240909132144 20240909 13:23
Terminal Variable Report 2 Terminal Varisble Report 2024000913212 2024-09-09 13:22
For statistics on variables on the terminal
Management
3 Temninal Variable Report 20240909132029  2024-09-09 13:22
@ Terminal Management PUK Distribution Report 4 Terminal Variable Report_20240909132005 20240509 13:21
For statistics bution of individual PU
& Group Mana t 5 Terminal Varisble Report_20240909131826  2024-09-09 13:20
App Installation Report 6 Terminal Variable Report_20230105100546  2023-01-0510:33 o T 3
B Templates For statistics or y
7 Termninal Variable Report_20230104225132  2023-01-04 22:53
Value-Added Services App Parameter Report
- For siatistics on the latest parameters on the e 20/Page v 7 n

& Service Center

B Industry Solutions

A AirLauncher

General Setting

User Management

Role Management

Report Center

B AuditLog

Terminal Replacement Report

Terminal Info Report
Fo nfo

statistics on

Login Activity Report
Fors 2l ctivit

For stat

Store Client Report
Firmware Installation Report
Fo

Firmware Report

Model Report

— 4
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2.7.2 Update Time Column in the Firmware Installation Report

For Premium Marketplace Owners and Resellers added a new column, Update Time, in the Firmware
Installation Report.

Select: [Report Center] > [Firmware Installation Report] > [Firmware Installation Report] > [Download
Icon] > Confirm to download this report? > [OK].

Firmware Installation Report
Report Generated Date: 2024-09-09
Marketplace Name:
SN Model |Reseller Merchant IUpdate Time

202 AB0 1 2020-06-08 08:58

3. 2§ £930 | 2023-03-08 08:17

5. 0g £930 1 2023-05-24 06:28

10 FSSE-ELE V10| Ariesh | 2019-07-22 04:22
iR iriess 4.1.] Aries8 | 2019-07-22 04:13
il EROD | 2021-07-23 13:13

1. 0 EaG00 | 2019-08-22 03:46

_W0§ AB50 1 2021-01-31 19:01

_WV0§ AB0 1 2021-02-25 14:00

_WV0§ AB80 1 2023-03-21 00:41

3. 01 IN30 | 2019-09-20 04:06

ERFayDro: 0_21] EaoON 1 2022-04-12 20:07
LR Fayliro: .17 A300 1 2023-04-28 09:52
.17 A300 1 2023-03-29 07:32

.17 A300 | 2023-04-28 06:59

PR FayDro: .17 A300 | 2023-07-21 16:15
PPER Fayliro; .17 A300 1 2023-11-10 01:43
PENFayDro: 23 AB80 | 2023-11-10 18:16
25 13NN _203 Test 1 2021-12-15 10:25
26 J3EN AN _203 Test | 2021-12-15 06:31
|27 BN _203 Test | 2022-04-05 07:29
PENFayDro: Te_4 ATT 1 2022-04-11 04:04

Firmware Installation Report Sheet3
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2.8 Developers
2.8.1 Developer Integration Automation

A new feature for Developers is the platform provides automated workflows to help developers achieve
integration automation and increase efficiency.

2.8.2 Developer APIs

A new feature for Premium Marketplace Owners is a series of APIs for helping developers submit
applications automatically.

2.8.2.1 Create Application API
Create App API: Developers can use the createApp API to create an application.

e public Result<String> createApp(CreateSingleAppRequest createAppRequest)

Create an app

APl
public Resultcstring> createApp(CreatesingleAppRequest createAppRequest)

Input parameter(s) description
Parameter Name Type Nullable = Description
createAppRequest  CreateSingleAppRequest  false the create request object, the structure like below
Structure of class CreateApkRequest
Property Name = Type Nullable = Description
appName Sting  false the name of app, max lenth is 64
Sample codes
Developerapi developerapi = new DeveloperApi(“https://api.whatspos.com/p-market-api®, "7ANZROROMLCOZI3SHOMV®, "I430HYXS1TL96IB7: (O
CreateSingleAppRequest createAppRequest = new CreateSingleAppRequest();
createAppRequest. setAppName("APP20240223") ;

developerapi.createApp(createAppRequest);

Client side validation failed sample result(JSON formatted)

{

"businesscode®

"validationEri ["Parameter createAppRequest cannot be null!"]
3
¥

Server side validation failed sample result(JSON formatted)

£
"businessCode™: 1213,
"message”: "App nase is mandatory”

3}

Successful sample result(JSON formatted)
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2.8.2.2 Delete App API
Delete App API: Developers can use the deleteApp API to delete an application.

e public Result<String> deleteApp(Long appld)

Delete App

APl
public Result<String> deleteApp(Long appId)

Input parameter(s) description

Parameter Name Type Nullable  Description

appld Long false id of app
Sample codes
DeveloperApi developerApi = new Developerspi("https://api.whatspos.com/p-market-api®, "7ANZROROMLCOZIZGHOMV", "I430HYX91TLSGIBT
developerapi.deleteApp(2598004808782372L);
Server side validation failed sample result(JSON formatted)

{
"businessCode”: 1eee,
"message™: "APP not found"

Successful sample result(JSON formatted)

T
{

"businessCode™: @
}

Possible business codes

Business Code  Message Description
131 Insufficient access rnight
135 Invalid parameter or missing parameter

1000 APP not found
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2.8.2.3 Create an Apk API
Create an Apk API: Developers can use the createApk API to create an Apk.

¢ public Result<String> createApk(CreateSingleApkRequest createApkRequest)

Create an apk

API
public Result<String> createApk(CreateSingleApkRequest createApkRequest)

Input parameter(s) description

Parameter Name Type Nullable  Description

createApkRequest  CreateSingleApkRequest  false the create request object, the structure like below
Structure of class CreateSingleApkRequest

Property Name Type Nullable Description

appld Long false the id of app

apkName String false the name of apk

apklype String false the type of app. the values can be 'P*' and ‘N'. (P : Parameter App, N: Standard App)

modelNamelist List<String> false model names, the apk supported models

categoryList List<String>  false business category

shortDesc String false short description
description String false

releaseNotes String true release note

appFilePath String the appfile path
iconfilePath String the icon file path
featuredimgPath String the featured image file path
accessUrl String url of access

screenshotFiles List<String> the screenshots file path

paramTemplateFiles  List<String> the parameter templates file path
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2.8.2.4 Edit an Apk API
Edit an Apk API: Developers can use the editApk API to edit an Apk.

e public Result<String> editApk(EditSingleApkRequest editApkRequest)

Edit an apk

APl

public Result<String> editApk(EditSingleApkRequest editApkRequest)

Input parameter(s) description

Parameter Name = Type Nullable  Description

editApkRequest EditSingleApkRequest  false the edit request object, the structure like below
Structure of class CreateSingleApkRequest

Property Name Type Nullable = Description

apkid Long false the id of app

apkName String false the name of apk

o String false the type of app, the values can be 'P* and 'N". (P : Parameter App, N: Standard App)
modelNamelist List<String>  false model names, the apk supported models

categoryList List<String>  false business category

shortDesc String false short description

description String false

releaseNotes String true release note

appFilePath String true the appfile path

iconFilePath String true the icon file path
featuredimgPath String true the featured image file path
accessUrl String true url of access

screenshotFiles List<String>  false the screenshots file path
paramTemplateFiles  List<String>  false the parameter templates file path

paramTemplateList List<String>  false the file name of parameter template
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2.8.2.5 Submit an Apk API
Submit an Apk API: Developers can use the submitApk API to submit an Apk.

e public Result<String> submitApk(Long apkid)

Submit Apk

API
public Result<String> submitApk(Long apkId)

Input parameter(s) description
Parameter Name Type Nullable Description
apkid Long false id of apk
Sample cedes

DeveloperApi developerApi = new DeveloperApi(“"https://api.whatspos.com/p-market-api®, "7AN2ROROMLCOZI3SHOMV™, “"I430HYX91TLIEIB7: ©

developerApi.submitApk(1598744592121896L ) ;

Server side validation failed sample result(JSON formatted)

"businessCode”: 1662,
“message”: "APK not found"

Successful sample result(JSON formatted)

“businessCode®: @

Possible business codes

Business Code = Message Description
135 Invalid parameter or missing parameter

1000 APP not found

1002 APK not found

The app's developer signature is different from previous version

Dlanen cinn tniie ane with o cal_rinnad ~ardificata

v1.0 | 40



PAXSTORE N.A. Release Notes v9.4 - Premium Marketplace
P N\ PAXSTORE

2.8.2.6 Delete an Apk API

Delete an Apk API: Developers can use the deleteApk API to delete an Apk.

e public Result<String> deleteApk(Long apkid)

Delete Apk

API

public Result¢String> deleteApk(Long apkId)

Input parameter(s) description

Parameter Name Type Nullable Description

apkid Long fake id of apk

Sample codes

DeveloperApi developerApi = new DeveloperApi(“https://api.whatspos.com/p-market-api®, “7ANZReROMLCOZI3IHEMV", "I430HYXI1TLIGIBT. 1=

developerapi.deleteApk(1598563819716651L) ;

‘

Server side validation failed sample result{JSON formatted)

Successful sample result(JSON formatted)

{
“businessCode™: @

}

Possible business codes

Business Code  Message

131 Insufficient access right

Invalid parameter or missing parameter
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2.8.3 Developer SDK Access

Please contact PAXSTORE Support for assistance in accessing this feature. Email
paxstore.support@pax.us.

2.8.4 Enable Developer for SDK Access

A new feature for Premium Marketplace Owners is the Developer SDK Access option. The developer when
enabled will obtain the Developer SDK Access Key and Developer SDK Access Secret.

Select: [Developer Center] > [Account Center] > [Developer Info] > [DEVELOPER SDK INTEGRATION] > a
pop-up window called Developer SDK Integration > [Developer SDK Access] > [Enable].

Developer SDK Integration

AP URL
APIURL

v1.0 | 42


Email to: paxstore.support@pax.us

PAXSTORE N.A. Release Notes v9.4 - Premium Marketplace
N PAXSTORE

2.9 Account Self-Activation

A new feature for Premium Marketplace Owners and Resellers is the self-activation feature for users with
suspended accounts.

Users who do not log in for an extended period, will have their accounts automatically suspended.
Previously, users could only contact the administrator to activate their accounts. Now, users can self-
activate their accounts, making it simple and convenient.

After attempting to login, a Suspended pop-up window displays.

Select: > [ACTIVATE ACCOUNT].

Your account has been suspended and needs 1o be reactivated
beforz use,

ACTIVATE ACCOUNT
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After selecting ACTIVATE ACCOUNT, a new pop-up window called Activate account displays.

Enter the [Activation Code] > and select [SEND ACTIVATION EMAIL].

Activate account

ABYTV REYTVY

SEND ACTIVATION EMAIL

After sending the activation email, please go to your mailbox to

p—— . R T - g
complete the activation process

After sending the activation email, please go to your mailbox to complete the activation process.
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Select: [REACTIVATE ACCOUNT] > in the activation email, and complete the self-activation process.

User Account Reactivation Notification

Dear Demo User,

Please click on the link below to reactivate your account, which will expire in 48 hours,

REACTIVATE ACCOUNT

so reactivate it now.

After completing the self-activation process, a pop-up window will display Account Activate Successfully.

Select: [LOG IN] to log in.

Account Activate Successfully.

Your account has been activated.

Login to the account and starting the experience.

LOG IN
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2.10 Personal Center
2.10.1 Agreement List

A new feature for Premium Marketplace Owners and Resellers is the Agreement List menu in the
Personal Center, allowing users to view the agreements they have accepted.

e System Agreement: Lists of the User Agreements, Developer Agreements, Privacy
Policies, and Platform Agreements that the user has accepted.

¢ Service Agreement: Lists the value-added service agreements that the user has
accepted.

Select: [Personal Center] > [Agreement List] > [System Agreement] > [System Agreement Name] > [View
Detail Icon].

Users can select the View Detail icon to view the agreement details.

Personal Center

| System Agreement
# Agreement Type Agreed Time Marketplace Action
My Account
1 User Agreement 2023-05-16 13:32:16 UAT MP
Notification Center 2 Developer Agreement 2022-06-02 11:10:47 Global o
Agreement List 3 Developer Agreement 2022:03-28 15:18:41 UAT MP (o
4 User Agreement 2022-02-23 12:40:43 UAT MP (o]
@® system Agreement
5 User Agreement 2021-03-26 06:15:16 UAT MP (o]
Q service Agreement
6 Developer Agreement 2021-02-09 14:59:29 Global 10
7 User Agreement 2021-01-28 03:50:45 Global (o}
8 User Agreement 2020-10-30 14:24:24 Public MP1 {0]
9 User Agreement 2020-10-19 06:50:22 UAT MP (0]
10 Developer Agreement 2020-07-10 09:56:43 UAT MP (0]
10/Page ~ B:>
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2.11 API

A new feature for Premium Marketplace Owners is a series of APIs related to terminals. These APIs
support third-party systems to retrieve terminal information or perform terminal-related operations
based on the terminal Serial Number.

2.11.1 Get Terminal API

The get terminal API allows the third-party system to get a terminal by the terminal serial number.

¢ public Result<TerminalDTO> getTerminalBySn(String serialNo)

¢ public Result<TerminalDTO> getTerminalBySn(String serialNo, boolean
includeDetaillnfolist)

¢ public Result<TerminalDTO> getTerminalBySn(String serialNo, boolean
includeDetaillnfolist, booleanincludelnstalledApks)

Get a terminal by serial no

The get terminal API allows the thirdparty system geta terminal by terminal serial no. If the termianl does not exist the data field in result is
null.

API

public Result<TerminalDT0> getTerminalJiEg(string serialNo)
public Result<TerminalDT0> getTerminalJYE(String serialNo, boolean includeDetailIn‘oList)
public Result<TerminaldTo> getTerminalP(string serialNo, boolean includeDetailIn‘oList, boolean includeInstalledApks)

Input parameter(s) description
Parameter Name = Type Nullable  Description
serialNo String  false The terminal serial no.

Sample codes

TerninalApi terminalApi - new TerminalApi(“https://api.whatspos.com/p market api”, "RCASMDHGYNIWSSGPWGTI", "TUNLDZVZECHNKZAFWG7: (L)
//simple info

Result<TerminalDTO> result = terminalapi.getTerminalfE("SN6132522");

//includedetailinfoList, whether to return Detail Info and Accessory List

Result<TerminalDTO> result = terminalapi.getTerminalfiJ("SN6132522", true);

Client side validation failed sample result(JSON formatted)

{
"businesscode™: -1,
"validationErrors®: [“"Parameter serial no cannot be null!"]

}

Server side validation failed sample result(JSON formatted)

{
"businessCode™: 1861,
"message”: "Terminal doesn't exist”

1
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2.11.2 Update Terminal API

The update terminal API allows the third-party system update to an existing terminal by serial number.

¢ public Result<TerminalDTO> updateTerminalBySn(String serialNo,
TerminalUpdateRequestterminalUpdateRequest)

Update a terminal by serial no
Update terminal API allows the thirdparty system update a exist terminal by serial no.

APl
public Result<TerminalDTO> uwatet:mmalﬁ(strmg serialNo, TerminalUpdateRequest terminalupdateRequest)

Input parameter(s) description

Parameter Name Type Nullable  Description
serialNo String false Terminal's senial no.

terminalUpdateRequest ~ TerminalUpdateRequest  false Update terminal request object. The structure shows below.
Structure of class TerminalUpdateRequest

Property

Type Nullable  Description
Name AL g

String  false The name of terminal, max length is 64.

The tid of terminal. If it is empty system will generate a tid when creating. And the length range is

tid St t
- 29 NERE from 8to 16.

serialNo Sting  true The serial number of terminal. If the status is active the serial number is mandatory.

The merchant ot terminal belongs to. It the initial 1s active then merchantName 1s mandatory. The

merchantName  Strin true
9 max length is 64. Make sure the merchant belongs to the given reseller

resellerName String  false The reseller of terminal belongs to. Max length is 64.

modelName String  false The model name of terminzl. Max length is 64.
location String  true The location of terminal, max length is 64.

remark String  true The remark of terminal, max length is 500,
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2.11.3 Copy Terminal API

The copy terminal APl allows the third-party system to copy a terminal by the origin terminal serial
number.

e public Result<TerminalDTO> copyTerminalBySn(TerminalCopyRequest
terminalCopyRequest)

Copy a terminal by serial no
Copy terminal API allows the thirdparty system to copy a terminal by origin terminal serial no.
APl

public Result<TerminaldDTo> copyTerminalZJfE(TerminalCopyRequest terminalCopyRequest)

Input parameter(s) description
Parameter Name Type Nullable  Description
terminalCopyRequest =~ TerminalCopyRequest ~ false copy terminal request object. The structure shows below.

Structure of class TerminalCopyRequest

Property

Type Nullable  Description

Name s £
String  fake The name of terminal, max length is 64.

The tid of terminal. If it is empty system will generate a tid when creating. And the length range is
from 8 to 16.

tid String  true

sourceSerialNo String The serial number of source terminal. The serial number is mandatory.
serialNo String The serial number of terminal. If the status is active the serial number is mandatory.

Status of terminal, value can de one of A(Active) and P(Pendding). A is for Active and P is for
status String Perding
i

Sample cod

Terminalapi terminalApi = new Terminalapi(“https://api.whatspos.con/p-market-api®, "RCASMDHGYNIWSSGPWETI", “"TUNLDZVZECHNKZAFWET!
TerminalCopyRequest copyRequest = new TerminalCopyRequest();

copyRequest. setTerminalld(13453434534L);

copyRequest. sethame("COPY_FROM_13453424534") 5

copyRequest. setSourceserialno(*TIgeeeee1”) ;

copyRequest. setseriallio("TIeeeeee2");

copyRequest. setstatus(Terminalstatus.Active);

Result<TerminalDTO> copyResult = terminalApi.copyTerminalSiHR(copyrequest);

logger.debug("Result of copy terminal: {}",copyResult.tostring());

Assert.assertTrue(copyResult.getBusinessCode() == @);
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2.11.4 Activate Terminal API

The activate terminal API allows the third-party system to activate a terminal by serial number.

¢ public Result<String> activateTerminalBySn(String serialNo)

Activate a terminal by serial no
Activate terminal AP| allows the thirdparty system to activate a terminal by serial no.

APl

public Result<string> activateTerminalJE(string serialio)

Input parameter(s) description
Parameter Name  Type Nullable = Description
serialNo String  false The terminal serial no.

Sample codes

TerminalApi terminalApi = new TerminalApi(“https://api.whatspos.com/p-market-api®, "RCASMDHGYNIWSSGPWGTI", "TUNLDZVZECHNKZ4FWO7!
Result<string> result = terminalApi.activateTerminalfiE} ("sN6132522");

Client validation failed sample result(JSON formatted)

{
"businessCode”:
"validationErrors®: ["Parameter terminalId cannot be null and cannot be less than 11*]

}
Server side validation failed sample result(JSON formatted)

{
"businessCode”: 1800,
“message”: “Terminal not found"

2.11.5 Disable Terminal API

The disable terminal API allows the third-party system to disable a terminal by serial number. Disable is
successful when there is no response content from the remote server.

e public Result<String> disableTerminalBySn(String serialNo)

Disable a terminal by serial no

The disable terminal API allows the thirdparty system disable a terminal by serial no. If disable successfully there's not response content from
remote server.

API
public Result<Strings> disableTerminal@iE(String serialNo)

Input parameter(s) description

Parameter Name = Type Nullable = Description

serialNo String  false The terminal serial no.

Sample codes

TerminalApi terminalApi = new TerminalApi(“https://api.whatspos.com/p-market-api®, "RCASMDHEYNIWSSGPWETI", "TUNLDZVZECHNKZ4FWe7 (&
Result<string> result = terminalapi.disableTerminaliE("TI00001002");

Client validation failed sample result(JSON formatted)

{
"businesscode”: -1,
"valicationErrors™: ["Parameter terminal serial no cannot be null!™]
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2.11.6 Move Terminal API

The move terminal APl allows the third-party system to move a terminal to another reseller and merchant
by serial number.

¢ public Result<String> moveTerminalBySn(String serialNo, String resellerName, String
merchantName)

Move a terminal by serial no
The move terminal API allows the thirdparty system move a terminal to another reseller and merchant by terminal serialNo. If the terminal is
not applicable for the exist groups after move, the terminal will be removed from the groups. If move successfully there's not response content

from remote server.

APl
public Resultcstring> movererminal@fj(string serialNo, string reselleriName, String merchantName)
Input parameter(s) description

Parameter Name  Type Nullable =~ Description
terminalld Long false The terminal id.

resellerName String  false The target reseller name to move.

merchantName String  false The target merchant name to move.

Sample codes

TerminalApi terminalApi = new TerminalApi(“https://api.whatspos.com/p-market-api®, "RCASMDHEYN3WSSGPWETI™, “"TUNLDZVZECHNKZ4FWO7!
Result<String> result = terminalApi.moveTerminalffiE("SN6132522", "targetReseller™, “targetMerchant™);

Client validation failed sample result(JSON formatted)

"businessCode™

"validationErrors”: [“Parameter terminal serialNo cannot te null!"]
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2.11.7 Delete Terminal API

The delete terminal API allows the third-party system to delete an existing terminal by the terminal serial
number. If delete is successful, there is no response content from a remote server.

e public Result<String> deleteTerminalBySn(String serialNo)

Delete a terminal by serial no

Delete terminal API allows the thirdparty system delete a exist terminal by terminal serial no. If delete successfully there’s no response content
from remote server.

AP
public Result<string> deleteTerminalJ)(string serialio)

Input parameter(s) description

Parameter Name  Type Nullable  Description

senialNo Sting  false The terminal serialNo.

Sample codes

Terminalapi terminalApi = new TerminalApi(“https://api.whatspos.com/p-market-api®, “RCAIMDHEYNIWSSGPWETI", “TUNLDZVZECHNKZAFWO7: o
Result<strirg> result = terminalApi.deleteTerminal(967556L);

Client validation failed sample result(JSON formatted)

{

"businessCode”
"validationErr [“Parameter terminalld cannot be null and cannot be less than 1!"]
¥

Server side validation failed sample result(JSON formatted)

{
"businessCode”: 1877,
“message”: "The terminal is active,unable to delete!"
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2.11.8 Batch Add Terminal to Group API

The batch adds a terminal to a group APl allows the third-party system to add terminals to one or more
groups by terminal serial number.

e public Result<String> batchAddTerminalToGroupBySn(TerminalSnGroupRequest
groupRequest)

Batch add terminal to group by serialNo
Batch add terminal to group API allows the thirdparty system to add terminals to one or more groups.

API
public Result<String> batchaddTerminalTosroupEiis (TerminalSnGroupRequest groupRequest)

Input parameter(s) description

Parameter Name = Type Nullable  Description

groupRequest TerminalGroupRequest ~ false add terminals to group request object. The structure shows below.
Structure of class TerminalGroupRequest

Property Name  Type Nullable = Description

serialNos Set<long> false terminal serialNo list

grouplds Set<Long> false group id list

Sample codes

Terminalapi terminalApi = new Terminalapi(“https://api.whatspos.com/p-market-api®, "RCASMDHEYNIWSSGPWETI", "TUNLDZVZECHNKZAFWe7: (5
TerminalSnGroupRequest groupRequest = new TerminalSnGroupRequest();
set<string> serialNoList = new Hashset<>();

serialNoList.add("sN6132522");

serialNoList.add("SN6685133");

Set<Long> groupIds = new Hashset<>();

groupIds.add(16529L);

groupIds .add(16527L);

groupRequest. setSerialNos(serialNoList);

groupRequest. setGroupIds(groupIds);

Result<string> result = terminalApi.batchAddTerminalToGroupEHi] (groupRequest);
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2.11.9 Update Terminal Configuration API

Update the terminal configuration, such as whether to allow terminal replacement by API or input serial
number on the terminal.

e public Result<String> updateTerminalConfigBySn(String serialNo,
TerminalConfigUpdateRequest terminalConfigUpdateRequest)

Update terminal configuration serialNo
Update terminal configuration like whether allow terminal replacement by API or input serial no on terminal.

APl
public Resultcstring> updateTerminalConfigJWE(String serialio, TerminalConfigUpdateRequest terminalConfigupdateRequest)
Input parameter(s) description

Parameter Name Type Nullable  Description
serialNo String false Terminal's serialNo.

Update terminal config request object. The

terminalConfigUpdateRequest TerminalConfigUpdateRequest false
S i gUpcatefegi structure shows below.

Update terminal replacement config request

terminalReplacementUpdateRequest =~ TerminalReplacementUpdateRequest  false
P Edatefeq &P poatee object. The structure shows below.

- Update terminal time zone config request
terminalTimeZoneUpdateRequest TerminalTimeZoneUpdateRequest false

pdaleneq pdatReq object. The structure shows below.
Structure of class TerminalReplacementUpdateRequest

Property Name Type Nullable  Description

allowReplacement = Boolean  false Whether allow terminal replacement by API or input serial number on terminal

Structure of class TerminalTimeZoneUpdateRequest

Property Name Type Nullable  Description
automaticTimezoneEnable =~ Boolean  true Enable to use the network-provided time zone

timeZone String true The terminal time zone
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2.11.10 Get Terminal Configuration API

The get terminal configuration API allows the third-party system to get the terminal configuration by
terminal serial number.

¢ public Result<TerminalConfigDTO> getTerminalConfigBySn(String serialNo)

Get terminal configuration by serialNo
Get terminal configuration.

API
public Result<TerminalConfigdTo> getTerminalConfigEli(String serialio)

Input parameter(s) description

Parameter Name = Type Nullable  Description

serialNo String  false Terminal's serialNo.

Sample codes
TerminalApi te-minalApi = new TerminalApi(“https://api.whatspos.com/p-market-api®, "RCASMDHGYNIWSSGPTI", "TUNLDZVZECHNKZ4Fwe7! (O
Result<TerminalConfigDTO> result = terminalApi.getTerminalConfigEH("SN6132522");
>
Client side validation failed sample result(JSON formatted)
{
“busin2ssCode”™: -1,

"validationErrors": [“Paraseter terminal SerialNo cannot be null!"]
3

Server side validation failed sample result(JSON formatted)

{
“busin2ssCode": 1800,
“messaze”: “"Terminal not found™
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2.11.11 Get Terminal PED API

The get terminal PED information API allows the third-party system to get the terminal PED information
by terminal serial number.

e public Result<TerminalPedDTO> getTerminalPedBySn(String serialNo)

Get terminal PED information by serialNo
Get terminal PED information by terminal serialNo.

APl
public Result<TerminalPeddDTO> getTerminalPeddlE(String serialNo)

Input parameter(s) description

Parameter Name  Type Nullable  Description

serialNo String  false Terminal's serialNo.

Sample codes

TerminalApi terminalApi = new TerminalApi(“https://api.whatspos.com/p-market-api”, “RCAIMDHGYNZWSSGPWETI", "TUNLDZVZECHNKZAFWO7 (-
Result<TerminalPedDTO> result = terminalApi.getTerminalPedSiH("sN6132522");

Client side validation failed sample result(JSON formatted)

{

“businessCode®: -1,
"validationErrors™: ["Parameter terminal serialNo cannot be null!"]

}

Server side validation failed sample result(JSON formatted)

{
"businessCode": 1808,
"message”: "Terminal not found™
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2.11.12 Move Terminal API

The move terminal APl allows the third-party system to move a terminal to another reseller and merchant
by terminal serial number.

¢ public Result<String> moveTerminalBySn(String serialNo, String resellerName, String
merchantName)

Move terminal
Move a terminal to another reseller and merchant

APl
public Resultc<string> mveTerlinal@(string serialNo, String resellerName, String merchantName)

Input parameter(s) description
Parameter Name  Type Nullable  Description
serialNo String | false Terminal's serialNo.
resellerName String  false The target reseller name the terminal move to

merchantName String | false The target merchant nama the terminal move to

Sample codes

TerminalApi terminalApi = new TerminalApi(”"https://api.whatspos.com/p-market-api”, “RCAIMDHGYNIWSSGPWETI™, "TUNLDZVZECHNKZAFWOT)
Result<string> result = terminalApi.moveTerminalfWI("SN6132522", "PAX", "6666");

3

Client side validation failed sample result(JSON formatted)

{
“"businessCode™: -1,
"validationErrors™: [“Parameter resellerName is mandatory!"]

}

v1.0 |57



PAXSTORE N.A. Release Notes v9.4 - Premium Marketplace

N\ PAXSTORE

2.11.13 Push Command to Terminal API

The push command to terminal API allows a third-party system to push lock, unlock, and restart
commands to the terminal using the terminal serial number.

e public Result<String> pushCmdToTerminalBySn(String serialNo,
TerminalApi.TerminalPushCmd command)

Push Command to Terminal by serialNo
Push lock, unlock and restart command to terminal

APl
public Resultcstring> pushcadToterminal Ji(string serialNo, Terninalapi.TerminalPushced comsand)

Input parameter(s) description

it 7 Nullable  Descripti

e ullable cription
Name b P
serialNo String false Terminal's serialNo.

Value can be TerminalPushCmd.Lock, TerminalPushCmd.Unlock and

command TerminalPushCmd  false TerminalPushCmd.Restart

Sample codes
TerminalApi terminalApi = new TerminalApi(“https://api.whatspos.com/p-market-api®, “RCAIMDHEYN3WSSGPW6TI", "TUNLDZVZECHNKZ4FWOT ©
Result<string> result = terminalApi.pushCmdToTerminal(terminalld, TerminalPushCmd.Lock);

»

Client side validation failed sample result(JSON formatted)

{
“"businesscode”: -1,
"validationErrers”: ["Parameter terminalld cannot be null and cannot be less than 117]
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3. Enhancements

3.1 Terminal Management
3.1.1 Mass Import Operation Logs

A new enhancement for Premium Marketplace Owners and Resellers is the categorization logic for
terminal mass operation logs. Previously, the mass import operation logs for Move Terminal, Disable
Terminal, and Delete Terminal were recorded under the Import action of Terminal typeH, which could
confuse users. Now, these logs are moved to the respective Move, Disable, and Delete actions, making it
easier for users to find.

Select: [Terminal Management] > [Terminal List] > [Mass Operations Icon] > Mass Operations Menu

Terminal Management Qv + Reseller Detail amBe @ 2 @
@ Terminal Number: 1262/100000
Monitoring -3 v
3 v Devices . v
B3 Dashboard & '
& e Reseller Detail ~ Terminal List = Profile Organization Golnsight
o At :
& v
9 Terminal Geo-Location & v All Active = Y SN~ S -+ TERMINAL
.
- - - i —_
| Mass Operations -
Task 2 Z 0 Terminal Name § kd Time ~
B Ssubscription List & v O Rrrrasoo T Import Terminal 4 Export Terminal 08-1507:54
B My Activity a v O Heaheras2o ¢ | ([ Move Terminal 0 Disable Terminal pe1415:41
& v a [ 18s0000849 O Delete Terminal 0807 06:42
Management h s 4 Alex_A920_Te (] = 0627 1249
s O Aexsozoten ¥+ Import Variable &  Export Variable ‘
" a v AST00-0797  } 06:2611:20
B Terminal Management R T Import Static IP & Export Static IP
°
= a [ 2400001903 i 04220604
Group Management =
F ] v . PAX- 4
O e i 20240408 11:31
B Templates y v AX -
2 O testznan P e 2024040215557
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3.1.2 Audit Logs

A new enhancement for Premium Marketplace Owners and Resellers, is that these logs were moved to
their respective Move, Disable, and Delete actions, making it easier for users to find them.

Select: [Audit Log] > [Operation Log] > [Type = Terminal] > [Action = Import] > see Delete, Disable, and
Move options.

Operation Log Login Log Q LE ﬂj EEE 2 @
Tosk 2024 2023 2022 2021 2020 2019  Earlier FILTER o)
B Subscription List v
4
B My Activity (import)
A Create Update Delete |
Management
Activate | Disable mm‘J
g A
@ Terminal Management l Move | Remoteinit  Remote Replace
& Group Management ¥l Uninstall  Terminal Operation
@ Tempiat Accessory Operation
‘emplates
4
Value-Added Services Search by SN/TID
4
@ Service Center
e 2024-08-10 10:22 ™
B Industry Solutions
AirLauncher
2 o
ogin Nar
©
System
‘\
@ General Setting Log Status (All)
- 4 Success  Failure
& User Management
F. Role Management 4
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A new enhancement for Premium Marketplace Owners and Resellers is the Synchronize Terminal
button’s effect, which is based on WCAG requirements.

Select: [Terminal Management] > [Terminal] > [Basic Information] > [Synchronize Terminal Icon].

< Terminal Details

Task

A920Pro

Reseller:

Merchant

SN:
B subscription List

Basic Information

App & Firmware  Push Task

B My Activity

L
| Dashboard
Management
Terminal Monitor
@ Terminal Management
Group Management o/
8 sow 1.00% 29.Gh 57%
B Templates
CPU RAM Battery
Value-Added Services
Storage
B
& Service Center
B industry Solutions OperationLog  Replacement Log  Download App Log
A AirLauncher
2024 2023 2022 2021 2020 2019 Earl
Create Terminal
5/Page ~ Records

Setting

/ T

Location

N cisiaradnr Clatn Gn

Push History

er

Parameter Variables  Airviewer

~ Westlake,
Village

/ Model Name: A920Pro

Golnsight

@ £
Agours s
T
Comell
Santa Monica
National
Recreation.
ecreatiol +
Qaarh Leafiet with © SuperMap iClien

} 57% & Online (2024-09-10 11:16)

;&‘9 éaPro

;9‘20Pr0-DAW-RE5-

30EA

Ta0pxs 14409

;';;ment Device - Smart POS

VIEW DETAIL Vv
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3.2 Group Management
3.2.1 Push Task Error Message

A new enhancement for Premium Marketplace Owners and Resellers applies to the error message when
the push task fails. Previously, if an undefined error code was returned after a push task failed, the error
message displayed as “-”. Now it displays “System error” for easier understanding.

Terminal List

Al [PushFailed Fitter Failed Q

FILTER

20/Page ~
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3.3 Templates
3.3.1 Display Order of Parameter Files

A new enhancement for Premium Marketplace Owners and Resellers is the display order of parameter
files in all affected areas. They are sorted in a descending order based on the upload time.

S} TESTRESELLER

Monitoring

B8 Dashboard

App Detail Push Template

& Alert

Edit Parameter

© Terminal Geo-Location : by default, or you can click HER

Task 2.01.04 usbo_terminal_android INDUSTRY EDC RECEIPT TIP MISC VANTIV COMMUNICATION
B Subscription List CARD TYPE BIN FILE EMV FULL INTEGRATION BROADPOS
. Android
B MyActivty = ’ UPLOAD APPLICATION A
7.5M8B Parameter App
Management Update e
2019-07-1022:28
@ Terminal Management *
# Group Management
Restaurant-
8 Templates Q20L_V1.01.09E.zip STORE AND FORWARD v
BasicSystem-Q20L_V1.00.05.zip
ORI e BasicSystem-Q20L_V20190711 TESTzip INDUSTRY FEATURES "
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3.4 AirLauncher
3.4.1 Language Bar

A new enhancement for Premium Marketplace Owners: Previously, the drop-down list for the language
selection had hundreds of languages. Now the language options have been reduced and displays the ones
listed below.

Select: [AirLauncher] > [AirLauncher Template] > [Language Bar] > [Enable Language Bar] > [Language] >
[SAVE].

< Language Bar Q 8 @ o2 @
Tesk | Launcher Detail
B Subscription List
Wallpaper Desktop Screen Saver Lock Screen System Icon Navigation Bar Settings Quick Settings Kiosk Mode Auto-Start App
B My Activity
App Permission Notification
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General Setting %ﬂ
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#20]
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Report Center R (&%)
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3.5 APK
3.5.1 APK Signature Scheme

A new enhancement for Resellers is the display logic of the APK Signature Scheme. Previously, when the
APK had both V1 and V2 signatures, the APK Signature Scheme was only displayed as V1. Now, it will
display both.

Select: [App Approval] > App Detail > [App Detail] > [Online] > [APK Signature Scheme].

< App Detail EE 2 demouser @

pax Standard App Free
0/0

Disabled

AppOistibuion  Seting Data Reparts
| Version List (2) ¢ E Version Distribution  Signature Result
’
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vivz 2023-C8-1416:37 2023-08-1416:40

| Screenshots

v1.0 | 65



PAXSTORE N.A. Release Notes v9.4 - Premium Marketplace
i N\ PAXSTORE

3.6 Report Center
3.6.1 Removed Output Format Filter

A new enhancement for Premium Marketplace Owners and Resellers and removed the Output Format
filter icon.

Report Center Q B @ 2 @

RKI Statistics Report

= B! For statistics on RKI push records *D | Terminal Info Report  actie o C‘

B Subscription List = Termmal Variable Report ] " Report Created Time < Action
or stat e e al
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For statistics o bution of individual PUK insta
Management
] Terminal Info Report_20240607145450 20240607 12:55
@ Terminal Management =11 App Installation Report 4 Terminal info Report_20230103224303 2023-01-0322:43
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o Ut 5 Terminal Info Report_20230103212003 2023:01:0321:20
= App Parameter Report 6 Terminal Info Report_20220603111804 2022-06-0311:33 @ &5 3
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7 Terminal Info Report 2020512004016 2022:051200:39 Cor
Nl At Sevicas = Terminal Replacement Report
Fo s on terminals that have b 20/Page v 7Records n
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For statistics on general information about the terminal

B Industry Solutions
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3.7 Personal Center
3.7.1 User Account Suspension Email

A new enhancement for Premium Marketplace Owners and Resellers is the notification emails for user
account suspension.

Account Will be Suspended in 15 Days

Dear

Your account(nr .com) will be suspended in 15 days.

In accordance with our account security policy, any account that has not been logged into our
platform for 90 days will be automatically suspended.

To prevent your account from being suspended, please sign in here: Sign In.

Thank you!
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Customer Support

For questions or help with the PAXSTORE please contact your service provider or PAX customer support.

Monday-Friday 9:00 AM to 1:00 AM EDT
Saturday 9:00 AM to 5:00 PM EDT
Sunday Closed

Hours Subject to Change

Contact Information
support@pax.us
(877) 859-0099
WWW.Pax.us

PAX Technology Inc.
8775 Baypine Road
Jacksonville, FL 32256

This document is provided for informational purposes only. All features and specifications are subject to
change without notice. The PAX name and PAX logo are registered trademarks of PAX Corporation and/or
its affiliates. Other names may be trademarks of their respective owners. Copyright 2024, PAX Technology
Limited, all rights reserved.

*PAX Technology, Inc. is not responsible for the content, quality, accuracy, or completeness of any
information or materials contained in on these pages. PAX Technology, Inc. does not endorse any
content, viewpoints, products, or services contained on these pages and shall not be held liable for any
losses caused by reliance on the accuracy, reliability, or timeliness of such information. Any person or
entity that relies on any information obtained from these pages does so at his/her own risk.
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