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1. New Features
1.1. Push Task Approval

® Provided a new feature "Push Task Approval" for the group push task. After the function is enabled, all

group push tasks in this marketplace will require approval before activation, it can minimize errors/risks,

ensure compliant & effective push tasks.

< Push Configuration (4

AirViewer v e Submit for
com pax posviewer
Push Content
L s . Arviower
Andeoid
. Push Filter
115M8 Standard App + FUTE
202506100939 Push Configuration
W Only »
Force Update »
Gradual Rollot »
Push Immediaely ®
(GMT08:00) China Standard Time - Shanghai @
s}
SUBMIT FOR APPROVAL

B This feature is disabled by default. If needed, users can contact the support team to enable it.

Note: Push Task Approval applies exclusively to group-based push tasks, not to individual device task pushes.

Details are as follows:

Part 1: Submit for approval.

The group task push process has been modified. After the push configuration is completed, users cannot

activate it directly, they can only click the "SUBMIT FOR APPROVAL" button to wait for the approval.

(Image1.1.1-1.1.2).

At the same time, after the task is submitted for approval, the system will send an email and a notification to

the approvers.
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wiony
FoceUpowe
Gosulfolod

Pusn medcey

(GMTAGR00) Chio S T Shrgh

O T —
Q e
-
' »
» " P Contnt
© e B

nsue Surdutisn
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s w W

®

ST FOR APPROVAL

Image 1.1.2

< Push Configuration (49207

‘Submitted succasstully. Awaiting approval
AirViewer " e I o Approval

38 PAX
Android
15m8 Standard App

AirViewer

202506100939

Push Detalls

ate: No

A9207777

o Actve Task 4 | Effective

Image 1.1.3

If the task is rejected, it needs to be modified and resubmitted. (Imagel.1.3).
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Pending Approval  Approved History =
Al App  Firmware  RKI PUK  Message Uninstall App Launcher Industry Solution ir v Q
o Push App-(AirViewer-35.1)

20/Page ~ 1 e (1]
R Subscription List
23 App Approval
&2 Developer Approval
B Push Task Approval
B My Activity

Image 1.1.4

Part 2: Push task approval

Added to a new menu "Push Task Approval" in the "Task" module, users who have "Push Task Approval"
permissions can approve all the group push tasks waiting to be activated and view the approved history here.
(Imagel.1.4).

< Pending Approval u L | ]
' Push App - (AirViewer - 3.5.1) RN Ao
A9207777 PAX A920 App wl 2025-06-1009:43

AirViewer | Push Details

ackago Nar

com.pax posviewer

351 PAX AirViewer =

- Android VIEWE A9207777

11.5M8 Standard App

2025-06-1009:39

Image 1.1.5
® Administrators can click any pending approval task in "Pending Approval" tab to view the details.
(Image 1.2.4 -1.1.5).
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B Userscanclickthe "APPROVE" button to approve the task. Once approved, the task will be activated,

and the system will send an email and a notification to the task submitter. (Imagel.1.6).

Confirm Operation?

Image 1.1.6

B Users can also click the "REJECT" button to reject the task. When rejecting, they need to fill in the
reason for the rejection. After a task is rejected, the system will send an email and a notification to

the task submitter. (Image 1.1.7).

Confirm to Reject

Image 1.1.7
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B Afterthe task approval is completed, the administrator can view the approval records in "Approved

History" tab. (Imagel.1.8).

B Push Task Approval

Pending Approval | Approved History Eem "
| History List a
" TaskNeme Task Type Submitter Submitied Time Aoorovee Aporoved Thes status
V Puan Agp- (Aviewer351) wsao7777 ao0 w 202506100943 " 202506101052 f—

2 Push RKI - (8000420200331222901006) ASO group RKI Iynge®S 20250609 1628 RS 20250609 16:28

3 PushRKI- (8000420200331222901006) A%0 group K linopas 20250609 1623 noa@s 20250609 1624

& PusnRA- (USAES2%6_10152021) As20- - son 202506071620 som 202506071620 e
5 Pusn - (US AES2S6_10152021) asz0- - ssym 20250607 1617 soym 200506071617 -
6 PushRA- (USAES256.10152021) oS wa som 20250607 1614 soym 202506071615
20/Page ~ e [ 1]

Part 3: Audit Log

Image 1.1.8

® Added a new audit log type "Push Task Approval" to record the administrator’s approval and rejection.
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(Imagel.1.9).

OperationLog ~ Login Log
2025 202¢ 2023 2022 2021 2020 2019 Earier
Approve Push Task Approval
Approve Push Task Approval

@ Refect Push Tosk Approval

B Audt Log

Approve Push Task Approval
B oername e
[ Approve Push Task Approval
N ; B
g Aperove Push Task Approval
g Aperove Push Task Approval
g Awprove Push Task Approval
g Appove Push Task Approval
20/ Page ~

| =]
FILTER S X
(A
Reject
20250510 13:42 =)
a

Success  Falure

Image 1.1.9




® Added a new action "Submit for Approval" for the audit log types "Group Push

App/Firmware/RKI/PUK/Message/Uninstall App/Launcher/Industry Solution" to record operator’s
group push task submission records. (Image 1.1.10)

Operation Log ~ Login Log

L3 =

2025 2024 2023 2022 221 2020 209 Eatller FULTER O
mit for Approval Group Push App Group Push App)
a4 St | Group Push
a0 (Suomit for Approeal
4 Svpmifor Approval Group Push App
Jsee Name 1150 / Re Ceste  Update  Deste

4 Submitior Approval Group Push App

Actvate | Disave | Reset
20/ Page ~

202505101333 ()

A

Success | Fallure

Image 1.1.10
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1.2. Battery Management

Supported the management of Lithium-ion battery and RTC battery. Provided basic information display of

terminal batteries and added alerts for poor battery health status. This feature enhances the management of

terminal battery and reduces unexpected shutdowns and maintenance costs while optimizing terminal

lifespan and operational efficiency.

The differences between the two batteries are as follows:

< Terminal Details

| Hardware List

‘‘‘‘‘‘‘

2% Magnetic Strpe Card  Enabled 20250611 10:09 [ ]
2 =3] xc Enabled 20250611 1009 =)
1 [ eec Enables 20250611 1009 ®
4 [ Kewows Enabled 20250611 1009 "
Printer 202506111009 ®
6 suewon Enabies 20250611 1009 s
@ et Enabies 250511 1008
1] @ sm Enabled 20250611 1009
9 B3 Mocem Enabled 202506111009 -
10 (@ reo Enabled 202506111009 [ ]
@) PeDMODE - 202506111009 ~J Isolation Mode | Mixed Mode
I mm@ o (393V) 202506111009

@ ew oo aesaen 009

| Terminal System Configuration

Image 1.2.1

Lithium-ion Battery: Acts as the main power source for core functions (screen, processing, connectivity),

enabling portable operation or acting as a backup during power outages.

RTC Battery: Provides backup power to the terminal's security module, ensuring it maintains tamper

detection and data protection functions even when powered off.

The specific changes involved are as follows:

1.2.1. Lithium-ion Battery

® Added a new item "Battery" to the "Hardware List" in "Terminal Details" -> "Setting", users can directly

view the health status of the battery and its voltage. (Image 1.2.1.1).

B [f users need to view the battery details, they can click the "View Detail" button. The detailed

information will be displayed in the pop-up box, such as "Battery Level", "Battery Status", "Battery

SN", etc. (Image 1.2.1.2).
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Battery Detail

Batter Level 82%

Rated Capacity

Battery Status Good
Battery SN B0902-202448
Charging Status Discharging

Charging Mode

Voltage 3.93v
Current -200mA
Temperature 27°Cc

CLOSE

Image 1.2.1.2

® Added to the new alert type "Battery Unhealthy", it will trigger an alert when the battery health status

is poor, and at the same time, an alarm email will be sent to the user. (Imagel1.2.1.3 - 1.2.1.4).

Alert  Golnsight e |
Alert Card
App Signature Failed Out of Geo-Fence Printer Out of Paper Terminal Tampering Inspection Failed :7: Ba:wy (RTC Battery Unhealthy
attery)
3 420 136 120 0 n 4
| Alert List
Battery Unhealthy

@ 500 Signature Fail}ec‘i

| Alert List Y SN~ Q
@ OworGeofence
i load e ! o Battery Status Act
) Pooc 20250609 133518 )
Printer Out of Paper
@] Receive Type: £ 2 Poor 20250603 135649 [o]
3 Poor 20250529 174233 (o}
g Terminal Tampering
0 || i b s Poor 20250529 171046 °
e Inspection Falled 10/Page + < 1]
Low Battery (RTC

%) Battery)

Battery Unhealthy

Rec

Image 1.2.1.3
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Battery Unhealthy Notification

Dear User,

1 terminal battery is unhealthy, to avoid any disruption to your business, please
replace the battery promptly, the detailed SN list is provided below.

SN List
SN Battery Status
EW 43 Poor

Thank you!

Image 1.2.1.4

® Added a new alert card "Battery Unhealthy", users can download the battery unhealthy terminals list.

(Image 1.2.1.3 and 1.2.1.5).

A A B | G | D [BEEN| F | G I = O Y O | K | L |
1 Battery Unhealthy Terminals

p3l Terminal Name TID Serial No Manufacturer Model Reseller Merchant Location Remark Status Battery Status Alert Time
3| [l ] [ ] PAX A930 edith08 Fadin Active Poor 2025-06-09 13:35:14
47L 5 PAX A930 | edith08 // ed08_R2 Termil ed08_R2_MO1 Active Poor 2025-06-03 13:56:49
50 | ﬁj PAX A930 | edith08 // ed08_R2 Terminal2k | ed08_R2_M01 Active Poor 2025-05-29 17:42:33
6}& ﬁ | PAX A930 edith08 mmerchant1 Active Poor 2025-05-29 17:10:46
il

8 |

9

10

Image 1.2.1.5

® Added a new trigger "Battery Unhealthy" in "General Setting" -> "External System Integration" ->
"Webhook". (Image 1.2.1.6 - 1.2.1.7).
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General Setting

External System Integration  WebHooks

o

= | WebHooks + WEBHOOKS
. Nome L igge reated Time Jodated Time
]
- = = 202504200831 20250509 16:58
202502081439 202504241005
m 202501241003 20250306 1528
=1 202412091339 202503061530 Actve
5/Page ~ [ 1] >

Image 1.2.1.7

Create WebHooks

[ App Signature Falled [ Outof Geo-Fence [ Returnto Geo-Fence (3 Printer Out of Paper

[ Terminal Tampering [ Inspection Failed [ Low Battery (RTC Battery) | [ Battery Unhealthy i

O Active O Disabled

Image 1.2.1.6
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1.2.2. RTCBattery

In the previous version, the platform already supported the management of RTC battery. This time, some

optimizations have also been made (Image 1.2.2.1):

pg. 14

To make the naming more standardized, the original "Coin Battery" was changed to "RTC Battery".

The "Coin Battery Power Level" column in the alert list was removed, and the "RTC Battery Status" and
"RTC Battery Voltage" columns were newly added. This modification is also applied to the exported list
of alarm terminals and alarm notification emails.

The alert logic has been optimized. It will trigger an alert when the RTC battery status is poor.

Alert  Golnsight =] ]
Alert Card
App Signature Failed Out of Geo-Fence Printer Out of Paper Terminal Tampering Inspection Failed Low Battery (RTC Battery Unhealthy
Battery)
| Alert List
Low Battery (RTC Battery)
u .
| Alert List Y s Q
X u D y St
1 Poor 12v 20250515 162902 o
2 Poor 123v 20250515 163840 °
3 Poor 250v 20250428 141650 (o]
4 Poor 250V 20250428 1416:49 (]
s Poo sov 20250428 141649 ©
|
5 Pooe 250v 20250428 1416:49 o
7 Poo 2500 20250428 141648 o
Low Battery (RTC
Battery) ® Poo 250v 20250428 141648 °
9 Poor 250V 20250428 14:16:48 ©
Current
w Poor 250V 20250428 141647 (o]
101 Dana m
Alert  Golnsight L N =]
Alert Card
Out of Geo-Fence Printer Out of Paper Terminal Tampering Inspection Failed Low Battery (Coin Battery)
| Alert List
Low Battery (Coin Battery)
@ Out of Geo-Fence
’ | Alert List T SN~ Q
Printer Out of Paper
1 il 5% 20241129 16:08:27 Lo}
ﬁv‘ Terminal Tampering
= 2 [ 2024112915142 o
¢ Inspection Failed 10/ Page ~ n
b4

Low Battery (Coin

Previous

Image 1.2.2.2




1.3. Support PAX PCl 7.0 Device

PCI PTS POI v7.0 security requirements: Payment applications installed on PCI 7.0 terminals must be signed
with a 4096-bit key. To support the management of PAX PCl 7.0 devices, the platform has integrated into the

PAXRhino signature service and has also made adjustments to the signature configuration module.
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1.3.1. Changes to the Platform

To support PAX PCI7.0 devices, the platform has also made relevant changes. Note: These

changes will only take effect when PCl 7.0 is enabled for the marketplace.wq

After PCI7.0 is enabled for the marketplace:

Part I: Signature Configuration :

® Added two tabs "RSA 2048" and "RSA 4096" for different signature types based on signature key.
length in "Signature" module of “General Setting” - “PUK & Signature”. (Image 1.4.2.1)
B RSA 2048: The original signature type which uses 2048-bit signature key.
B RSA 4096: New signature type which use 4096-bit signature key. This signature type only

supports the manufacturers which use PAX signature mechanism.

General Setting

Marketplace Information

| signature

[ZVSll STANDARD  STANDARD ANDROID ~ STANDARDOEM  ZOLON  WHTEST

Custom Signature

Signature Service Provider

m
Signature Certificate - Paydroid Custos
e paxRhino

RESET

Image 1.3.2.1

® Users can configure different signature services according to their specific requirements.
B For devices < PCl 6.0: Configure the signature service with a key length of 2048 bits in "RSA 2048"
tab, including either the original custom signature service or the PAXRhino signature service.
(Image 1.4.2.1).
B For devices > PCl 7.0: Configure the PAXRhino signature service in "RSA 4096" tab, only this
signature service can support signing the apps with a key length of 4096-bits. (Image 1.3.2.2).
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General Setting N . ]

Marketplace Information !ﬁ

Set the cont

| Signature @

PUK & Signature S m STANDARD  STANDARD ANDROID ~ STANDARDOEM  ZOLON  WHTEST

RSA 2048 RSA 4096

Custom Signature

Signature Service Provider .
Select the signature service provider paxRhino ~

paxRhino Signature Service Configuration

Configure the Access Key and Secret Key for paxRhina signature

Access K
=
Secret Key Please enter Secret Key herex
u H Bl RESET TEST
s DI DCA ANOE =] _mavetare toct? ANOA A

Image 1.3.2.2

Note: When the RSA 4096 signature type is enabled in the marketplace, the configuration of the RSA 4096
signature server needs to be completed, otherwise the administrators will not be able to create new app push

tasks.

Part Il: Signature Result:

® Added a new column "Signature Type" in "App Detail" -> "Signature Result", after the application

approval, two signature result records will be generated based on the signature type. (Imagel.4.2.3).
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Part lll: App Signature Failed Alert:

® Added a new column "Signature Type" in "Alert" -> "App Signature Failed" -> "Alert List" to show the
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< App Detail

In

| Version List (1)

Number of online versions:

App Detail App Distribution

Q 5.9.0 (20240910)

250529 13:59:12

I~

| o i

Data Reports

Online Version Distribution Signature Result

| Sign List

#  Mechanism Online Signature

1 PAX
2 PAX
3 ZOLON
4 ZOLON

Message

signature server

signature server

Signature Type

RSA 2048

RSA 4096

RSA 2048

RSA 4096

Status & Action

Success

Image 1.3.2.3

signature type when signature failed. (Image1.3.2.4).

Alert  Golnsight

| Alert List

App Signature Failed
Ri Type: Email

App Signature Failed @

| Alert List n
Signature Provider | Signature Type | Alert Time Action
PAX RSA 2048 ngssoﬂa? 9 o
e |1 o
PAX RSA 2048 ?5’203111 13-06 -
PAX RSA 2048 322232-‘!314-03 P
PAX RSA 2048 fgi’%l 5‘3 03 =
PAX RSA 2048 327037':(‘1]'03 o
PAX RSA2048 3223543'054;1 4 ®
A RSA 2048 2ms 0414 o
PAX RSA 2048 3323:‘304‘“ 4 o
PAX RSA 2048 %gZJJ‘-o;Zq 4 2

10/ Page ~ n :1

L\‘

Image 1.4.2.4




1.4. Support Android APP V3 Signature

® Supported for Android Application V3 signature. The core objective of upgrading from Android Signature
Scheme v2 to v3 is to leverage its Key Rotation capability, addressing the issue where users must

uninstall and reinstall apps when signing certificates expire or are compromised.
Below is the upgrade process:

B Step 1: Generate Key Rotation Lineage File
Create a trust chain file linking old and new keys. This establishes cryptographic proof that the new key

is authorized to succeed the old key.

B Step 2: Build Transitional APK
Produce a critical "bridge" APK with dual signatures (old + new keys). This version must be distributed
to users - it enables future V3-signed updates without uninstallation. The transitional APK is mandatory

for seamless key rotation. Skipping will block future updates.

B Step 3: Sign Future Releases with New Key
After users install the transitional APK, all subsequent releases can switch exclusively to the new key:

Devices that installed the transitional APK will recognize the new key via the established trust chain.

Note:

B V3 signature only supports Android 9 or later.
B APKs with only a V3 signature are not supported. If an APK contains a V3 signature, it must also
include a V2 signature that will need to be uploaded.

pg. 19




1.4.1. Application Local Parameters Synchronization
Provided the function of synchronizing application local parameters, allowing users to view the latest

parameter values of the application.

For parameter app: Whenever the parameter application modifies certain parameters locally, it needs to

upload these changed parameters and the corresponding template name to the platform.

For PAXSTORE:

PAXSTORE collects parameter changed records from two distinct sources: one is the parameters pushed by
the platform, and the other one is the changed parameters uploaded locally by terminal parameter
application. Additionally, the platform also provided parameters comparison features to facilitate user review

of differences between these records.

1.4.2. Upload Changed Parameters API

PAXSTORE provided an APl for third-party applications to upload the locally changed parameters.

When a parameter application changes specific parameters locally, the changed parameters should be
immediately uploaded to the platform through this API. When uploading, the name of the template where
the changed parameters are located should be included for this process.

The parameters required for the interface are as follows:
® appVersion
® paramTemplateName

® paramChangelist(pid-value list)

1.4.3. Process the Uploaded Records

The application will only upload the changed parameters and the corresponding template name. The platform
needs to process the changed parameters uploaded by the application and integrate them with the
parameters in the same template, which was updated last time, making it convenient for users to know the

changes of all parameters.

The specific logic is as follows:
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When the application uploads the changed parameters, based on the uploaded template name, the platform
will find the most recent updated template with the same name, and then replace the changed values and
save them.

® |[f, in the most recent push or update record, there are multiple templates in addition to the template.
with the same name, separation is required, and only the parameters related to the template with the
same name should be saved.

® [f the template with the same name is not found, the platform will directly save the record of changed

parameters.
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1.4.4. Marketplace-Level Switch

Added a new marketplace-level switch “Local Parameter Upload,” the switch is off by default. (Image 1.4.4.1).

® When the switch is turned on, it allows the parameter applications in this marketplace to upload local
changed parameters, and users in this marketplace can use related functions.

® When the switch is turned off, for this marketplace, no functions related to local parameter changes
will be provided.

Marketplace List [ | H m

tive

Active
Active |
Active
Active

Active

Active

Active

Active

| H BN B .
20/page ~ 1 <12H4 5 >

Local Parameter Upload
Whether o allow the parameter applications in this marketplace to upload local changed parameters

g

Parameter Partial Push
Whether to allow the marketplace to use partial parameters push

=

Image 1.4.4.1

The following designs are all considered to have enabled “Local Parameter Upload” in the marketplace.
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1.4.5. Developer Edit App

In the editing parameter application detail page, added a new switch "Local Parameter Upload". (Imagel.4.5.1).

® The switch is off by default: the parameter application will not upload the locally changed parameters
to the platform, and the Admin Center will not provide relevant functions either.

® When the switch is turned on: the parameter application will upload the locally changed parameters to
the platform, and the Admin Center will provide relevant functions.

Gobal « Developer Center i & John Doe
. App List ~ Version Management ~ App Edit
App App Package A, REUPLOAD | App Detail (Fields with * are mandatory)

& Version Management

File Size 183MB App lcon * Sug Upload 512px*512px

CloudMessage

Version 211
Push Message

0s Android 5.1+

Business Category *

Tag Setting

Android 0S Authorization 23 Permissions ¥

Stackly Package Name com.missu.girlscalendar + SELECT CATEGORY

Exception

Base Type Model *
- Operation @ @

Parameter App Standard App

¢ Stackly Setting + SELECT MODEL

CyberLab
B pppppp json.xml

€ GotoCyberiab App Name*
“> UPLOAD PARAMETER TEMPLATE v
Sandbox Short Description *
How to define parameter template?

~ Sandbox Description *
Local Parameter Upload <)
Support uploading local changed parameters

Parameter Partial Push ()

Support push partial parameters
Release Note *

Attachement
@

Support TXT and DOC, Not more than 10MB

URLs Statement

Screenshots *

Atleast 3 screenshot required

Featured Image

This image will be displayed in the featured section of the web-portal. (Suggested size: 320x280)

SAVE AND SANDBOX TEST BACK SAVE SUBMIT FOR APPROVAL

Image 1.4.5.1
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1.4.6. App Parameters Changed History

When the parameter application supports uploading local changed parameters, there will be a new tab

“App Parameter Change History” in “Terminal Details” -> “Push Task”, beside the “Operation History”, it will

collect parameter changed records from two distinct sources: (Imagel.4.6.1).

® Local: The locally changed parameters uploaded by parameter application from the terminal side.

® Platform: It records parameter templates pushed every time by the platform. And the platform merges

all the parameters in the push templates into a single parameter list to display.

At the same time, users can select any two records to compare whether the parameter values are different.

< Terminal Details

Type

Basic Information  Push Task  Setting  Parameter Variables

PushApp  PushFirmware  PushRKI

CLOUD VISION- CVISIONCLOUD VISION- CVISIONC (4.11.0) Penc

Operation History

App Parameter Change History

=+ PUSH RKI

| App List Y Q
B! Terminal Management # App Souce Updated Time Action

O Local 2024-09-23 14:41

O Platform 2024-0920 10:58 ©
O Platform 20240529 09:53 (o)
O Local 2022:081711:21 (o)
O Local 2021-09-1409:46 103
S/page v 2221 Records 1 2 n 4

Steps are as follows:

Image 1.4.6.1

Stepl: Users can view the changed parameters list by clicking the "View" button in "App Parameters Changed

Log" for any record. (Imagel.4.6.
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< Terminal Details

PushApp  Push Firmware

Tye: I

Basic Information  Push Task

Parameter Variables

+ PUSHRKI

CLOUD VISION- CVISIONCLOUD VISION- CVISIONC (4.11.0) ending

Operation History ~ App Parameter Change History

| App List

B Terminal Management #

OoOOooD
ONONONONORE

5/page 2221 Records

Souce Updated Time Action

Local 2024-09-23 14:41
Platform 20240920 10:58 (o]
Platform 20240529 09:53
Local 2022:081711:21 (o]
Local 20210914 09:46 L0]

Image 1.4.6.2

Changed Parameters

| Parameter List

# Parameter 1D
1 XHXKAX
2 OO0
3 XHXKAX

5/page w 2221 Records

Parameter Name Parameter Value
JOHOHK JOXXXK
000K OO
XHXXKX XXOXXKX

CLOSE
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Image 14.6.3




Step 2: Users can select any parameters that need to be compared, click the "COMPARE" button in the upper
right corner, and check the comparison results in the pop-up box "Comparison results", and the inconsistent

values will be marked in red. (Imagel.4.6.4 and 1.4.6.5).

< Terminal Details ]

Basic Information  Push Task ~ Setting  Parameter Variables

PushApp  PushFirmware  PushRKI + PUSHRKI

CLOUD VISION- CVISIONCLOUD VISION- CVISIONC (4.11.0) Pending
Type:

Push Time -

Type: -

Push Time -

Operation History ~ App Parameter Change History

Bl Terminal Management # App Souce Updated Time Action
PAX (7.3.5-page-refactor) Local 20240923 1441 (0]
PAX (7.35pa Platform 2024-09-20 10:58 (o}
Vcheckup (1.00.02.2020) Platform 20240529 09:53 (o]
PAX (7.3.5-pagerefactor) Local 20220817 11:21 o
PAX (7.3.5-page-refactor) Local 2021-09-14 09:46 (o]
S/page ~ 2221 Records 12 n 4|5

Image 1.4.6.4
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Comparison Results

| Item List

PAXSTORE SDK Demo V1.0.0 PAXSTORE SDK Demo V1.0.0
Souce:Platform / Updated Time: 2024-09-20 10:58 Souce:Local / Updated Time: 2022-08-17 11:21

Parameter ID Parameter Name Parameter Value Parameter ID Parameter Name Parameter Value

Parameter01

Parameterd2

Parameter03

Parameter04

Parameterds

20/page ~ 2221 Records

Tips: The comparison only shows the differs

Image 14.6.5
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1.4.7. Overwrite the Local Changes

When the parameter application supports uploading local changed parameters, there will also be a new

SW

itch “Inherit Local Parameter Changes” in App Approval -> App Detail -> Setting -> Basic Setting, the switch

is off by default. (Imagel.4.7.1).

When the switch is turned on: when the latest parameter modification originates from a local edit, the

most recent parameter push will automatically incorporate these local changes.

When the switch is turned off: it indicates that there is no need to synchronize the local parameter

change values. The values in the template are only based on those pushed by the platform.

< App Detail

PAXSTORE SDK Demo  Actve a

Developer Type APP Price Package
PAX Parameter App Free

14

App Auto Update Golnsight Service CloudMessage Email Downloads

Disabled Supported Enabled

=E App Approval

App Detail  App Distribution ~ Setting  Operation Control

| Basic Setting

App Auto Update y

Installed App will be upgraded auto

Inherit Local Parameter Changes 7 )
Whent p modification originates fr cal edit, the mos meter | m y |

| Download Authentication Settings

Download Authentication Settings

Choose the way to authenticate when the merchant download the App from store client

Image 1.4.7.1

1.4.8. AirLauncher New Features

1. New Features 1.47
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Auto-Start App B Previously, only one application could be configured for automatic startup. Now, up to
5 applications can be configured for automatic startup. B Upon device boots, the system sequentially
verifies each application in the predefined application list. If the first application is unavailable, it
proceeds to check the next one in the sequence. Once detected, it will be launched as the startup app,
and subsequent checks will stop.(Image 1.4.8.1).

Upon device boots, the system sequentially verifies each application in the predefined application list. If
the first application is unavailable, it proceeds to check the next one in the sequence. Once detected, it
will be launched as the startup app, and subsequent checks will stop.(Imagel.4.8.1)




< LauncherTemplate aENEEFT ®

| Launcher Detail

Al
Walipaper Boot Animation Deskrop Screen Saver Lock Screen System lcon Navigation Bar I Settings Quick Settings Kiosk Modq
)

3 Oashbourd =
App Permission Netification Language Rar

A Nert

Q Termiral Geo-Location

By setting the application or service to launcher as soon as the terminal boots

Enable Auto-Start Config »

R Subscription List
Ao St Agp 10VS)

8 App Approval
- - - + +

&3 Dewvloper Approval
B Push Task Approval

My Actanty

Ao St Service (O1)
Termunal Managoment
Group Management
o
Image 1.1
Image 1.4.8.1

1.4.9. Auto-Start Service

e Under the Auto-Start type configurations, in addition to the existing Auto-Start Application option, a
new Auto-Start Service has been added. (Image 1.4.9.1) The number of auto-start services that can be
configured is limited to maximum of 3.

e Upon device boots, the system will check whether background services on the device match those
configured for auto-start. When the configured services are detected, the system will immediately
launch them.
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{ LauncherTemplate

Dashboard
Aot

Termanal Geo-Locabon

Subscripton List
App Approval

Developer Approvel

' Push Task Apgroval
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My Acuvity

Terminal Managerment

Group Management

Q

amwmeEFr™e

Ao-Rart App (WV3)

Auno-Saaet Service [077)

HRIge Wene

Users can now copy existing templates by selecting one and clicking the Copy Template button, creating
a duplicate that can be refined with minor adjustments instead of configuring entirely from scratch,
significantly saving time and effort. (Image 1.3).

Users can now rename templates by clicking the Rename button located below the Copy Template
button, enabling direct modification of the currently selected template's name. (Image 2.1)

Icons have been added to each setting item within Quick Settings, enhancing visual appeal and enabling
more intuitive navigation. (Image 2.2).

Q

Image 1.4.9.1
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2. Functionality Optimization

2.1. Out of Geo-Fence Alert (For Resellers and Developers)
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Terminal Geo-Location

Subserption List

App Approwal

Durveloper Approvad

Puuth Task Apgroval

My Activity

Terminal Management

Group Management

Added new columns "Reseller", "Merchant" and "Status" in the alert list of "Out of Geo-Fence" in order
to better identify the ownership of the terminal and its locked status. (Image 2.1.1).

Optimized the search function on the right side of the Alert List, supporting multiple SN, TID, and Name

AirLauncher

("N~ AWLAUNCHER TEMPLATE

10/ Page ~

B3 Copy Template

#  Rishisire

S EEEETEE

| LauncherTermnplate

searches to facilitate users' selection of terminals. (Image 2.1.1).

Seqtings Quick Setlings Kiodk Mode Language Bar

Wi

Etharmel

Bluetoath

Flashlight

Hatifszation




Alert  Goinsight

| Alert List

Out of Geo-Fence

| Alert List
o tan
160169792
= . 1640162224
3 20225088
4 2820048134
u] s 3080000170
P 190000363
7 1240232254
: W 8 3190000457
) rsiseTng
10 ” 1760006682
10/Page ~
& selected

™

eHoR B

PAX65005830

s

SAROSSE

zaz85P8

PesoscsL

BIS3A%ON

PAX3088340465985

TwunRI

HZWBRW

mm

Launchep Test

At auncher

Atauncher

Launcherp Teat

Aurtauncher

Atauncher

2025060132451

20250609 199150

20280626 21:40:44

2025051309410

0250428 161708

20280434 174738

20250441 165710

20250409 101670

20250508 101084

20250402 145019

®

(Aol

oMl ol <}

9

® e

© 0000060060 0 5§

Image 2.1.1

® Added multiple columns "Longitude", "Latitude", "Lock Status", "Lock Time", "Operator", "Last Access

Time" in the exported report of Out of Geo-Fence for better analysis. (Image2.1.2).
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4 E F G H ! J K L M N (0] P Q
4 Export Out Of Geo-Fence Terminals
——
bl Model Reseller Merchant Longitude Latitude Lock Status Lock Time Operator Location Remark Status Last Access Time
3 | PAX | LT — 702900 L T | | Active | 2025-06-10 1324551 | =2028-08=T0TT-87T2 |
4| IM30 | PAX | LeuncherUpTest |  114.111695 [ 22 702906 | Unlocked | | | | Actve | 2025-06-0919.01:50 | 2025-06-10 14:0354 |
5 ASORTX PAX | Arlauncher | 114111688 | 22702698 | Uniocked | | " [ [hcivo | 2050526214044 | 20250527 144132 |
6 |A930RTX  PAX r 111111 r 114.111324 T 22702912 Unlocked Active 2025-05-13 09:41:50 2025-05-21 17:4452 |
7 IM25 PAX LauncherUp Test | 114.111475 I 22703022 Locked 2024-08-02 16:04.57 Active 2025-04-28 16:17:09 2025-06-06 15:01:49 |
8| AF6 | PAX | Arlauncher | 113.94421826718983 | 2255341615124753 | Unlocked | | | | Actve | 2025-04-1417:47.38 | 2025-04-17 204853 |
9| A0 | PAX |  Arlauncher | 113944267 [ 22 553403 | Uniocked | | | | Active | 2025-04-1116:37:10 | 2025-04-11 16:3713 |
10| AF6 | PAX | LauncherUpTest | 113.94424990132373 | 2255339545092343 | Unlocked Active | 2025-04-091016:20 | 2025-04-09 10.37:36 |
11 |A%20Pro|  PAX AirLauncher | 113044205 | 22553460 Unlocked Active | 2025-04-08 10:10:54 2025-04-0810.11:02 |
12| AT | PAX |  Airlauncher | 113.94424106160427 | 22553400592124714 | Unlocked | | | [Active | 2025-04-021450:19 | 2025-04-02 145052 |
13| IM30 | PAX |  Arlauncher | 113.94415144440332 | 225534165851725 | Uniocked | | | | Active | 2025-04-01 141047 | 2005-04-01141048 |
14 | A920Pro PAX LauncherUp Test 7 113.94418961980067 | 22 55336590405789 Unlocked Active 2025-03-31 18:43:14 2025-04-15 10:03:18
15 | IM30 PAX AirLauncher | 113.94411923673688 | 22 55329952157226 Locked 2025-03-11 13:59:34 Active 2025-03-31 15:14:59 2025-03-31 18:04:24
16| AS0 | PAX |  Ailauncher | 113944162 T 22553443 | Unlocked | | | [Actve | 2025-03-31 10.38:55 | 2025-04-10 11-1454
17| ABS00 | PAX |  Airlauncher | 113944193 | 22553416 | Unlocked | | | | Actve | 2025-03-28 144305 | 2025-03-28 15:02.58
18| AB630 | PAX | Arlauncher | 11394153 | 22553454 | Unlocked | [ g [ [Actve | 20250327 173853 | 2025.03-31 185043
18 A920Pro.  PAX AirLauncher | 113.944165 fF 2255347 Unlocked Active 2025-03-26 17:17:16 2025-04-18 15:42:08
20| SK700 | PAX | LauncherUp Test | 11394308611920671 | 22553242241616356 | Unlocked | [ Active | 20250325 150003 | 2025-04-03 09:3134
21 A3700 | PAX |  Arlauncher | 11394 7 | 2255316 | Unlocked | | | | Actve | 2025-03-241510.09 | 2025-04-18 16:17.08
22 | A920Pro| PAX | Arlauncher | 113.944221 [ 22553401 | Unlocked | | | | Actve | 2025-03-24 1346:34 | 2025-03-25 17:52:17
23| IM25 PAX Airtauncher | 113.944217 I 22553427 Unlocked Active 2025-03-24 10:21:30 2025-06-06 10:50:21
24 AQIORTX|_PAX AirLeuncher | 113044222 | 22553421 Unlocked Active | 2025-03-22 22:00:11 2025-03-24 11:44:41
25| AB630 | PAX |  Arleuncher | 113.0441244487656 | 22553295476643747 | Unlocked | | | [Active | 2025-03-211757:18 | 2025-04-03 19.20.14
26 AT7 | PAX | Arlauncher | 113944221 [ 22553404 | Unlocked | | | | Actve | 2025-03-2117:50.18 | 2025-03-21 17:51:17
27| A910 PAX AirLauncher | 113.944268 r 22 553427 Unlocked Active 2025-03-21 17:07:30 2025-03-21 18:06:57
28 A920MAX  PAX AirLauncher | 113.944256 I 22553349 Unlocked Active 2025-03-21 16:59:26 2025-03-21 18:50:38
29| A910S | PAX |  Arlauncher | 113.944271 [ 22553421 | Unlocked | | | | Actve | 2025-03-2110.2651 | 2025-03-26 15:50.02
30| A9%0 | PAX | Arlauncher | 113944216 [ 22553398 | Unlocked | | | | Actve | 2025-03-2110.10.58 | 2025-03-22 04:39:19
31 AB900 | PAX | ArLauncher [ nsouaar [ 2255329 | Unlocked | | | | Active | 2025-03-2020:14557 | 2025-03-24 10:36:52
Image 2.1.2

Added batch locking terminals feature in the "Alert List" of Out of Geo-Fence alert. (Image2.1.3).
Previously, when terminals were out of geo-fence, for security reasons, administrators needed to lock
each terminal one by one, which was time-consuming. Now, administrators can select terminals and lock

in batches directly, which is convenient and fast, and improves efficiency.

The steps are as follows:

B Step 1: The administrator selects the terminals with "Status = Unlocked" in the "Alert List" of Out
of Geo-Fence. (Image2.1.3).

B Step 2: After selecting the terminal, click the "LOCK" button at the bottom. (Image2.1.3).

B Step 3: Click "OK" in the pop-up box of "Lock Terminal" to complete the locking operation.
(Image2.1.4).

Note: After administrators lock the terminals, they will be automatically unlocked when they return to

the geo-fence. (Except for terminals that are manually locked on the terminal detail page.)




Lock Terminal

Cor als

Note: After you lock the terminals, they will be automatically unlocked when they retum to the geo-fence.

ares

CANCEL

Image 2.1.4

Alert  Golnsight

| Alert List

Out of GeoFence

10/ Page ~

am i)
&9 50 2 3
Out of Geo-Fence
| Alert List V SN~ Q
Y ¢ Teveinew © Peseler Merchant st Action
1 il X Launchertip Test 20250704 105737 2 e
2 PAX LauncherUp Test 20250703 10:4631 @ o
3 PAX Launchertp Test 202507.021937:22 2 o
4 PAX LauncheeUp Test 20250702 153313 2 o
ols PaxX Launchertp Test 20250702 153219 @ o
ol X Launchertp Test 20250702 153208 2 o
ol | | PAX mm 20250702 054646 @ o
(=} K} Pax AsLauncher 20250701 155043 @ o
(=} K] Pax Launchertip Test 20250701 151225 = (O]
[=} RU X Launchertp Test 202506:30 18:31:45 2 e

Doﬁ

Image 2.1.3

B Meanwhile, it also supported batch unlocking of terminals in the alarm list. (Image2.1.5).
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Alert  Golnsight s EERnEE = | ]

| Alert List s
Out of Geo-Fence :
R épp‘ Signature Fa{il{e? ‘
e | Alert List Q
Out of Geo-Fence
Srane Typs: Ol 4 Terminal Name SN TiD Reseller  Meschant Alert Time Status Action
1 = PAX 0000— 2025061013245 Locked I (o)
2 PAX LanchetpTest  2025060910.01:50  C Locking @ o
3 PAX AlrLauncher 2025052624048 C tocking ® o
g 4 PAX mm 20250513 09:41:50 @ o
I 5 ™1 PAX LauncherpTest 20250428 16:17.09 @ e
E .
6 PAX AirLauncher 2025041417:47:38 @ o
7 PAX AitLaunches 20250411 163710 @ o
| 8 W ex LauncherpTest 20250409 10:16:20 @ o
9 PAX AirLauncher 20250408 10:10:54 @ o
10 Pax AlrLauncher 20250402 14:50:19 @ o
10/Page v 39 Record: 3 4 >
2 Selected

Image 2.1.5
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Terminal Management Q ¥V + Reseller Detail BB m
|
Al gy = VSN~ [SQ -+ TERMINAL
- T
Mass Operations
O TerminaiName SN fme < Status & Action
= l o F Import Terminal 4 Export Terminal 11639 -]
= (m] O Move Terminal (3 Disable Terminal 1602 Unknown
- =] Delete Terminal @ Activate Terminal 11602 Unknown ©
o = T Import Variable 4 Export Variable = !
L (m] 1613 Unknown
m] 20250606 17:25 iine @
(m] 20250605 10:38 Unknown
= 20250604 1550 Unknown
|
o 202506031026
a 202505231655 Unknown Q)
(i 202505211723 Unknown ©
|
m] 20250519 1042 @
O 2025051417:18 a

Image 2.2.1

2.2. Terminal Management (For Resellers and Developers)
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Added a new mass operation "Activate Terminal" for administrator to batch activate the terminals that

are in the disabled or inactive status. (Image 2.2.1).

Added a new setting "Store Client Notification Sound" in "Store Client Configuration" module of "Profile",
the administrators can now batch turn off/on the notification sounds of the store client on the terminal.
(Image 2.2.2).

Terminal Management QN+ Reseller Detail - = -
Terminal Datly Reboot »
B My Activity O ¢ MINAL SYSTEM CONS N
| Store Client Configuration -
B =]
m
|
|
m o
Store Client Notification Sound
! o DA oo )
| Golnsight Configuration v

Image 2.2.2




® Supported users reset the group push task at the terminal level. (Image 2.2.3).

< Push Task Configuration |

Register 7 ) Submit for Approval £ 7
)
App Detail
1 Package Narn
Online com.iconnectpos
Version v (%)
2324, —
523247 L Your push task is failed
Android
Your p
101 M8 Standard App
pdted Tim
9
202505161014
Register —
[ REGISTER l' o 1850001419
PUSH TASK

Image 2.2.3
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2.3. Group Management (For Resellers and MP)

® Enhanced the gradual rollout feature. Added a new setting "Terminal Selection" in "Partial Push" mode
for users to choose the randomized terminals or targeted terminals in task pushing. (Image 2.3.1).
B Randomized: Same as previous logic, supports users entering the number of terminals to be pushed.
(Image 2.3.1).
B Targeted: Supports users inputting the targeted terminal SNs need to be pushed. (The maximum

guantity of terminal is 100, and separate by a comma",".) (Image 2.3.2).

Additionally, the "Timed Push Strategy" is now supported for "Partial Push," just as it is for "Recurring

Push."

Gradual Rollout

Gradual Rollout

| Terminal Selection

Set the Quantity

I Timed Push Strategy

Image 2.3.1
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Gradual Rollout
Gradual Rollout

Terminal Selection

Terminal SN+

Timed Push Strategy
push ta s perts

Image 2.3.2

® Added "Sort" function in the "Group List" to facilitate users' search for groups. Users can sort the groups

pg. 39

by created name or group name. (Image 2.3.3).

Group List &

General Group  Dynamic Grou

= Q n ¥ Group Detail

Created Time J,
Group Name

AS0 group

ol Number: PAX. AS

Terminal List  Push Task

App  Firmware  RKI

’ Operation History

Group Detail  Parameter Variables

PUK  Message Uninstall App Launcher

No data found

Image 2.3.3




® Supported for creating firmware push task, resource package push task, and modem package push task

simultaneously within the same group/terminal. (Image 2.3.4).

Group List = Q 8 ¥ + Group Detail i} HE

General Group  Dynamic Group
AS50 group

Terminal L ask  Group Detail Parameter Variables

. App  Fitmware  RKI PUK  Mossage Uninstall App  Launcher @ industry Solution + FIRMWARE  ~
+ Firmware
| AS0_PayDroid_8.1.0_Sagittarius_modem_V14.2.02 M AS0_PayDroid_8.1.0_Sagittarkus_customer_res_cybersoft V1.02.20
5 L Time 20250811 1542 ¥4 Push Time: 20250611 1542 + Resource Package
[} il Hodet:AS0 4 ASD, 4+ Modem Package
' e AT e A
- PayDroid_8.1.0_Sagitarius.V11.1.40.20221012 &
Sru 2025-06-11 1542
3 B Modet ASD
] Operation History Q v
@ Group Management .
N

Image 2.3.4
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2.4. Report Center (For Resellers and Developers)

® Added a new "Terminal In-Out Geo-Fence Report" in the "Report Center", users can use this report to
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view information about terminals in and out of geo-fence records. (Image 2.4.1 - 2.4.4).

Report Center
All Terminal  System

! In-Out Geo-Fence Report
AP E——

Terminal Accessory Report

5| Reseller & Merchant Profile Report

= RKI Statistics Report
Bl for staten 2t priss Fecon
; Terminal Variable Report
Ul:J PUK Distribution Report

App Instaliation Report
App Parameter Report

Terminal Replacement Report

& Report Center

£=  Terminal Info Report
@ o geners atoreat

Terminal In-Out Geo-Fence Report  active

Created Time &

1 Terminal In-0ut GeoFence Report 2025061174715 202506111747

20/Page ~ 1%

Image 2.4.1

< Terminal In-Out Geo-Fence Report

| Condition

[ Schedule Export

ouc

Image 2.4.2




4 A l B c 4 D \ E 1 F \ [ J H
1 Terminal In-Out Geo-Fence Report
2
3 Report Generated D¢
4 Marketplace Name: F
2l
6
7 In Geofence 120.776937 31.308168 2025-06-10 16:55:23
8 PAX 0000— IM30 Out of Geofence |114.111678 22.702865 2025-05-28 10:42:38
9 | PAX Sylar A920Pro In Geofence 120.776861 31.308116 2025-05-28 12:29:44
10|
11
A
13
14
Image 2.4.3

® Added the organizational structures in the "Reseller" column in the exported excel of "RKI Statistics

Report". (Image 2.4.4).

Report Generated Date: 2025-06-11 17:45:20
Marketplace Name: PAX

PAX // R0Ohao» II'hao
|[PAX // ROOhaoxy22 // hao;
ROOhaoxy22 // hao;
/ ROOhaoxy22 // hao)
ROOhaoxy22 // hao)
ROOhaoxy22 // hao)
Neal

ROOhaoxy22 // hao)
ROOhaoxy22 // hao)
ROOhaoxy22 // hao)
/| ROOhao /I hao
/ ROOhaoxy22 // hao)
ROOhaoxy22 // hao)
ROOhaoxy22 // hao)
00 // ssy
00 // ssy
00 // ssy
00 // ssy
00 // ssy
1/00 I/ ssy
00 // ssy’
00 // ssy
00 // ssy
00 // ssy
00 // ssy
00 // ssy’
1100 / ssy1

1 Ajing
Aling
Ajing

Ajing

39 (1700672792 =
RKI Statistics Report

2025/5/20 1:11 AM|Admin
2025/5/20 1:11 AM|Admin
2025/5/20 1:11 AM|Admin
2025/5/20 1:11 AM|Admin
2025/5/20 1:11 AM|Admin
2025/5/20 1:11 AM|Admin
2025/5/23 8:07 PM|wl
2025/5/30 9:36 AM|Admin
2025/5/30 2:06 PM|wi
2025/5/30 2:06 PM|wl
2025/5/30 2:06 PM|wl
2025/5/30 2:06 PM|wi
2025/5/30 2:06 PM|wi
2025/5/30 2:06 PM|wi

2025/6/7 4:14 PM|ss|

2025/6/7 4:14 PM|ss)

2025/6/7 4:15 PM|ss,

2025/6/7 4:16 PM|ss)

2025/6/7 4:16 PM|ss!

2025/6/7 4:17 PM|ss|

2025/6/7 4:17 PM |ss}

2025/6/7 4:17 PM|ss;

2025/6/7 4:21 PM|ss!

2025/6/7 4:22 PM|ss|

2025/6/7 4:22 PM|ss|

2025/6/7 4:23 PM|ssy’

2025/6/7 4:23 PM|ssy11
2025/6/9 4:21 PM | lij
2025/6/9 4:25 PM liji
2025/6/9 4:27 PM liji
2025/6/9 4:27 PM liji
2025/6/9 4:36 PMliji
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Image 2.4.4




Operation Log ~ Login Log

2025 2024 2023 2022 2021 2020 2019 Earlier

Add 10 Group Terminal
Name §ing I

) o Growp Termina

4041 Group Terminal
*] M i
Add 10 Group Terminal
Q P P ;
Add to Group Terminal
g N :
Add to Group Terminal
B e ;
Add 10 Group Terminal
B e P72

Add 10 Group Terminal
Add 10 Group Terminal
[ AdttoGowp Temina

20/ Page ~

FILTER 3

o
Coste | Upgste | Delete
Actiate  Disadle | Impart
Move  Remoteint | Remote Replace
Uninstal  Terminal Operaton

Accessory Operation

GeoLocatin operaton || Acs 10 Groug,

by SN/T

202505111630 (]

Success  Falure

Image 2.5.2

2.5. Audit Log (Marketplace Owners Only)

® Added the merchant’s name in the audit log for disabled merchant failed. (Image 2.5.1).

View Detail

PAX

20250611 163004

Disable

Merchant

v

merchantid = 1012012197

chiM

Image 2.5.1

® Added 2 new actions "Add to Group" and "Remove from Group" to terminal type audit log. (Image 2.5.2).

B Whenever a terminal is added to or removed from a group, logs will be recorded. Meanwhile, this

information will also be recorded in the "Operation Log" of "Terminal Details". (Image 2.5.3).
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< Terminal Details

Push Task  Setting F

| Terminal Details

sl Debug Mode
& ran @ cpu
52.67% 1.00% 1700672792 e
' -
¥ Battery B storage
ASO-1AW-RDE-1TEA

92% 0.8%ce/39368

Payment Device - Smart POS

VIEW DETAN

Operation Log =

2025 2024 2023 2022 2021 2020 2019  Earlier

o Remove from Group Terminal

[ AddtoGow Termina

g o Terminal 5/06/09 1619

er Name. 1oy 1721831171 / Resource SOmIETINGE mEnagEMEnt NSt/ D3

Image 2.5.3

® Optimized the performance of Audit Log.
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TERMINAL RKI APLmd

Delete terminal rki

tor(s) description

e Type Nullable Description

long false the id of the rki push task

result(JSON formatted)

Successful sample result(JSON formatted)

Image 2.6.2

2.6. Open API (Marketplace Owners Only)

® Delete terminal APK/RKI/firmware task API: Added a series of APIs for the third-party system to
delete the terminal level inactive APK/RKI/firmware push tasks. (Image 2.6.1 - 2.6.3).

B public Result<String> delete TerminalApk3(Long terminalApkid)
B public Result<String> delete TerminalRki(Long terminalRkild)
B public Result<String> delete TerminalFirmware(Long terminalFirmwareld)
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TERMINAL FIRMWARE_APLmd

Preview  Code

Delete terminal firmware
EMM_DEVICE_APLmd This api allows the third party system delete terminal frimware push tas

EMM_DEVICE DETAIL APLmd APY
EMM_POUCY_APLmd

ENTITY_ATTRIBUTE APLmd public Result<String> deleteTerminalfirmore(Long terminalfirmmereld)
FACTORY_MODEL APLmd

SRR Input parametar(s) description

MERCHANT_APLmd Paramatar Name Type  Nullable Daescription

SESCEANE CTORY - Lancl terminalfirmwareld  Long  false the id of the firmware push t

MERCHANT_VARIABLE_APLmd

PUSH_HISTORY_APLmd Sample codes

RESELLER APLmd

s TerninalFirmaceapi terminafirmwareApt = new Terminalf irmeareAp ps:// mariet-api”, “RCATMOHEYHIHS:
TERMINAL APLmd ResultcStrings result - terminaFirmearedol.deleteTerninalFirmare(17430);
TERMINAL APK_APLmd . ————
TERMINAL APK PARAMETER A. Client side validation failed sample result(JSON formatted)
TERMINAL ESTATE APLmd

TERMINAL FIRMWARE_APLG

TERMINAL_GEOFENCE_ WHITELL minal

Firmeare Id cannot be null and canno
TERMINAL_GROUP_APLmd

TERMINAL GROUP_APK APLmd

TERMINAL GROUP. RKI_APLmd

TERMINAL_RKI_APLmA

ode”: 8101,

TERMINAL VARIABLE_APLM
“Terminal firmuare has not been found™

gitignore
Successful sample result(JSON formatted)

o

Image 2.6.3
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Image 2.6.4

® Added a new property "validateUndefinedParameter" in the following APIs for users to set whether to

validate undefined parameters.

For example, if a parameter template defines only two parameters, PID1 and PID2, and a user creates
a parameter push task via a third-party API containing three parameters (including the defined
PID1/PID2 plus an undefined PID3 [in the template]), if "validateUndefinedParameter" = true,

there will trigger an error and abort the task creation.

B Terminal Push APK API: (Image 2.6.4).
public Result<TerminalApkDTO> create TerminalApk(Create TerminalApkRequest create TerminalApkRequest)

m  Terminal Create APK Parameter API: (Image 2.6.5).
public Result<String> createApkParameter(CreateApkParameterRequest createApkParameterRequest)

m  Update Terminal APK Parameter API: (Image 2.6.6).

public Result<String> updateApkParameter(Long apkParameterld, UpdateApkParameterRequest
updateApkParameterRequest)

B Create and Active Group APK API: (Image 2.6.7).

public Result<Simple TerminalGroupApkDTO> createAndActive GroupApk(Create Terminal GroupApkRequest
createRequest)
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= docs
APPENDDCmd
APP_APLMd
CHANGELOG.md
DOCUMENTS_OLD.md
EMM_APP_APLMd
EMM_DEVICE_APLmd
EMM_DEVICE_DETAIL_APLmd

EMM_POUICY_APLmd

GOINSIGHT_APLIA
MERCHANT_APLmd
MERCHANT_CATEGORY_APLmd
MERCHANT VARIABLE_ APLmd
PUSH_HISTORY_APLmd
RESELLER APLmd
TERMINAL_APLmd
TERMINAL APK_APLmd
TERMINAL APK PARAMETER A.
TERMINAL_ESTATE_APLmA
TERMINAL_FIRMWARE_APLmA
TERMINAL_ GEOFENCE_ WHITELL
TERMINAL GROUP_APLmd
TERMINAL GROUP_APK APLmd
TERMINAL GROUP_RKI_APLId

TERMINAL_RK_APLmA

APPENDICmA
PP APLmA
CHANGELOGmA
CUMENTS OLDmd
EMM_APP_APLInG

EMM_DEVICE_APLmd
EMM_DEVICE_DETAR_APLmd
EMM_POUCY_APLmd
ENTITY_ATTRIBUTE APLma
FACTORY_N

GHT_APLmd

ATEGORY_APLmd
MERCHANT_VARWBLE_APLmG
PUSH_HISTORY_APL
RESELLER_APLm:

TERMINAL APLm

TERMINAL APK_APLma

TERMENAL APK_PARAMETER A

TERMINAL

TERMINAL

TERMINAL GEOFENCE WHITEL

TERMINAL GROUP. APLmd

TERMINAL GROUP_APK APLId

TERMINAL GROUP_RK) APLmnd

TERMINAL RII_APLIG

TERMINAL VARIABLE APLmd
- s

ignore

UCENSE
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Update terminal apk parameter by id

Update terminal apk parameter by id.

APl

public ResulteStrings updateApkParameter(Long apkParameterld,UpdateApkParsmeterRequ

Input parameter(s) description

Parameter Name Type
apkParameterid Long

updateApkParameterRequest  UpdateApkParameterRequest

Structure of class UpdateApkParameterRequest

Nullable  Description
false the id of ap!

false The update

Property Name Type Nullable ~ Description

paramTemplateName String true

parameters Map<String. String>  true

meter: FileParameter>  true

edParameter true

ApkParameter empty or paramTer

Sample codes
TerminalagkParamcterApi terminalApkParamcterApi = new Termi
Long apkParameterTd = 11491 ;
ameterfiequest updateApkParameterRea
updateAkParameterRequest . setParanTenplate

Mopestring, String
porameters.put ("

Image 2.6.6

TERMINAL APK PARAM

Create a Apk Parameter

APt

updateApkPar ameterRequest)

K paramete

request object. The structure shows below.

The name of param template

The parameter key an
The parameter of fi

Whether to validate us

mplateName and parameter

nalackParameterapi(https

atespkParameterfieque

HashmapcString, String>();

d value. the key the PID in temy
type

ndefined parameters

nnot be empty

/api .whatspos .com/p-market -api®, *RCASMOM

PUblic ResultcString> createApkParameter(CreateApiParametertequest createApkParaseterfequ

Input parameter(s) description

Parameter Name

CreateApkParameterReques

reateApkParams

Property Name

packageName

name

paramTemplat

parame

base6aFdeParameters List<

vaidateUndefinedParametes  Bool

Structure of dass FileParameter

Nullable  Description

ApkParameterReque:

Request

Nullable

fal:

String>

FéeParameter

Property Name  Type  Nullable Description

pid Sting  true
fdeNam Sting  true

jeData Sting  true

Sample codes

TerminalapkFaraneterapt terminalip

The PID in template

The parameter of file typ

the crea object, the structure like below

Description

The package name which indicate the apphcation you wan

erminal
The version name of application which you want o pus
The template name

The tempiate file na paramter application

The parameter key and value, the key the PID in template

The parameter of file type

ther 10 validate undefined paramet

The parameter of file type, file

kParameterapt

Image 2.6.5

new Terminslagkearameterapl (“ttp:

“RCASOW




Muabe T

e m

Image 2.6.7

® Get Terminal APl / Get Terminal by SN API: Added a new parameter query "includelnstalledFirmware"
to return the firmware name. (Image 2.6.8 - 2.6.9).

B public Result<TerminalDTO> getTerminal(Long terminalld, boolean includeDetaillnfoList, boolean
includelnstalledApks, boolean includelnstalledFirmware);

B public Result<TerminalDTO> getTerminalBySn(String serialNo, boolean includeDetaillnfoList, boolean
includelnstalledApks, boolean includelnstalledFirmware)

TERMINAL APLmd

Get a terminal

minal by terminal id. If the termiani

ame | Type Nullable Description

long | false T

Client side validation failed sample resultJSON formatted)

)

Server side validation failed sample resultSON formatted)
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™ docs
APPENDDCTA
APP_APLId
CHANGELOGmd
DOCUMENTS_OLD.md
EMM_APP_ AL
EMM_DEVICE_APLmd
EMM_DEVICE_DETASL APLmd

HUICY_APLIG

ATTRIBUTE AP
FACTORY. M APLmd
GOINSIGHT_APLmd
MERCHANT APLmd
MERCHANT_CATEGORY_APLmd
MERCHANT_VARIABLE_APLmd
PUSH HISTORY_APLmd
RESELLER APLmd
TERMINAL APLmd
TERMINAL APK_APLmd
TERMINAL APK PARAMETER APLmd
TERMINAL ESTATE APLmd
TERMINAL FIRMWARE_APLmd
TERMINAL_ GEOFENCE WHITELIST APLmd
TERMINAL_GROUP APLmd
TERMINAL GROUP_APK_APLd
TERMINAL GROUP_RX)_APLmd

TERMINAL_RIKI_APLmd

TERMINAL APLmd

Get a terminal by serial no

The get terminal AP ai the thirdparty system get a terminal by terminal serial no. If the term: not exist the data field in result is

winalBySn(string serialio)
etTerminal8ySn(String serialio, boolean includeDetailinfolist)
eetTerninalysn(Strine seciali. boolean Ancludedetailinfoldst. hoalean AnchudelnstalledAoks)
getTerminalBysa(string serialMo, boolean includeDetaillnfolist, boolean includeInstalledApks, boolean includeInstalledFirmeare)
. e ————————
Input paramater(s) description

Parameter Name Type  Nullable Description

serialNo Sting | false The terminal serial no.
Sample codes

Terminaltol terminalapi = new Terminalapi(-https://api.whatspe /p-market-api®, "RCASHOMEYNIWSSGPWETI", “TUMLDZV

Fesult = terminalioi.getTerminalfySn(~SH61
ncludeDetaillnfolist, whether to return Detail Info and Ac
81070> result = terminalAoi.getTerminalBySn("Sn6i

Fesult = terminalApd.getTerinalBysn(~SNe:

1/3ncludeTnstalledF irmmare
Result<TerninalDT0> result = terminalaoi.getTerminal8ySn(*TESTCLIENT™, false

Server side validation failed sample resultJSON formatted)

Image 2.6.9

® Added "Time Zone" parameter values to the Open APl document. (Image 2.6.10).
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APEDOLmd

AP ARG

EMM_APP_APLmG
EMM_DEVICE APLmd
EMM_DEVICE_DETAIL APLmd
EMM_POUCY_APLmd
ENTITY_ATTRIBUTE APLmd
FACTORY_MODEL APLma
ONSIGHT_APLnd
MERCHANT APLmd
MERCHANT CATEGORY APLmd
MERCHANT. VARIABI
PUSH MISTORY_APLand
RESELLER_ AP
TERMINAL APLG
RMINAL APK APLIG
TERMINAL APK_PARAMETER_APLG
TERMINAL ESTATE APLImd
TERMINAL FIRMWARE APLmd
TERMENAL GEOFENCE_WHITEUST_APLmG
TERMINAL GROUP. APLmd
TERMNAL GROUP. APK APLnd
TERMINAL G
TERMINAL

TERMINAL VARIABLE APLmd

Time Zone

T-11:00) Nive Time
11:00) Samoa Standard Time
k dand
GMT-10:00) Hawail-Aleutian Standard Time
(GMT-1000) Tahiti Time
(GMT-09:30) Marquesas Time
09:00) Gambier Time
i-Aleutian Time (Adak) America/adak
08:00) Alaska Time - Anchorage America/Anchorage
08:00) Alaska Time - Juneau America/iunesu
(GMT-0200) Alaska Time - Metlakatia America/Metiakatia
08:00) Alaska Time - Nome America/Nome
(GMT-0800) Alaska Time - Sitka America/sitka
08:00) Alaska Time - Yaktat America/Yakutat
pitcaim Time
07:00) Mexican Pacific Standard T Americath
07:00) Mountain Standard Time - Creston America/Creston
07:00) Mountain Standard Time - Dawson Creek America/Dawson Creek
07:00) Mountain Standard Time - Fort Nekson AmericaFort_Nelson
07:00) Mountain Standard Time - Phoenix Amenca/Phoerix

07:00) Pacific Time - Dawson America/Dawson

07:00) Pacific Time - Los Angel America/Los Angeles

Tijuana America/Tijuana
(GMT-07:00) Pacific Tie - Vancouver AmenicafVancouves

(@M Time - Whitehorse




2.7. Optimized the Manufacturer Selection (For Resellers and
Marketplace Owners)
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® Optimized the manufacturer selection logic. When users perform operations like creating terminals or

groups, if a manufacturer has no supported terminal models added yet, it will not appear in the
manufacturer options. (Image 2.8.3).

Create Terminal

Image 2.8.3
Set the Minimum Battery Level (For Marketplace Owners)
® Added a new setting "Set the Minimum Battery Level for Firmware Update (%)" in Marketplace List ->
Permissions -> Advanced Setting -> Advanced Setting -> Advanced Setting. Supported the Global

Administrator setting the minimum battery level required for firmware update based on marketplace
level. (Image2.8.7). (Marketplace Owners)
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B Only terminals with a battery level 2 the set value will perform the firmware update task
(Marketplace Owners).

%¢ cLosaL Marketplace List -
m & ORI AN + MARKETPLACE Smart Assistant
Whetner o allow users in this marketpiace o access the Smart Assistant »
B Force Terminal Certificate Authentication
File Virus Scan
B f onabled, when users pioad fs on ot - »
Geolocation Calibration
Ametne o show th martoice 0 use pscocaton casbrston festrs »
N J
the set vaiu ™ the i "
|
Terminal Whitelist
O
Local Parameter Upload
VAmetner 1 sl he parameter SpPICAIONS n s MaKEIpiace o Upioad ocal canged parameters »
| VAS Setting
Plattorm |
industry Solution ‘®
> i Whetnec o alow the marketpiace 1o use Indusby Soiution
|
AirViewer Unattended Configuration for All Model
B Global Configuration Vinetner to aliow 1o customize il mode! 10 be unatiended
& Data Migration

Image 2.8.7
® Supported file virus scanning when uploading the attachment in "App Edit". When developers upload an
attachment, a virus scan of the attachment will be automatically executed, and only attachments that pass

the scan can be uploaded successfully. (Image2.8.8). (will confirm (SF)

B 2 e @

| AppList / App Detail / App Edit

G>

Push Message

Tag Setting

Sandvex Test

RACK

Image 2.8.8

® Optimized user password reset notification. (Marketplace Owners)

® Support’s "Two Factor Authentication" for SSO users. (Marketplace Owners).

PAXSTORE 9.8 RELEASE NOTES
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