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Preface
Copyright © 2021 PAX Technology, Inc. All rights reserved.

The Programs (which include both the software and documentation) contain proprietary information;
they are provided under a license agreement containing restrictions on use and disclosure and are also
protected by copyright, patent, and other intellectual and industrial property laws. Reverse engineering,
disassembly, or decompile of the Programs, except to the extent required to obtain interoperability with
other independently created software or as specified by law, is prohibited.

This document is provided for informational purposes only. All features and specifications are subject to
change without notice. If there are any problems in the documentation, please report them to PAX in
writing. This document is not warranted to be error-free. Except as may be expressly permitted in the
license agreement for these Programs, no part of these Programs may be reproduced or transmitted in
any form or by any means, electronic or mechanical, for any purpose.

Security Notice: No part of this publication may be copied, distributed, stored in a retrieval system,
translated into any human or computer language, transmitted, in any form or by any means, without the
prior written consent of PAX Technology, Inc.

PAX is a registered trademark of PAX Technology Limited in China and/or other countries. All other
trademarks or brand names are the properties of their respective holders. PAX, PAXSTORE, POSDK, The
PAX Portfolio Manager and/or other PAX products referenced herein are either trademarks or registered
trademarks of PAX Technology, Inc. or its Affiliates. Other product and company names mentioned herein
may be trademarks of their respective owners.

The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc., and any use
of such marks by PAX Technology, Inc. is under license. Other trademarks and trade names are those of
their respective owners.

EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere.
The EMV trademark is owned by EMVCo, LLC.

Android is a trademark of Google LLC.

TECHNICAL SUPPORT

If there is a problem while installing, registering, or operating this product, please make sure to review
the documentation. If unable to resolve the issue, please contact PAX. The level of access to this Service is
by the support plan arrangements made between PAX and the Organization. Please consult this support
plan for further information about entitlements, including the hours when telephone support is available.

Monday-Friday 9:00 AM to 1:00 AM EDT
Saturday 9:00 AM to 5:00 PM EDT
Sunday Closed

Hours Subject to Change

TECHNICAL SUPPORT CONTACT INFORMATION

Phone: (877) 859-0099
Email: support@pax.us
URL: www.pax.us
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PAXSTORE N.A. Reseller User Guideer Guide \~ PAXSTORE

1. Introduction

1.1 Purpose

Advanced Device Management
Ultra modern terminal management system

Industry-leading device management features designed to manage, control, and monitor all types of
Android and Linux devices more efficiently.

e Automatic terminal deployment and software loading

e Real-time application push and parameter management
e Remote terminal control, help-desk, and messaging

¢ Real time status of terminal hardware and applications
¢ Live Geo-location of each Android payment device

This document provides the PAXSTORE North American Group release version 8.4 information.

1.2 Document Conventions

Acronym Definition

PAXSTORE North PAXSTORE is an innovative platform that provides modern administrative
American Group functionalities, real-time data, statistical reporting and hundreds of value-
added applications, to help unlock the full potential of Android Smart
terminals, and turn these into a powerful business tool to boost in-store sales,
improve shopping experience and increase customer loyalty.

Within this document, will be referred to as PAXSTORE.

Application Market The PAXSTORE marketplace where applications are located and available for

Place download. Note: The PAX Technology® payment applications are not directly
visible in the Application Marketplace or from the terminal PAXSTORE client
application.

Reseller The reseller level supports a company that resells credit card terminals and
peripherals and offers credit card processing services with sub-resellers and
merchants.

Reseller This is a User-level within the PAXSTORE that manages the leading reseller and

Administrator sub-resellers. Includes editing the main reseller account, adding, editing, and

deleting sub-reseller accounts. The reseller admin also manages developers,
applications, Users and User permissions, store layout, reports, terminals, and
merchants.
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Acronym Definition

Developer A developer or team of developers that create applications supporting PAX
terminals and devices used on the PAXSTORE. The Developer registers to
obtain login privilege as a Developer. The Developer, when ready, will submit
their applications for signing. Once signed, the application can be added to
their Reseller store.

1.3 Intended Audience and Reading Suggestions

This PAXSTORE document is intended to provide User instructions and store descriptive information.
There are various levels of Users and features available within the store. Each User level includes User
instructions and feature information. The following should read this document:

e Resellers
e  PAXSTORE Support
e PAX Support
2. Overall Description

2.1 Product Perspective

The PAXSTORE is an online marketplace for terminal applications and provides terminal management
solutions. The PAXSTORE connects merchants and their PAX terminals with the opportunity to purchase
and download applications. It also provides application developers a way to upload applications to be
available online.

2.2 Communication Method

The terminals will communicate with the PAXSTORE through the Internet.

2.3 Product Features

The PAXSTORE supports an online marketplace for terminal applications, terminal, reseller, sub-reseller,
merchant, application development, dashboard, application-level parameter, and download
management.

3. The PAXSTORE Overview

The PAXSTORE is an online marketplace for PAX terminal applications and provides terminal management
solutions. The PAXSTORE connects resellers, merchants, and their PAX terminals to have applications
available online. It also allows resellers to manage sub-resellers, merchants, terminals, terminal
applications, terminal parameters, and downloads. It also includes the ability for Applications to be
purchased and downloaded. It also allows application developers to upload applications in the PAXSTORE
exclusively for their store or available to everyone.

4. Logging Into the PAXSTORE

This section covers the PAXSTORE login, including security processes implemented.
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4.1 Login Fields and Security

4.1.1 LOGIN EMAIL ADDRESS

A valid email address is required to set up an account. The email address is used to send emails for
resetting the password.

4.1.2 LOGIN USERNAME

A Username is required to set up the User account. When prompted, enter a Username.

4.1.3 LOGIN USER GENERATED PASSWORD

An email will be sent to the email address entered in the User setup with a link to enter a new password
or reset a password. When prompted, enter a password. The password length must be at least eight or
more alphanumeric characters and must contain at least one uppercase character and at least one symbol
(~1@#S%"&*()-_+={}[1|V/:;"'<>,.?). The new password should not be the same as the previous four
passwords.

Change Password

Update your login password

Old password

MNew password

Confirm new password

s Password minimum length is &
# Password must contain at least one uppercase character

#  Password must contain at least one number
=

# Password must contain at least 1 symbol [~

CANCEL
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4.1.4 LOGIN USER GENERATED PASSWORD EXPIRATION

It forces Users to periodically reset their passwords. This adds extra security by minimizing the impact of
shared or compromised passwords. The password is set to expire in 30 days. The actual expiration date is
unique for each user relative to the last date they reset their password.

4.1.5 RE-ACTIVATED USER

e User Management function. Reactivated Users will not be suspended again
within 48 hours.

e Session timeout is set to 30 minutes for improved security.
4.1.6 TWO-FACTOR AUTHENTICATION

The login process includes an optional two-factor authentication login for additional security. First
entering a User password and secondly the optional Google Authenticator password code.

Google verification uses their Google Authenticator cell phone application to display the authenticator
code. Using your cell phone provides an additional layer of security since the person attempting
unauthorized access would not have your phone. Codes are uniquely crafted for your account when you
need them. If you choose to use verification codes, they will be sent to your phone via Google mobile app.
Each code can only be used once.

4.1.7 CAPTCHA

An additional security step involves entering a separate unique CAPTCHA verification code.

This form of CAPTCHA requires that the User type the characters of a distorted image, sometimes with an
obscured sequence of letters or digits that appears on the screen.

Using CAPTCHA makes it difficult for a bot to reset a User's password and gain access to your system. A
CAPTCHA is a scrambled image that a human can read but a bot cannot. The User must enter the
characters shown on the screen to verify that they are human.

4.1.8 IDLE TIMEOUT PERIOD

When a User does not perform any actions for a certain period, the User is automatically logged out of the
system and forced to log back in. For example, suppose the User is accessing the PAXSTORE from a
computer and fails to log out, in that case, this will help ensure that the User's account gets logged out,
eventually preventing any unauthorized access to the system. By default, Users are logged out after 30
minutes of inactivity.

4.1.9 INVALID LOGIN CREDENTIAL

If the login password fails, a message will be displayed “Invalid login credential, your account will be
locked after five attempts.” If the password attempts exceed the displayed value the User will be locked
out with the following message “User account is locked, please try again after 30 minutes”. After 30
minutes, the User can retry logging in.
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4.2 How to Log In

This section will cover the log-in process. It will not include User setup.

Includes the following:

Successful login
Successful login with two-factor authentication
Forgot password

Maximum login attempts

4.2.1 LOGIN WITH OPTIONAL TWO-FACTOR AUTHENTICATION DISABLED

4.2.1.1 Step 1. Home Page Login

PAXSTORE

From the PAXSTORE home page, select the [LOGIN] icon on the upper right-hand corner of the page.

MW Global

AppTypev  BusinessCategoryv  Charge Typev: Ranking ) Q

o= SwipeSimple ARIES8 PRO

- N -/
More than just ol
a terminal. -

| Hot View Al

weNn | @
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4 .2.1.2 Step 2. Enter Login Email Address and Password
Enter the [User email address] > [password] > [LOGIN].

Note: User email accepts alpha, numeric and special characters.

Welcome to Account Center
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4 .2.1.3 Step 3. Successful Login—User E-mail Displayed

Upon successful login, the User’s email address will be displayed in the upper right-hand corner of the

page.

o= SwipeSimple

Sleek. Modern.
Profitable.

Developer Center Administrator Center

| Featured

NOT INJECT

NOT INJECT

DECLINE(29)  APPROVE

| Hot

A E 2

L, Eperencethe 20
g} mim

ALLIONE UNATIENDE

POVER UP WITH THE A
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4.2.2 LOGIN WITH OPTIONAL TWO-FACTOR AUTHENTICATION ENABLED

4 .2.2.1 Step 1 Home Page Login

From the PAXSTORE home page, select the [LOGIN] icon on the upper right-hand corner of the page.

MW Global ( e ) en | @

AppTypev  BusinessCategoryv  Charge Typev: Ranking ) Q

o= SwipeSimple ARIES8 PRO

More than just
a terminal.

| Hot View Al
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4.2.3 STEP 2. ENTER LOGIN EMAIL ADDRESS AND PASSWORD

Enter the User email address and password and then select [LOGIN].

Welcome to Account Center
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4 .2.3.1 Step 3. Google Authenticator Code

If the optional two-factor authentication is enabled, the Google Authenticator code will be required to log
in. Refer to the Google Authenticator application on your phone for the authenticator code.

Cell Phone Google Authenticator Code

=004 E 13 PM

Google Authenticator

371279

PAXSTORE_paxus | @pax.us [
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Then, enter the 6-digit Google Authenticator code and select [OK].

Two-factor authentication

Keep your account extra secure with a second authentication factor

1. Download and install the free Google Authenticator app in your personal cell phone, click here to leamn
more about Google Authenticator

2. Open up Google Authenticator app, dlick add and then scan this barcode to set up your account

3. Enter your 6-digit verification code from the Google Authenticator app

6-digit verification code

4 .2.3.2 Step 4. Successful Login—User E-mail Displayed

Upon successful login, the User’s email address will display in the upper right-hand corner of the page.

Welcome B & i ;_®

[=] pashboard

# o Hello username@email.com

9 Teminal Geoocation Welcome to Marketplace Name

& Subscription List

App Approval

A= Developer Approval

My Activity :

Terminal Management

T Group Management

Templates

Store Client
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4.2.4 LOGIN WITH OPTIONAL TWO-FACTOR AUTHENTICATION AND CAPTCHA

4.2.4.1 Step 1. Home Page Login

From the PAXSTORE home page, select the [LOGIN] icon on the upper right-hand corner of the page.

MW Global ( e ) en | @

AppTypev  BusinessCategoryv  Charge Typev: Ranking ) Q

o= SwipeSimple ARIES8 PRO
. ST

More than just e .

a terminal. —

Watch A920 Demo }

| Hot View Al
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4 .2.4.2 Step 2. Enter Login Email Address and Password

Enter the User email address and password and then select [LOGIN].

Welcome to Account Center
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4 .2.4.3 Step 3. Re-Enter Login with Verification Code

If the email address or the password was not correct a new login screen appears with the message
“Invalid login credential”, then enter [email address] > [password] > [verification code] > [LOGIN].

W GLosaL

Welcome to Application Market

@ Verification Code
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4 .2.4.4 Step 4. Google Authenticator Code

If the optional two-factor authentication is enabled, the Google Authenticator code will be required to log
in. Refer to the Google Authenticator application on your phone for the authenticator code.

Cell Phone Google Authenticator Code

=004 E 13 PM

Google Authenticator

371279

PAXSTORE_paxus | @pax.us [
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Then, enter the 6-digit Google Authenticator code and select [OK].

Two-factor authentication

Keep your account extra secure with a second authentication factor

1. Download and install the free Google Authenticator app in your personal cell phone, dlick here to leam
more about Google Authenticator

2. Open up Google Authenticator app, click add and then scan this barcode to set up your account

3. Enter your 6-digit verification code from the Google Authenticator app

6-digit verification code

4 .2.4.5 Step 5. Successful Login—User E-mail Address Displayed

Upon successful login, the User email address will display in the page’s upper right-hand corner and the
User will land on the Application Marketplace page.

AppTypev  BusinessCategoryv  Charge Typev

king ) Q
; o= SwipeSimple “ Eerenc te 20
)| o Sleek. Modern. bidoulics
° Profitable.
— :
| Featured
TMK
NOT INJECT
TAK
NOT INJECT

| Hot
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4.2.5 FORGOT PASSWORD AND RESETTING PASSWORD

This section covers resetting the password.
4.2.5.1 Step 1. Home Page Login

From the PAXSTORE home page, select the [LOGIN] icon on the upper right-hand corner of the page.

MW Global ( e ) en | @

AppTypev  BusinessCategoryv  Charge Typev: Ranking ) Q

o= SwipeSimple ARIES8 PRO

More than just
a terminal.

| Hot View Al
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4 .2.5.2 Step 2. Enter Login Email Address and Password

Enter the User email address and password and then select [LOGIN].

Welcome to Account Center
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4 .2.5.3 Step 3. Request New Password

If the email address or the password was not correct, a new login screen appears with “Invalid login
credential.” To reset the password, select the [Forgot your password] option.

~\ GLOBAL

Welcome to Application Market

@ Verification Code

Invalid login credential

LOGIN

I Forgot your password? I
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4 .2.5.4 Step 4. Reset Password

To reset the password, enter the [login email address] > [verification code]. To send the password reset
email, select [SEND RESET PASSWORD E-MAIL]. To bypass the reset email and to re-enter the login
information, select the “Login” option.

Reset Password
SEND RESET PASSWORD E-MAIL

Already have an account? Login

4 .2.5.5 Step 5. Verify Reset Password E-mail Request

An email will be sent to the email address provided on the reset password screen.

VN

Rezet password email has been sent to _

please follow the instructions in email to complete.

f you don't receive a notification email you can do the following:
Check your spam folder

Try another email account
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4 .2.5.6 Step 6. Reset Password E-mail

Check your email for the Reset Your Password email message. Select the [RESET PASSWORD] option in
the email message. The link will expire in 48 hours. The link will take you to the password reset page.

PAXSTORE Support <noreply@paxstore.us> < I

Motification for reset password

TeamViewer

Reset Your Password

Please click the link below to reset your password, the link expires in 48 hours, please

do it ASAP.
RESET PASSWORD
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4 .2.5.7 Step 7. Reset Password—Disable Two-Factor Authentication

When prompted, enter a new password. The password length must be at least eight or more
alphanumeric characters and must contain at least one uppercase character and at least one symbol

(~1@#5%"&*()-_+={}[1|\/:;”'<>,.?). The new password should not be the same as the previous four
passwords.

To disable two-factor authentication, select the box next to the Disable two-factor authentication.

To confirm and reset, select [OK].

Change Password

Update your login password

Old password

MNew password

Confirm new password

s Password minimum length is &
# Password must contain at least one uppercase character

#  Password must contain at least one number
=

# Password must contain at least 1 symbol [~ 1@#5%850-_+=00N5""<> .7

)

CANCEL
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4 .2.5.8 Step 8. Password Reset Successfully

The password has been successfully reset. To log in, select [LOGIN TO MY ACCOUNT].

>

Lo

Your a-:c-:hurt_haz. finished the password reset

LOGIN TO MY ACCOUNT
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4 .2.5.9 Step 9. Enter Login Email Address and Password

Enter the User [email address] and [password] and then select [LOGIN].

Welcome to Account Center
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4 .2,5.10 Step 10. Google Authenticator Code

If the optional two-factor authentication is enabled, the Google Authenticator code will be required to log
in. Refer to the Google Authenticator application on your phone for the authenticator code.

Cell Phone Google Authenticator Code

B0 04 MG PM

Google Authenticator

371279

PAXSTORE_paxus { @pax.us: [
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Then, enter the 6-digit Google Authenticator code and select [Submit].

Two-factor authentication

Keep your account extra secure with a second authentication factor

1. Download and install the free Google Authenticator app in your personal cell phone, click here to leam
more about Google Authenticator

2. Open up Google Authenticator app, dlick add and then scan this barcode to set up your account

3. Enter your 6-digit verification code from the Google Authenticator app

6-digit verificafion code
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4 .2.5.11 Step 11. Successful Login—User E-mail Address Displayed

Upon successful login, the User E-mail Address will display in the upper right-hand corner of the page.

Welcome Q B @ 2 @

Hello user.name@email.com

Welcome to MP Name

. U
Ogeﬁ
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4.2.6 MaXximum LOGIN ATTEMPTS WITH TIME OUT

If the login password fails, a message will be displayed “Invalid login credential, your account will be
locked after five attempts.” If the password attempts exceed the displayed value, the User will be locked
out with the following message “User account is locked, please try again after 30 minutes”. After 30
minutes, the User can retry logging in.

4 .2.6.1 Step 1. Home Page Login

From the PAXSTORE home page, select the [LOGIN] icon on the upper right-hand corner of the page.

(“appstore ) Developer Center

o= SwipeSimple

Packed with useful
features.

SwipeSimple Terminal

| Featured

wr e B

1
@e a
E
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4 .2.6.2 Step 2. Enter Login Email Address and Password

Enter the User email address and password and then select [LOGIN].

v4.0 | 29



PAXSTORE N.A. Reseller User Guideer Guide \. PAXSTORE

4 .2.6.3 Step 3. Re-Enter Login with Verification Code

If the email address or the password was not correct, a new login screen appears with the message
“Invalid login credential,” and the CAPTCHA verification code entry is required. Follow prompts and enter
the [email address] > [password] > [verification code] > [LOGIN].

W cLosaL

Welcome to Application Market

~ I

B froveree

E’) Verification Code

Invalid login credentia
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4 .2.6.4 Step 4. Re-Enter Login with Verification Code—2nd Attempt

If the email address, the password. or the CAPTCHA codes were not correct, a new login screen appears
with the message “Invalid login credential,” and the CAPTCHA verification code entry is required. Follow
prompts and enter the [email address] > [password] > [verification code] > [LOGIN].

W cLosaL

Welcome to Application Market

@ Verification Code

v4.0 | 31



PAXSTORE N.A. Reseller User Guideer Guide \~ PAXSTORE

4 .2.6.5 Step 5. Re-Enter Login with Verification Code—3+ Attempt

If the email address, the password, or the CAPTCHA codes were not correct, a new login screen appears
with the message “Invalid login credential, your account will be locked after 3 attempt(s)”. The CAPTCHA
verification code entry is required. This message mentions there are only three more failed password
attempts before a lockout occurs. Follow prompts and enter the [email address] > [password] >
[verification code] > [LOGIN].

\\ GLOBAL

Welcome to Application Market

@ Verification Code “

Invalid login credential, your account will be locked after
3 attempt{s)

LOGIN

Forgot your password?
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4 .2.6.6 Step 6. Account Lock Out

If the password was incorrect, a new login screen might appear with the message “User account is locked,
please try again after 30 minutes”. After 30 minutes, the User can retry logging in.

Lngin . Account Center

|E| Password

=) wverification Uode “

User account is locked, please tny again efter 30

mirutes
Fomot your password? Ligmtip
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The App Store is where applications are located and available for purchase and download. Some examples
might be ID verification, time and attendance, or a POS application. The home page also features a

marketing space with various size banners.

% Global

o= SwipeSimple

More than just
a terminal.

| Featured

wr e B

060

(“Appstore ) Developer Center

ARIES8 PRO
3 ¢

EROR "Bl
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Some applications that are not directly visible in the Application Marketplace. Some examples might
include a payment application, firmware update, or other applications that the reseller may have
configured to be pushed out to selected terminals.

The Marketplace also includes various reports and displays Featured and Hot application sections, which
can be sorted by downloads and order by date filters. Other sorting options include; display applications
by categories such as retail, restaurant, logistics, and chain stores.

PAXSTORE Application Global Marketplace Home Page

% Global (Cappstore ) Developer Center

o= SwipeSimple

More than just
a terminal.

SwipeSimple Terminal

| Hot

> o M o

There are navigation links on the Market Place home page, various application search options and listings
of applications. Below describes the Application Market Place home page.

5.1 Reseller Market Place Home Page Details

App Store: There is an APP Store button at the top right-hand center area of the page. Selecting this link
takes the User to the GLOBAL APPLICATION MARKETPLACE.

APP Store

Developer Center: At the top right-hand area. there is a Developer Center link. Selecting this link takes the
User to the App Distribution and Promotion home page.

Dévelﬂp-er Center
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Multi-Links: The Multi-Link box my be displayed depending on whether the user is logged in or not and
access privileges. When selected, opens a pop-up window that displays links to various pages.

Multi-Link Popup Window: When the Multi-Link icon is selected, the following pop-up window will
appear. Various links can be displayed depending upon the User’s access privileges. In this example, within
the Global Marketplace is the APP Store, Developer Center, and the Administrator Center, and within the
Resellers Marketplace, the APP Store and the Administrator Center. Selecting an icon will take the User to
the described home page supported by the login privileges.

Marketplace List Q

"I .
Sy RN o
""h_ ] EE
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Language Section: At the top right-hand corner area, a feature that supports the option to select
supported languages. Selecting the icon displays a list of supported languages. Selecting a language
changes the site to display text in the supported language as English and Chinese.

Login: At the top right-hand corner area is the login icon. Selecting this icon takes the User to the
Application Market login/sign up home page.

Log In ID: If the User is logged into the website, the User’s ID will display in the upper right-hand corner of
the page in place of the Sign In icon.

-4 @pax.us

Search Feature: Near the top center of the page is a search feature that supports search by application
name or keyword.
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Top Banner: Two locations on the Marketplace home page can display advertising or informational
banners. Both banners are configured only within the Administrator Center Global Dashboard section of
the site. These are not accessible to the reseller level administrator.

MULTIPLE PLATFORM SUPPORT

Featured: The Featured section displays featured applications that the Reseller Administrator configures.
The Reseller Administrator can add or remove applications to be featured within the Dashboard section.
This section also includes a drop-down sort option by selecting the View All icon to display featured
applications and then select the FILTER to sort by All, Free, and Charged downloads. Another sort option
is available by selecting SORT, then Sort by Downloads, or Sort by Updated Time.

The applications display as thumbnails, and when the thumbnail is clicked, an additional application
detailed page is opened. When the thumbnails are hovered over, the application price and the number of
downloads are displayed.

| Featured
TMK
NOT INJECT
Admin !equestlng 16 ramote contrel Parameter Detall (201611101200.xml) TAK
your terminal. AcqlinsCode: NOT INJECT

MerchantCode: [ ]
DECLINE(29) APPROVE

MerchantName:

— AirViewer
)

5.2 Application Detail Page

Breadcrumb: The top of the page features a breadcrumb for easy navigation. Select any one of the
breadcrumbs for a shortcut to the selected page.

Search Icon: A search icon supports a search by application name or keyword located in the top mid-right

side.
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5.2.1 MAIN SECTION OF THE APPLICATION DETAIL PAGE.

The main section of the application detailed page includes the following headers:

e Application Icon

¢ Application Name
e \Version List and Count
e Brief Description
e Scan Result

e Category

e Model

e Supported OS

e Downloads

e Screen Shots

e Description

¢ Release Notes

Application Detail Home Screen

BroadPOS Manager | ACTVE A B @ 3312064
N ¥ B Downloads (0

& PAX Technology, Inc. = appr cus [3 com.paxu o Standard App @ Free () App Auto Update Disabled

App Detail  App Distribution  Setting

| Version List (6)

Online Version Distribution Scan Result

@ V1.01.24E 20210701 Oniine

BroadPOS Manager Scart Result .
Low-Risk
.. V101.23E_20210525 Oniine @ ger =
= (95) Pax
AR BroadPOS
o ildei lanager
com.pax.us.pay.manager VIEW DETAIL v
.. V1.01.22E 20210514s Online
= (91)
Screenshots

2021-05-17 07:41:34

%.. V10121E 20210415 Online
i (82)

1-04-16 06:27:30 ® it
.. V1.01.20E 20210408 Online © s
e (80) ® —

08 06:33:22 @ v
@ rovserm E 3 i ) %
@... V1.01.19E 20210322« Online ® el Ll roatery - e [—
= Pe—
B roum — 5 3 @ @ (7]
® - .
-
(-

5.2.2 MAIN SECTION DEFINITIONS

e Application Icon: Displays the application icon and pulls the icon file directly
from the application file. Supports. PNG, JPG, and JPEG. The size is fixed when
loaded on the web page, and the image size is changed to support the image
requirements.

e Application Name: Displays the name of the application name.
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Brief Description: A very brief description of the application.

Version List and Version Count: Displays a list of previous versions and a total
count of versions.

Category: Application category type such as retail, restaurant, petroleum,
attendance, and reports. Model: The compatible terminal name.

Supported OS: Supported operating system.
Developer: Name of the developer for the application.
Screenshots: Screenshot images of the application.
Description: Detailed description of the application.

Release Notes: Release date and a summary of the release notes.

A subsection of the application detail page supports the ability to push and purchase the application. This
section includes the following headers:

Application Icon
Application Name
Number of downloads
Price

Size

Version

Package Name

OS Authorization
Update Date

Push Button

5.2.3 SUBSECTION DEFINITIONS

Purchase: Clicking on the Push button takes the User to another page to begin
the purchasing process.

Application Icon: Displays the application icon and pulls the icon image file
directly from the application file. This feature supports PNG, JPG, and JPEG file
types. When loaded on the web page, the image file size is changed to keep the
image requirements for the page.

Application Name: Displays the name of the application name.
Number of Downloads: Displays the number of successful downloads.
Price: Displays the price for the application

Size: Displays the application file size.

Version: Displays the application version information.

Package Name: Displays the application file name.
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e OS Authorization: Displays the operating system authorization such as the
permissions WRITE_EXTERNAL STORAGE and the READ_EXTERNAL_STORAGE.

¢ Update Date: Displays the application build date.
e Push Date: Displays the application push date.

6. Developer
For developer-level information, please refer to the PAXSTORE Developer Guide.
6.1 CloudMessenger

A Marketplace Admin feature. When the value-added service “CloudMessage” is enabled in the
marketplace, developers can use the service directly in the Developer Center.

Mars_Test » Developer Center

.msmsnnn: AppList | CloudMessage
o (Z) CloudMessage i ]
- =loi= | e
)
(7] -~ I F S
Coutessage

Sanoon Test

200102420 002430 MedaMess  WER un @
53 w3

(] 2102420 0202030 MeduMess  WEB EVE @
%38 938 -

0710020 242030 MadaMess  WER un ®
38 38 ot
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7. Role Management

The Role Management feature supports access control for Users: no access, read-only access and full
privileges for each option.

Role Management  Operation Control B 2 a _ @
| Role List 2 ROLE USERS
Administrator Operator Viewer
User List ~ Role Detail User List Role Detail User List  Role Detail
| |
[ | No data found
- | |
. — | —
. ]
- I |
| | |
- I |
] I
- I |
1] a
2 +8 w8
User Administrator Q System Operator USBO Operator
User List  Role Detail UserList Role Detail User List  Role Detail
No data found No data found
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7.1 Role Management Options

Below are role management examples with options supported for an Administrator and Operator. It is

possible to add a User to the User List and Create a NEW ROLL.

Administrator

User List

Operator

User List

Read Only
X Full

Read Only
X Full

Read Only
X Full

Read Only
X Full

Read Only
X Full

Read Only
X Full

Read Only
X Full

Roger Decoaster

Monitoring

Dashboard

Terminal Geolocation

Task
Application List

Management

Terminal Management

Group Management

Parameter Templates

Role Management

Laura Hanna

X Read Only
Full

X Read Only
Full

X Read Only
Full

Read Only
X Full

Read Only
X Full

Read Only
X Full

X Read Only
Full

Monitor

Dashboard

Terminal Geolocation

Task
Application List

Management

Terminal Management

Group Management

Parameter Templates

Role Management

7.1.1 STeEp 1. ADD A NEW USER

The following instructions will help guide you through adding a new User and assigning roles to the new

User.

v4.0 | 43



PAXSTORE N.A. Reseller User Guideer Guide \. PAXSTORE

7.1.2 STEP 2. LOGIN

From the PAXSTORE home page, select the [LOGIN] icon in the upper right-hand corner of the page and
log in. If the login is successful, the GLOBAL MARKETPLACE page will open.
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7.1.3 STEP 3. MULTI-LINK

From the GLOBAL MARKETPLACE page, select the Multi-Link icon and then select the Reseller
Administrator icon.

Marketplace List Q

v4.0 | 45



PAXSTORE N.A. Reseller User Guideer Guide

7.1.4 STEP 4. SELECT ROLE MANAGEMENT

Select from the category section [Role Management] > [Role Management].

N, PAXSTORE

— Administrator Operator Q || Viewer

. User List  Role Detail UserList Role Detail User List  Role Detail
Terminal Geolocation

No data found No data found
Please try to refresh later Please try to refrech later
App List
Firmware List
] My Activity
B Terminal Management
7 Group Management
] Push Templates - - 5
User Administrator Help Desk Q
General Setting
UserList  Role Detail
User Management
&y, Raiebapligment No data found No data found

Role Management | Operation Control B & @ 2 ©

| Role List S ROLE USERS + ROLE

7.1.5 STEP 5. ROLE MANAGEMENT PAGE

After selecting the Role Management feature in the category section, the Role Management screen will
display. By default, the various Role Management types will display with the User LIST highlighted, and
any existing Users will display in the corresponding Role Management sections. Please note that a User

cannot edit or delete your profile.

| Role List

— Administrator Operator Q || Viewer

. User List  Role Detail UserList Role Detail User List  Role Detail
Terminal Geolocation

No data found No data found

Please try to refresh later Please try to refresh later

App List
Firmware List

2] My Activity

B Terminal Management

3 Group Management

Help Desk Q

& General Setting

UserList ~ Role Detail

User Management

&, Role Management No data found No data found

Role Management | Operation Control B & @ 2 ©

2 ROLE USERS + ROLE
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7.1.6 STEP 6. ADD USER

It is possible to select the Role Management Administrator or the Operator for the User. For this exercise,

please choose the Operator Role Management option. Select the [+ User] icon at the bottom of the
Operator level section to add a new User.

Role Management | Operation Control B & @ 2 ©

| Role List S ROLE USERS + ROLE

Administrator Operator

Viewer

User List  Role Detail UserList Role Detail User List  Role Detail

No data found No data found

Please try to refresh later Please try to refresh later

User Administrator Help Desk

User List  Role Detail

User List Role Detail

No data found No data found

7.1.7 STEP 7. CREATING THE NEW USER

When the + User icon is selected, the Add User to Role pop-up window will appear. Enter the Users email
and select [OK] to save or CANCEL to exit without saving.

Add User

User Emai

2tenninety@yourbusiness.com
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7.1.8 STEP 8. DELETE A USER

When it is required to delete a User, hover the cursor near the right side of the User name, and a
“Trashcan Icon” will appear. To delete the User, select the [Trash can icon] > [OK] to confirm the delete or
CANCEL to ext without saving.

| Role List 2 ROLE USERS + ROLE

Administrator Operator Viewer

User List  Role Detail User List  Role Detail User List  Role Detail

2tenninety /
‘ 2tenninety@yourbusiness.com No data found

Please try to refresh later

7.1.9 STEP 9. ROLE SETTINGS

When the User is added to the Operator Role, the User automatically is configured to the existing
Operator Level settings. These settings are not adjustable. All Users added to the Operator Role will
assume the Operator Role settings. For Custom Role settings, create a brand-new Role Management
Profile. Each User added to the Custom Role will assume the settings in the Custom Role. To set custom
Role Management settings for a single User, create a custom Role just for the User.

7.1.10 STEP 10. SELECT ROLE DETAIL

To view and edit Role privileges select [Role Management] > [Role Management] > [Role Detail]. The
Operator Level does not allow edit of the privileges and is hard coded.

Role Management Operation Control

Administrator Operator Viewer
User List = Role Detail User List = Role Detail User List | Role Detail
——] I —— C——
privieges 7] & g Privieges ] @ B privileges 4] @ ]
Dashboard Terminal App List Dashboard Terminal Terminal Dashboard Terminal Terminal
Geolocation Geolocation Management Geolocation Management
@ Ful @ Full @ rul 9 Full @ Ful @ Full @ Ful @ Ful @ Readonly
e B nY n ] i E
Firmware List ~ Terminal Group Group Push Group Push
Management ~ Management Management  Templates Management  Templates
° Full ° Full ° Full o Full ° Full e Readonly e Readonly
& & )
Push General Role
Templates Setting Management
Q rul O rul @ rul
R B
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7.1.11 STep 11. ADD A NEW ROLE

To add a new Role, select [Role Management] > [Role Management] > [Role Detail] > [+ ROLE].

Role Management Operation Control

Administrator Operator Viewer
User List = Role User List | Role Deta User List | Role Detail
. C—
Privileges ﬂﬂ @I EE Privileges ﬁﬁ &‘ E Privileges fm' LQJ E‘
Dashboard Terminal App List Dashboard Terminal Terminal Dashboard Terminal Terminal
Geolocation Geolocation Management Geolocation Management
© rull O rul 9 rul 9 rull @ Full 9 rull @ Ful O Ful @ Readonly
oo i H
B8 E u] nl ] cF El
Firmware List ~ Terminal Group Group Push Group Push
Management  Management Management  Templates Management  Templates
@ Full 9 rul 9 rul 9 rul @ Full @ Readonly @ Readonly
E @ A
Push General Role
Templates Setting Management
@ rul @ rul @ rul
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7.1.12 STEP 12. NEW ROLE WiNDOW

When the + ROLE is selected, a Create Role pop-up window will appear. In the Name field, enter a case-
sensitive name for the new Role. Then check the box next to the privilege to be supported by the new
Role when the role is selected and will display extended privileges in the box at the bottom. Use the scroll
tool on the right side to scroll all down to the bottom to display all available roles. The box at the bottom
includes additional privilege settings for the ones enabled on the list above. The privileges and extended
privileges are displayed in the box at the bottom and can be disabled by hovering over the privilege and
selecting the [X]. To save changed, select [OK] to save and exit or select CANCEL to exit without saving.
Some Administration privileges are not available for non-administration Role levels.

The following privileges will be listed:
¢ Monitoring (Dashboard, Terminal Geolocation)
e Task (App List)

¢ Management (Terminal Management, Group Management, Parameter
Templates)

Create Role

Name *

Name is mandatory

Privileges 1=

() Monitoring A
~| D Dashboard

~| D Terminal Geolocation

D Task h

I [1 Management v
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Lower Role Box Privileges

The following privileges and supporting privileges will be displayed within the bottom section if the
privilege is selected above. To disable any privileges in the box, hover the cursor over the desired privilege
to disable and select the [X] next to the description. Once all the privileges have been set up, select [OK]
to save or CANCEL to exit without saving.

e Dashboard

e Terminal Geolocation

e App List

e App List-Read Only Privileges

e Terminal Management

¢ Terminal Management—Read Only Privileges
e Terminal Management—Full Privileges

e Group Management

¢ Group Management—Read Only Privileges
e Group Management—Full Privileges

e Parameter Templates—Read Only Privileges
e Parameter Templates—Full Privileges

Lower Section of the Scrolling Privileges

Create Role

Name

Help Desk Manager

Privileges =

Monitoring —lp-
Dashboard
Terminal Geolocation

Task —
™2 App List —p .
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7.1.13 STEP 13. NEW ROLE DISPLAYED

After the new Role has been created and the [OK] button selected, the new Role will display. Please use
the instructions above to add a new User and configure privileges to the new Role.

Role Management Operation Control La ‘

I ©

User Administrator Help Desk

Help Desk Manager

User List  Role Detail User List  Role Detail User List  Role Detail

No data found No data found No data found

Please try to refresh later Please try to refresh later Please try to refresh later

7.1.14 STEP 14. VIEW ROLE USERS

To view existing Role Users, select the [Role Management] > [Role Management] > [Roll Users]. When
selected, a new pop-up window will appear displaying existing Users. Enter a name on the Search line to
search for users and then select the magnifying glass icon to search. To exit, select CLOSE to exit.

Role Users
Name Email Status User Roles
2tenninety 2tenninety@yourbusiness.com Registered Operator
I I Active Administrator
CLOSE
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Added a new 'Report Center' privilege. Marketplace administrators can now create a separate role for the

'Report Center.'

Create Role

O system

[ General Setting
[ Service Center

[ User Management

[ Report Center

[ Audi Log

,‘ Mars_Test
Task

3 Subscription List
89 App Approval
8= Developer Approval

My Activity

Management

B Terminal Management
@) Group Management
Bl Push Templates

fi}  Firmware Management

System

@ General Setting

Service Center

User Management

Role Management

Report Center

Al Terminal  System Q

BI Firmware Report
D' Store Client Report

@ Login Activity Report

| Terminal Replacement Report
DI App Parameter Report

DI App Installation Report

20/Page + ]

N

Model Report
Gets statistcs for model distribution
1

| Model Report ctve

B Mz 2a @

o v

Mode! Report_Chitest

Model Report 2020121145858

Mode! Report 2020122114639

20/Page ~
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7.2 Operational Control

The enhanced Operational Control User interface makes it clearer and easier to navigate and locate
options.

To access Operational Control select [Role Management] > [Operational Control].

Role Management | Operation Control B @ @ s =
| General Setting PUK Upload
89 App Approval
Az Developer Approval nature], whether allow user to upload PUK The operation is public to all users now
My Activity - Allthe users who have toth ake this operation private to
etting
1, ple: e i eration
<+ OPERATION DISTRIBUTION
| Terminal Configuration
inal Management
/APP Uninstall
S In[Group Management] o temial detal page whetherallow user t uintall ]
app
. Push Templates
Import/Export Terminal
PED Control
& Genenal Setting
8 peversiowisaiopnary G
o =
- ! L J
& Role Management
[@ Report Center RKI Push =
In[Group Managemen] o temial el page,whether ! -
[ Audittog e
= Remote Lock Terminal Q

7.2.1 OPERATION CONTROL FEATURES

To access: Select [Role Management] > [Operation Control] > [enable/disable desired option] >
[+ OPERTATION DISTRIBUTION] > [User Email] > [OK].

The Operation Control supports the following options.
General Setting

¢ PUK Upload - In [General Setting]-[PUK & Signature], whether allow User to
upload PUK.

¢ RKI Setting - In the reseller detail page or general setting page, whether allow a
User to set RKI.

Terminal Configuration

e APP Uninstall - In [Group Management] or terminal detail page, whether allow
User to uninstall app.

¢ Import/Export Terminal - In terminal detail page, whether allow User to change
PED related configuration.

e Push App - In [Group Management] or terminal detail page, whether allow User
to push app.

¢ Push Firmware - In [Group Management] or the terminal detail page, whether to
allow the User to push an application.
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RKI Firmware - In [Group Management] or terminal detail page, whether allow
User to push firmware.

RKI Push - In [Group Management] or terminal detail page, whether allow User
to push RKI tasks.

Remote Lock Terminal - In terminal detail page, whether allow User to lock
terminal remotely.

Restart Terminal - In terminal detail page, whether allow User to restart terminal.

Send Message - In [Group Management] or terminal detail page, whether to
allow the User to send message.

Terminal Logcat - In terminal detail page, whether allow User to download
terminal logcat.

Terminal Control

APN Control - In the profile page, whether allow User to set APN.

CardReader Control - App White list - In the profile page, whether allow User to
set CardReader control - App White list.

Change Terminal Setting Password - In the profile page, whether to allow the
User to change terminal setting password.

Geo-Fence - In the profile or terminal detail page, whether to allow the User to
set the geo-fence.

IP Whitelist - In the profile page, whether allow the terminal to open the IP
whitelist validation.

Profile Setting - In the reseller/merchant detail page, whether allow the User to
configure the profile for the current organization.

Wi-Fi Control - In the profile page, whether to allow the User to set Wi-Fi.

Value-Added Service

AirViewer - In terminal detail page, whether allow the User to use AirViewer.

AirViewer - Unattended Mode - In terminal detail page, whether allow User to
use AirViewer for unattended device (supported models: IM30, SK600, SK800).
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7.2.2 AIRVIEWER PERMISSION

Optimized AirViewer permission control under 'Operation Control.' Users with read-only Terminal
Management privileges can now access AirViewer instead of previously when full privileges were
required.

Role Management | Operation Control

) Airviewer
| Terminal Control
APN Control ®
Inprofile page, whether allow user to set APN . The operation is public to all users now
CardReader Control - App Whitelist 4 . All the users who have the access right to the related menu will be able to use this operation, if you want to make
Inprofile page, whether allow user to set CardReader control - App Whitelist . ﬂ this operation private to some specific user, please add the users here, other users will not be able to use this
operation

cardReader Control - Custom Rules

In profile page, whether allow User to Set CardReader Control Cus@ Rules. < .ﬂ <+ OPERATION DISTRIBUT!

Change Terminal Setting Password
Inprofile page, whether allow user to change terminal setfing password

Geo-Fence ®
Inprofile or terminal detail page, whether allow user to set the geo-fence b

IP Whitelist
Inprofile page, whether allow terminal to open IP whitelist validation 3 ﬂ

Profile Setting
Inreseller/merchant detail page, whether allow user to configure the profile for the current
organization

‘Wi-Fi Control * .
Inprofile page, whether allow user to set Wi-Fi b

Value-Added Service

AirViewer - Unattended Mode ®
Interminal detail page, whether allow user to use AirViewer for unattended device x
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8. September 2018 Update Summary

To continuously improve the functionality of the PAXSTORE, an upgrade occurred on the evening of
September 9th, 2018. We kept intact the database; therefore, your accounts, application settings, and
terminal downloads are still there.

New Changes:

¢ Terminal Management Support for traditional PAX non-Android terminals
¢ PAXSTORE Marketplace has been renamed to the BroadPOS Marketplace
e UAT Marketplace has been renamed to the Test Marketplace

¢ Added Terminal Monitoring Features in the Terminal List and in the Terminal
Detail

e Two Factor Authentication (optional)
e ASingle Email User can be on Multiple Reseller Accounts

e Other minor enhancements/fixes
8.1 Support for Traditional PAX non-Android Terminals

Going forward, terminal management will be supported for selected PAX traditional non-Android
terminals on the PAXSTORE. Please contact your PAX Sales Engineer or paxstore.support@ pax.us for a list
of supported terminals. Eventually, all PAX traditional non-Android terminals will be supported.

8.2 PAXSTORE Marketplace has been renamed the BroadPOS Marketplace

The PAXSTORE Marketplace has been renamed the BroadPOS Marketplace.

8.3 UAT Marketplace has been renamed the Test Marketplace
The UAT Marketplace has been renamed the Test Marketplace.
8.4 New Features within Terminal Monitoring, Terminal List, and in the
Terminal Detail
There are new features and changes in the Terminal List and Terminal Detail sections.
e New Font
e New Icons

e New Search Filter options

e New Check Boxes
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A Terminal Management Category has been implemented to improve the layout of main and sub-main

folders.

To access select [Terminal Management] > [Terminal Management].

Terminal Management Y Reseller Detail

Dashboard

(&) Terminal Geolocation @

F-)

I -
= I
- - B

App List

Firmware List

Jesmial Marageient = I Terminal Statistics 2
: oL —
| Parameter Templates & _ ~ Active b1k ¥ et
Tota)
+ I
& Role Management ”
I
& 2] n ) 2 N 125
Aciive 3 Disabled Oniine offine Uninown
+ I
Copyright © 2018 PAX All Rights Reserved. Privacy Policy Terms & conditions v6.0.2 20180910171102

Terminal List

Organization

VIEW DETAIL v

8.6 New Terminal Management Category Icons

&) Clif Sub Reseller

M Clif Merchant
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9. Dashboard

The Dashboard, accessed from the category tree section, displays various features consisting of hardware
and software status data. The dashboard can be modified using the Edit option. Most of these features
use Widgets to display the information. HowThe Widgets can be added or removed as needed. The layout
can also be changed by selecting from pre-configured arrangements.

To access: [Dashboard] > [Dashboard].

I B 4 @ 2 O
—
. 20
Terminal Map

SOUTH
RCAROUIN 5
L W AUVABAMATTS I Leaflet | Map data © OpenStreetMap contributors

Terminal Digital Card o c

Activated Terminals Out Of Geo-Fence Terminal Offline Time > 15 Days Activated Merchants

9.1 Terminal Digital Card

The Terminal Digital Card feature, when enabled, is displayed in the Dashboard area with displayed
summary information and detailed download reports. The feature is not displayed by default. Add the
option using the + ADD Widget feature.

The following reports are supported:

¢ Activated Terminals - Displays a summary of the number of activated terminals
and an exported detail report of all activated terminals.

e Out of Geo-Fence - Displays a summary of the number of terminals outside the
Geo-Fence and an exported detail report of all terminals outside the Geo-Fence.

¢ Terminal Offline Time > 15 Days - Displays a summary of the number of terminals
offline 15 or more days and an exported detail report of all terminals offline 15 or
more days.

e Activated Merchants - Displays a summary of the number of activated merchants
and an exported detail report of the activated merchants.

¢ Activated Sub-Resellers - Displays a summary of the number of activated sub-
resellers and an exported detail report of all activated sub-resellers.

The report summary values will be displayed in each report sector. Hovering the cursor within the report
sector will display a drop-down arrow. Selecting the drop-down arrow will download the detailed report.
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To configure which reports are displayed, select the settings icon in the upper right-hand corner and
select which reports will be displayed. Within the Settings option, it is possible to set the Terminal Offline
Time to 7, 15, 30, and 90 days.

Dashboard B £ - I
Terminal Map ¢
o -
Portland
c
o
SanFr : g
I olas Vegas
Los Angeles a“”
San Diegg “ Map d: Op
Terminal Digital Card (63
Activated Terminals Out Of Geo-Fence Terminal Offline Time > 15 Days Activated Merchants
Activated Sub-Resellers
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The download reports include all of the terminals or merchants with terminal or merchant details in the
report. Below is a sample of the Export Activated Terminals report.

Export Activated Terminals
Name TID Serial No Manufacturer  Model Reseller Merchant
| DN | S RN PAX [ A
| S| S (mw— cx [ Asw |

Location  Status

Created Time Updated Time Activation Time. Last Access Time
2019-02-25 13:16:51 2019-02:25 13:15:51 2019-02:25 13:15:51 20190912 12:39:20
| Active | 2019-02-251329:01 | 2019-03-0513:56:33 |  2019-03-0513:56:33 |  2019-03-05 11:3216 |

The downloaded report will include an email notification with a link to the report.

Export Activated Terminals(14129) successfully

v €5 Repl % Reply Al = |
@ PAXSTORE Support <notifications@paxstores.com> i ) TPy o
o o I

Fri 2/12/2021 1:51 PM

=+ Gat more add-ins

Export Activated Terminals(14129)

Dear,

Your activity Export Activated Terminals(14129) executed successfully, please click link below to
download the related file.

EXPORT ACTIVATED TERMINALS 20210212165104.XLSX

Test MP marketplace

Thank you!
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A Geolocation mapping format implemented supports terminal location information.

Location
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=] -]
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B
a
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E\. r' i |
2 + |
(=] | |
> 1
: | b
o 2 5 u 't*‘aﬁ.
e %@‘_ Leaflet Map data © OpenStreetMap contributors

The Terminal Geo-Fence feature tracks the terminal location. The feature also can provide location status
reports to show any terminals outside of the designated geo-location zone.

To access the Geo-Fence parameters select [Terminal Management] > [Reseller/Merchant] > [Profile] >

see Terminal Control.

3 Subscription List

App Approval

= Developer Approval

My Activity

Management

Terminal Management

Group Management

Push Templates

Store Client

O  Store Client List

O  Store Client Approval

@ Estate Management

System

& General Setting

Service Center

User Management

Role Management

Reseller Detail  Terminal List | Profile | Organization ~Golnsight
. s O Inherit @ Override
| Reseller Signature
Reseller Signature y
| Terminal Control
Terminal Replacement
»
Allow External App To Get Terminal Information 7
Notification Bar p
Location Data Upload ° @
Geo-Fence p
Auto Set Center Point \)
Geo-Fence Safety Radius(M)
Configure Geo-fence safety radius for nter 2000
SAVE

9.2.2 LOcATION DATA UPLOAD

The Location Data Upload parameter enables or disables the terminal location

report.
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9.2.3 GEO-FENCE

When the Geo-Fence parameter is enabled, the system will alert when the terminal is outside of the geo-
fence. It only works for the terminals which geo-fence is defined.

9.2.4 AuTo-SET CENTER POINT

When the Auto-Set Center Point parameter is enabled, it automatically sets the current terminal position
as the center point of the geo-fence.

9.2.5 GEO-FENCE SAFETY RADIUS

This parameter sets the Geo-Fence radius for the terminals. The center point of the fence should be
defined on the terminal detail page. 2000-9999999 meters.

10. Welcome

A welcome page is displayed after logging in. Shown on the left, is the existing navigation Category Tree
List. A friendly Hello greeting to the user name email and a Welcome to the Marketplace name is
displayed.

¢ Hello username@email.com

¢ Welcome to Marketplace Name

Welcome E & # 2 I

[=] pashboard

H o Hello username@email.com

& TerminalGeo-Location Welcome to Marketplace Name

[+ Ssubscription List
B8 App Approval

A= Developer Approval

My Activity :

El Terminal Management

£P Group Management

E: Templates

@ store client
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11. Marketplace Home Page

That Marketplace Home page displays advertising banners, featured, hottest, and the latest applications.
Search filters are available to search applications by App Type, Business Category, and Charge Type.
Another search field is available to view applications by Ranking as Latest, Download, and Paid.

To Access: Select the [Marketplace Name] or [Logo] in the upper left corner of the page.

( AppStore )  Developer Center Administrator Center

App Typev Business Categoryv Charge Typev ( Ranking \) Q

Experience the [M20

\WEBINAR Juen! £ %Y -

WHY SMART PAYMENT - | 1tz 716
DEVICES? / | 1am-12pm

POWER UP WITH THE A6

| Featured

TMK
NOT INJECT

11.1 Featured Applications

The Marketplace home page has been re-designed, which includes a new section called “Featured.” When
configured can display up to nine featured applications.

(msn) oo s o

AppTypev  Business Categoryv  Charge Typev. ( Ranking ) Q

L Eypeencethe 0
’ ~ 4 Banners
ALL{VONE DNATIENDED SOLUTION .

| WEBIER o une
WHY SMART PAYMENT i —_—
( DEVICES? / L1am2om

| Featured
Featured

NOT INJECT Applications

NOT INJECT
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The feature is configured in [General Settings] > [General Setting] > [Featured section] > [EDIT] > [+
FEATURED APP] > [CLOSE].

| Featured
Featured EDIT
Tips: You can edit the display of featured apps in web-pertal and store client, and it will synchronize automatically after you edited.
Preview

@0
The configured featured apps list

Featured

Par

TMK
NOT INJECT

Detaill (2016111

Admin requesting to remote control
your terminal. AcqinsCode:

TAK
9829393019 NOT INJECT

MerchantCode: 63829281
DECLINE(29) APPROVE

MerchantName: Auchan Marchart

AirViewer

+ FEATURED APP
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11.2 More Advertising Space

The Marketplace home page has been redesigned to provide more advertising space.

Note: Existing advertisement banners may require adjustments, and re-upload the banners to support
the enhanced design.

App Type

Enhanced

| Banners
\

WHY SMART PAYMENT -{ | 1 7/16
DEVICES? m;

i

am-12pm

| Featured

NOT INJECT

NOT INJECT

I

| Hot

The advertising setup is accessed by [General Setting] > [Ul Setting] > [Web Portal] > [Web Portal].

‘Web Portal

Config the advertisement in Web Portal

Link banner

Top Advertisement

Recommend Size: 660px ™ 300px,
Up to three banners can be uploaded and the
banners will be displayed in rotation,

IR 5 vume v
HY SHART PAYMENT { | 1o

DEVICEST

CyberLab

Top Advertisement2

Experience the IM20

Recommend Size: 320px * 140px

= Top Advertisement3

Recommend Size: 320px * 140px

Left Advertisement

Recommend Size: 485px * 110px

Right Advertisement €D Cammsight
Please input link
™8| Recommend Size: 485px * 110px -
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12. PAXSTORE Client

The PAXSTORE Client is a PAX application that runs on the terminal that supports terminal management
and editing options.

12.1 Enhanced Battery Management

Enhanced the battery management power level check feature before an Application self-updates.

12.2 Features

¢ Includes download progress display in the notification bar for pushing apps.
e Support for the Russian language.

e Support for terminal Replacement with TID.

e Support for upload firmware resource version.

e Support for detail log upload.

e Support for the Italian language.

Seler! REnlscemat ket

TG Plaaie gl TID

4
q\ w: EJ Hu T: ‘f'l L':l | " ni PI
A SDFGHUJKL

.t ”wﬁﬂmr,

na
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12.3 PAXSTORE Client Application

The PAXSTORE Client application for download is at the bottom of the Dashboard home page. The User
must be logged in to access the link. Select [Store Client], and the application will download locally to a
PC. Copy the Store Client application to the terminal via Bluetooth® and install it into the terminal.

My Pending Approval Apps C Sub-Reseller Terminal Top 10 c
App lcon App Name / Developer Version / Size Updated Time

12987

gl

12.4 Bluetooth® profile configuration

This new feature enables or disables Bluetooth® in devices. The next time the device connects to the
PAXSTORE, the devices Bluetooth setting will be updated.

To access select [Terminal Management] > [Reseller or Sub-Reseller or Merchant] > [Profile] > [Terminal
System Configuration] > [Bluetooth] > [Enable] > [SAVE].

Terminal System Configuration @

GPS

Enable GPS for terminals

Bluetooth
Enable Bluetooth for terminals
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12.5 Wi-Fi or Ethernet only for Push Task

When enabled, the new feature will only allow a Push Task to occur when the device is connected with a
Wi-Fi or Ethernet connection and does not allow the Push Task over the wireless cellular data connection.
When disabled, the Push Task can occur over a cellular data connection.

To access, select [Terminal Management] > [Reseller or Sub-Reseller or Merchant] > [Terminal List] >
[desired Device] > [+ PUSH APP] > [desired Application] > [Push Configuration] > [Wi-Fi Only] > [Enable]
> [ACTIVATE].

Push Content

@ BroadPOS Omaha

~ Updated Time: 2019-11-14 01:38

(> VIEW PARAMETER DETAIL

Push Configuration

oo E
Download over Wi-Fi or Cable network only, don't allow to download over the cellular network

Force Update
Whether to force the app to update C)
Push Immediately .
Do you need to push right away?
TIME ZONE: (GMT-07:00) Pacific Time - Los Angeles @
EXPIRED DATE: =
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12.6 PAXSTORE Client Home Page Advertisement

The entire Client page design is to align with the updated PAXSTORE advertising enhancements.

To configure advertising settings, in the PAXSTORE General Settings > Ul > Store Client > to display up to 9
Featured Apps displayed in the Marketplace Home Page.

The setup for advertising the PAXSTORE is pushed to the terminal and displayed on the PAXSTORE client
home page.

The Client Home page includes the same theme colors and logo format as the PAXSTORE.

PlainKeylnject

Q Ordering FoodCl...

12.7 PAXSTORE Client Pop-up Message
The PAXSTORE Client supports enhanced pop-up message sent from the PAXSTORE with a Title line.

12.8 PAXSTORE Client Feature Apps

The PAXSTORE Client includes the Featured App section on the home page. The PAXSTORE will send the
same Featured App information to the terminal that is configured for the store.
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13. Group Management

The Group Management section includes the ability to send a task to terminals including parameter
values, text messages, RKI, OS, or uninstall applications.

13.1 Parameter Variable Ignore Line Item with “D”

A feature in Parameter Variables and the import file is if a “D” is added to the Status field of the desired
line item, it will be ignored when Pushed to the terminal. This feature is often used when using the same
import template for various Push Tasks to ignore selected parameter variables.

To access, select [Group Management] > [General or Dynamic Group] > [Group Name] > [Parameter
Variables] > [Import File] > [Status] > enter [D] into the desired parameter variable line item.

Group Variables

Application Package Variable Key Variable Value Remarks Status (Default to insert, if need to delete the variable, set the "Status" to "D")
com.pax.us.pay.std.termlink| Prompt For Tip
com.pax.us.pay.std.termiink]| PTIP% | Y | Print Tip % | |

I L L L L
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13.2 Group Task Button Name Change to COMPLETE

The Group Push Task button “Disable” changed to “COMPLETE” after a successful Push.

To access, select [Group Management] > [General Group or Dynamic Group] > [Group Name] > [Push
Task Type] > [Push Task Name] > [Activate] > [Complete].

5]

AirViewer

AIRVIEWER

App Push Statistical

Push Details

Pax A60 AirViewer

e (JP

EXPORT PUSH STATISTICS
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13.3 Push App List Button Name Change

The Group Management Group Detail Push App List, Push Firmware List, Push Message List, Push
Uninstall App List button names have changed to Push App, Push Firmware, Push RKI, Push Message, and
Uninstall App.

To access, select [Group Management] > [General Group or Dynamic Group] > [Group Name] > [Push
Task] > Push App, Push Firmware, Push RKI, Push Message and Uninstall App.

A60 AirViewer Download

Terminal List Fush Task  Group Detail Parameter Variables

i Push Firmware  Push RKI  Push Message  Uninstall App

AirViewer (2.3.0)

5 Type: Standard App .
Y Push Time: -

H Modek AGD

Pending
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13.4 Push Firmware

Added the “Push Filter” feature for ‘Push Firmware.” Previously the push filter function was only available
for “Push App,” Now, the Users can use the same push filter when pushing firmware, resource packages,
and modem packages.

PAX Group List® = Qv + Group Detail R

& Zhaolong Administrator

(3 Subscription List
General Group  Dynamic Group

lucyliu
Terminal Number: PAX- A930 (3/5000)

¢ omopersgponl @ Wgtuom oI il pushTesk GroupDetsl Porametr Varisbes
My Activity
PushApp  PushFirmware PushRKI PushPUK  PushMessage  Uninstall App + PUSH FIRMWARE

85 App Approval

[yam—— T push Firmware
A930_PayDroid_7.1.1_Virgo_V04.3.06_20190409

Terminal Management p = + Push Resource Package
B Modek: 930 + Push Modem Package

B Group Management - —_—

E:  PushTemplates h

Firmware Management v Operation History Qv

System

@ General Setting

@ Senvice Center

R User Management

& Role Management

[ Report Center

B2 s i B
PAX < Push Configuration (lucyliu) B B 3 2 zhaolong Administator @

(3 Subscription List

AA930_PayDroid_7.1.1_Virgo_V0 \'/ Create Task Active Task 3| Effective 4| Completed
4.3.06_20190409 ' 22106211048

Zhaolong Administrator

82 App Approval e

Developer Approval @

My potivty | Firmware Detail
status Fimware Type BUShiimiware
R - Firmware Package :
A930_PayDroid_7.1.1.Virgo_ V04.3.06 20190409
v — — s e
Jesse 930
[P Group Management
Force Update Updated Time Push Filter @
ves 2021-06-0721:35
B PushTemplates s
Firmware Management il List
A930_PayDroid 7.1.1 Virgo V04306 2019 Fiter Type
0409 0TAZip *
Fitmuare Version | | Terminal Activation Time | | Merchant Type
S Method App Version
Equalto we  Saaichihie A Version s X
@  General Setting
CANCEL SAVE
Service Center
User Management
Push Configuration
Role Management
WiFi Only
Report Center Download ovr W orCabi networany, ot allow o dowload ovr the celuarnetwor »

Push Immediately
Do you need to push right
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13.4.1 PuUsH RKI

The error message was optimized when it returned during RKI group push. In previous versions, only the
first error message returned if there were errors with RKI group pushing. The RKI server will return all the
error messages at once, useful for problem resolution.

Terminal List

Q

Terminal Terminal Push Action
SN Status  Time Eror Message Remarks. Action

202106 Unable To Bing ) Exist other terminal SN format erfor(invalid SN

Marstest | 1140000652 Active  Failed 291347  Terminal RKIKey | 1140000651]in batch bind request

) Exist other terminal SN format erfor(invalid SN

202106 Unable To Bing
[0  Marstest | 1140000651 Active  Failed  5730% Terminal RKI Key Err code:(1013). Msg:(invalid SN 1140000651)]

202106 Unable ToBind

Marstest | 1140000653 Active  Failed 291347  Terminal RKIKey [ 1140000651 | batch bind request

2021-06-  Unable To Bind 02 (1013). Exist other terminal SN format error(Invalid SN:
[ Marstest [ 1140000654} Active  Falled 253237 eminainut ey [1140000651 | baten bind request

202106 Unable ToBind 0e(1013) Eist other terminal SN format error (nvalid SN:
[ Marstest [ 1140000655] Active  Falled 353347 Terminainut ey [1140000651|m baten bind request

5/Page v 19 Records n Bl 5 A B

0 selected

v4.0 | 75



PAXSTORE N.A. Reseller User Guideer Guide

N, PAXSTORE

Terminal List

Q

Terminal

Terminal i oo e
_— SN Ll Action Time _ Erfor Message Remarks Action

20210622 Unable To Bind Terminal [Invalid teminal(1140000660) Er code(1013). Msg
Marstest [ 1140000660 [Active 20l e s

(SN format er
e | e b e w(msnnnr:;w'agéwunounssz\Encoae(wmz) Msg
e | e b e w(msnnnr:;w'agéwunounssa\Encoae(wmz) Msg
[ varstest | 1140000656 |active TR e Tt | e R S T

20210622 Unable To Bind Terminal |Invalid terminal-(1140000658).Err code:(1013). Msg:
[0 Marstest [ 1140000658 |active e et

(SN format error)

5/Page v 25Records < 1R 25>

0 selected CLOSE

13.4.2 SEARCH OPTIMIZATION

The Terminal Search feature has been optimized for the Resellers. The terminal search feature defaults to
the terminal serial number, optional search tools include the terminal TID and terminal name. The
terminal search optimization is implemented in all terminal search locations in Terminal Management and
Group Management sections.

Select: [Group Management] > [General Group] > [Group Name] > [Terminal List] > [Terminal Search].

General Group | | Dynamic Group

X Create AirLauncher Demo Group

& Terminal List  Push Task Group Detail Parameter Variables

&L

8 1]

s D Terminal Name SN Merchant Name Task Added Time . Action
g D Longteng Xu 0/0 2021-12-1613:15 Active
s D A60-HZ 0/0 2021-12-16 1315 Active
3 IB D 1350001749 0/0 2021-12-16 13:15 Active
s D A6-HZTest 0/0 2021-12-16 13:15 Active
g D A60-0856 0/0 2021-12-16 13115 Active
n D AB0-0849 0/0 2021-12-16 1315 Active
y’ D B60-4 vérevd 0/0 2021-12-16 1315 Active
ﬁ D AB0 0/0 2021-12-16 1315 Active
s 20/Page » BRecords n

Selecting the terminal search drop down arrow displays the terminal SN, TID, and Name search options.
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General Group | Dynamic Group

Create AirLauncher Demo Group

1 at auncher Demo Group : .
Terminal Number: PAX- A6D (8/5000)

2

Terminal List  Push Task Group Detail Parameter Variables

TID

D Terminal Name SN ftiName Task Added Time < Action

Name

[ 0 amss
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13.4.3 GROUP PUSH FILTERS

A Marketplace Owner and Reseller feature the Group Push Filters allow the ability to filter a Push App or
Firmware by selecting a specific filter option and then defining that filter. Each filter option has unique
sub-filter options to further define that filter. The Group Push Filters support both General and Dynamic
Group types.

Filters Options

e App Version

e Firmware Version

¢ Modem Package Version
e Terminal Activation Time
¢ Merchant Type

e Mobile Carrier

Filter Type:

e App Version

e Method
e Equalto
¢ Not Equal to
e Before
o After

e App Version
e List of App Versions
e List of App Versions

Filter Type:

¢ Firmware Version

e Method
e Equalto
¢ Not Equal to
e Before
o After

e Firmware Version
e List of Firmware Versions

e List of Firmware Versions
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Filter Type:

¢ Modem Package Version
e Method
e Equalto
¢ Not Equal to
e Before
o After
e Modem Package Version
e List of Modem Package Versions
e List of Modem Package Versions

Filter Type:

e Terminal Activation Time
e StartTime
e Select Date and Time
e EndTime
e Select Date and Time

Filter Type:

e Merchant Type

e Method
e Equalto
¢ Not Equal to

¢ Merchant Type
e List of Merchant Types
e List of Merchant Types

Filter Type:

e Mobile Carrier
e Method
e Equalto
¢ Notequal to
* Please Select

e T-Mobile

PAXSTORE
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To view select: [Group Management] > select from the General Group or Dynamic Group [Group Name] >
[Push Task] > [Push App] > select desired Push App from the list of existing Push App List [Push App] > [+
FILTER] > [App Version Drop Down Arrow].

Note: Can also create a new Push Task to access this feature.

AirViewer (:/\ Create Task Active Task 5 | Effective 4 | Completed
N/ 2022-041217:46

[=] pashboard

App Detail

(5 Alert

Status Package Name
= Online com.pax.posviewer
) Terminal Geo-Location Push Content
Version Developer
278 Ioesy: Airviewer
— o5 Updated Time: 2022-03-18 12:14
+ Subscription List A0~ Android
App Approval Size Type Push Filter @
8.3 MB Standard App
=+ FILTER
= Developer Approval Updated Time
. i 2022-03-18 12:14
My Activity Filter Type:
App Version |:|
Method App Version
Terminal Management Equal to o t=u

{ Group Management CANCEL SAVE

After selecting the drop down arrow, the various filter options will display. Select the desired filter and
sub-filter options.
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13 .4.3.1 APP Version Filter

The App Version filter provides the ability to select an application and the version of the application to
download to the device.

Select: Filter Type: [Download Arrow] > [App Version] > [Method Drop Down Arrow] > select desired
Method option [Method] > [App Version Drop Down Arrow] > select desired application [Application] >
desired application version [Application Version] > [OK] > [SAVE].

Select: [App Version] >

AirViewer Z 7 7 Create Task Active Task 3 Effective 4 Completed
N/ 202204121746

~] Dashboard

App Detail

A Alert

Status Package Name
Online com.pax.posviewer
8 Terminal Geo-Location Piish CaitarE

Version Developer
2 lucy-pax AirViewer
Model 0s . Updated Time: 2022-03-18 12:14

Subscription List A30 * Android

App Approval Size Type Push Filter @
8.3MB Standard App

+ FITER
= Developer Approval Updated Time

2022-03-1812:14
My Activity

Firmware Version

Modem Package Version
Terminal Management

Terminal Activation Time

H Group Management

Merchant Type

SIM Operator
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> [Method Drop Down Arrow] >

Note: The red asterisk indicates a required field.

VeElSIoN UEV‘FFDDEF
T8 - —  AirViewer
¥ Subscription List Model 08 Updated Time: 2022-03-18 1214
A30 ~ Android
App Appraval
Size Type Push Filter @
0= De va 8.3 MB Standard Aj
= Developer Approval PP + FILTER
Updated Time
My Activity
2022-03-1812:14
Filter Type:
App Version -
Terminal Management Method 5

Equal to El* 1=
1 Group Management

CANCEL SAVE
=l: Templates

> select desired Method option [Method] >

Note: In this example, ‘Equal to’ was selected.

VEISION LJEVL’FDDEF
Sy ey pa = Airviewer
+ Subscription List Model 0s Updated Time: 2022-03-18 12:14
A30 ~ Android
App Approval
Size Type Push Filter @
1= Devel A wval 8.3 MB Standard App
eveloper Approval o=
Updated Time
My Activity
2022-03-18 12:14
Fiiter Type:
App Version -
Terminal Management [P App Version
® 1=

1 Group Management

Not equal to
CANCEL SAVE
: Templates Before

After

Push Configuration
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> [App Version Drop Down Arrow] >

Note: The red asterisk indicates a required field.

Online COM.pax.posviewer
Push Content
Version Developer
27.0 lucy_pax = Aricer
Model 0s N Updated Time: 2022-03-18 12:14
A30 - Android
Size Type Push Filter &

8.3 MB Standard App . biith

Updated Time
2022-03-1812:14

Filter Type:

App Version -
Method App Version

Equal to v % I=+

CANCEL SAVE

Push Configuration

> select desired application [Application] > [Version Drop Down Arrow].

Note: In this example AirViewer was selected.

App Version

App Name Version Size Type

O ) LE - 16.5MB Parameter App usbo_terminal_android 2022-04-11 05:30
O <7 ¥ 153 MB Standard App Pax Technology Inc. 2022-04-0508:11
O - 0.0TET_20220405 « 10.4 MB Parameter App Pax Technology Inc. ~ 2022-04-05 07:37
B ivewer 27 = 8.3MB Standard App ucy_pax 2022-03-1812:14

@)

n _ 2.01.06 x 27MB Standard App PAX 2022-01-17 23.04
5/Page v 32Records il EJ i = S

CANCEL
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> desired application version [Application Version] > [OK] >

Note: In this example version 2.7.0 was selected.

App Version
Q, Search
App Name Version Size Type Developer Updated Time
O s Sehsholte Wreloer v 165MB  Parameter App usbo_terminal_android 2022-04-11 05:30
O % Eﬂr:ggggs ARt Al R 153MB  Standard App PaxTechnologyinc.  2022-04-05 0811
O - snitatest PRl T 104MB  Parameter App Pax Technology Inc.  2022-04-05 07:37
® AirViewer 27.0 83MB  Standard App lucy_pax 20220318 12:14
E——
O n USRKICLIENT ~ Z201.06 = 27MB  Standard App PAX 2022-01-17 23:04
5/Page = 32Records o B o balol e
CANCEL “

> [SAVE].

Push Filter &

4+ FILTER
Filter Type:
App Version -
Method App Version
Equal to v 4 | AirViewer (2.7.0) 1=

CANCEL SAVE
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> select the [Edit Icon] to edit the filter or the [Delete Icon] to delete the filter.

Push Filter setup is complete.

< Push Configuration (Pax A60 AirViewer) Q e £:# 2 _ @
Status Package Name
Online Ccom.pax.posviewer

Push Content
Version Developer
2l - &= Airviewer
Model 08 Updated Time: 2022-03-18 1214
A30 - Android
Size Type Push Filter @
8.3 MB Standard App

+ FILTER
Updated Time
2022-03-18 12:14 Filter Type: Method: App Version: £ ﬁ
App Version Equal to Airviewer (2.7.0)
Push Configuration

Wi-Fi Only
Download over Wi-Fi or Cable network only, don't allow to download over the cellular network ()

Force Update
Whether to force the app to update C)
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13 .4.3.2 Firmware Version Filter

The firmware version filter provides the ability to filter versions of firmware to select from for download
to the devices.

Select: [+Filer] > Filter Type: [Download Arrow] > [Firmware Version] > Method [Drop Down Arrow] >
select desired Method [Method] > Firmware Version [Drop Down Arrow] > select desired [Firmware
version] > [OK] > [SAVE].

Select: [+ Filter] > Filter Type: [Download Arrow] >

£ Push Configuration (Pax A60 AirViewer) Q 8 @ ;_@

3 Alert _
AirViewer () Create Task Active Task Effective
v 3
A/ 202204121746

© Terminal Geo-Location
= clifton.euler@pax.us

App Detail

Status Package Name
* Subscription List Online com.pax. posviewer
Push Content
App Approval Version Developer
i = AirViewer
= Developer Approval G 5 Updated Time: 2022-03-18 12:14
My Activity A30 -~ Android
Size Type Push Filter @
8.3 MB Standard App
+ FILTER
Updated Time
Terminal Management 2022-03-18 1214
Filter Type:
# Group Management App Version =
;: Templates sittiiod App Version
Equal to - % 1=

CANCEL SAVE
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> [Firmware Version] >

Push Filter @

<+ FILTER

Filter Type:

App Version

Firmware Version

Modem Package Version
Terminal Activation Time
Merchant Type

Mobile Carrier

> Method > [Drop Down Arrow] >

Note: This is a required field.

Push Filter & I

+ FILTER

Filter Type

Firmware Version -

Method

Equal to - * “ =%
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> [Equal to] >

Note: In this example ‘Equal to’ is selected.

Push Filter ® I
4 FILTER

Filter Type:
Firmware Version -

Equal to Firmware Version

Not equal to * I==*

Before

CAMNCEL SAVE
After

> Firmware Version [Drop Down Arrow] >

Note: This is a required field.

Push Filter @

<+ FILTER

Filter Type:

Firmware Version

Method Firmware Version

Equal to v %

CANCEL SAVE
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This step displays the various versions of the firmware based on the prior settings. There is a Search field
that supports searching by keying in the firmware file name.

Note: In this example, A60_PayDroid_6.0_Leo V07_1.10.20210128 was selected.

> select the desired [Firmware Version] > [OK].

Firmware Version
Q, Search
Firmware Name

® A60_PayDroid_6.0_Leo_V07.1.10_20210128

O ABD_PayDroid_6.0_Leo_V07.1.09_20200729

5/Page = 2Records

> [SAVE].
Push Filter @
<+ FILTER

Filter Type:
Firmware Version -

Firmware Version

Method
AB0_PayDroid_6.0_Leo_V07.1.10_20210128 | _
Equal to v % 1=+
CANCEL SAVE
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Completed Firmware Filter.

> select the [Edit Icon] to edit the filter or the [Delete Icon] to delete the filter.

Push Filter @
<+ FILTER
Filter Type: Method: Firmware Version: £ E
Firmware Version Equal to AB0_PayDroid_6.0_Le

0_V07.1.10_20210128

Push Configuration
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13 .4.3.3 Modem Package Version Filter

The Modem Package Version filter provides the ability to filter versions of modem packages to select from
for download to the devices.

Select: [+Filer] > Filter Type: [Download Arrow] > [Modem Package Version] > Method [Drop Down
Arrow] > select desired Method [Method] > Modem Package Version [Drop Down Arrow] > select
desired [Modem Package Version] > [OK] > [SAVE].

Select: [+ Filter] > Filter Type: [Download Arrow] >

Push Filter &
+ FILTER
Filter Type:
App Version -
Method App Version
Equal to v % 1=

CANCEL SAVE

Push Configuration
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> [Modem Package Version] >

Push Filter @
< FIITFR
App Version
Firmware Version
Modem Package Version
Terminal Activation Time
Merchant Type A
SIM Operator
> Method [Drop Down Arrow] >
Note: This is a required field.
Push Filter @
+ FILTER
Filter Type:
Modem Package Version -
Method Modem Package Version
Equal to v % p =%
CANCEL SAVE
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> [Equal to] >

Note: In this example ‘Equal to’ is selected.

Push Filter &

<+ FILTER

Filter Type:

Modem Package Version

Modem Package Version

kb

Equal to * 1=

Not equal to
CANCEL SAVE

Before

After

> Modem Package Version [Drop Down Arrow] >

Note: This is a required field.

Push Filter @

+ FILTER

Filter Type:

Modem Package Version

Method Modem Package Version

Equal to v %

CANCEL
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> select the desired [modem package] > [OK] to save the selection. A search field is also available to
locate modem packages by file name.

Note: This example does not have sample data.

Modem Package Version

Q, Search ’

Modem Package Name

No data found
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13 .4.3.4 Terminal Activation Time
This filters allows the search to filter devices by terminal activation date from start to end date.

Select: [+Filer] > Filter Type: [Download Arrow] > [Terminal Activation Time] > Start Time [Calendar Icon]
> [dd:hh:mm] > End Time [Calendar Icon] > [dd:hh:mm] > [OK] > [SAVE] to save settings.

Select: [+ Filter] > Filter Type: [Download Arrow]

Push Filter @
<+ FILTER
Filter Type:
App Version -
Method App Version
Equal to v * =%

CANCEL SAVE

Push Configuration

> [Terminal Activation Time] >
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Push Filter @
-+ FILTER
Filter Type:
App Version
Firmware Version
Modem Package Version L
Terminal Activation Time
Merchant Type
Mobile Carrier
> Start Time > [Calendar Icon] >
Push Filter @
<+ FILTER
Filter Type:
Terminal Activation Time -
Start Time End Time
CANCEL SAVE
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> [yyyy-mm-dd hh:mm] > [OK] >

Note: In this example: 2022-04-15 19:30.

Push Content
& < Apr 2022 S % 10:30
Su Mo Tu We Th Fr Sa L 30
. i . , 20 31
27 28 20 3 : 1 2
21 32
3 4 5 & 7 _8 0 er @
22 33
0 11 12 13 14 16 i
17 (18| 19 20 21 22 23
18] 2
24 25 26 27 28 29 30 26
2 3 4 5 : 7 37 )
L ]
Now
EndTime
2022-04-15 19:30 ™ =
CANCEL SAVE
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> [End Time Icon] >

Push Filter @
+ FILTER
Filter Type:
Terminal Activation Time -
Start Time End Time
2022-04-1519:3( ™ ™
CANCEL SAVE
> [yyyy-mm-dd hh:mm] > [OK] >
Note: In this example: 2022-04-18 23:00.
Push Content
23:00
Airviewer
(z] { 23 0o
SuU Mo Tu We Th Fr 3a
01
| 2
nz
Push Filte 3 4 5 & 7 3 o
03
(0 3 o - Ay 14 15 16
04
17 19 P00 21 B9 23
05
24 25 26 27 28 29 30 -
07
2022-04-1519:30
CANCEL
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N, PAXSTORE

Filter Type:

Terminal Activation Time

Start Time

2022-04-1519:30

Push Filter @

=+ FILTER

End Time

] 2022-04-18 23:00

CANCEL SAVE
> select the [Edit Icon] to edit the filter or the [Delete Icon] to delete the filter.
Push Filter @
+ FILTER
Filter Type: Start Time: End Time: i _E]_
Terminal Activation Time ~ 2022-04-1519:30 2022-04-18 23:00
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13 .4.3.5 Merchant Type Filter

The Merchant Type Filter provides the ability to filter versions of merchant types to select from for
download to the devices.

Select: [+Filer] > Filter Type: [Download Arrow] > [Merchant Type] > Method [Drop Down Arrow] >
select desired Method [Method] > App Version [Drop Down Arrow] > select desired [Merchant Type] >
[OK] > [SAVE].

Select: [+ Filter] > Filter Type: [Download Arrow] >

Push Filter @
+ FILTER
Filter Type:
App Version -
Method App Version
Equal to _— 1=«
CANCEL SAVE
> select filter type [Merchant Type] >
Note: This is a required field.
Push Filter &
+ FILTER
Filter Type:
Merchant Type -
Method Merchant Type
Equal to 1=«
CANCEL SAVE
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> select the Method type [Equal to] >

Note: In this example, ‘Equal to’ was selected.

Push Filter @
+ FITER
Filter Type:
Merchant Type -
Rt Merchant Type
Equal to % =%
Not equal to
CANCEL SAVE
> select the Merchant Type drop [Drop Down Arrow].
Note: This is a required field.
Push Filter @
+ FILTER
Filter Type:
Merchant Type
Method Merchant Type
Equal to - %
CANCEL SAVE
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> select the desired merchant type [Retail] > [OK] to save setting.

Note: In this example, ‘Retail’ was selected.

Merchant Type
Q, Search
Name Remarks
O merchantCategoryTest This is a merchant category test
O Restaurant -
® Retail -
O Retail-Merchant-Test -
5/Page + 14 Records < 1 2 E
> select [SAVE] to save the filter settings.
Push Filter @
4+ FILTER
Filter Type:
Merchant Type -
Method Merchant Type
Equal to _— 1=+
CANCEL SAVE
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> select the [Edit Icon] to edit the filter or the [Delete Icon] to delete the filter.

Push Filter @
+ FILTER
Filter Type: Method: Merchant Type:
Merchant Type Equal to Retail

13 .4.3.6 Mobile Carrier Filter

The Mobile Carrier Filter provides the ability to filter versions of a mobile carries to select from for

download to the devices.

Select: [+Filer] > Filter Type: [Download Arrow] > [Mobile Carrier] > Method [Drop Down Arrow] > select
desired Method [Desired Method] > Please Select [Drop Down Arrow] > select desired [T-Mobile] >

[SAVE].

Select: [+ Filter] > Filter Type: [Download Arrow] >

Push Filter ®
=+ FILTER
Filter Type:
App Version -
Method App Version
Equal to v % =%
CAMCEL SAVE
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> select [Mobile Carrier] >

N, PAXSTORE

Filter Type:

App V

reimn

[4:]

Firmware Version
Modem Package Version
Terminal Activation Time

Merchant Type

Mobile Carrier

Push Filter @

<+ FILTER

> select Method [Drop Down Arrow] >

Note: This is a required field.

Filter Type:

Mobile Carrier

Push Filter @

<+ FILTER

Method
Equal to

Please Select

CANCEL

SAVE
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> select the desired Method [Equal to] >

Note: In this example, ‘Equal to’ was selected.

Push Filter @
+ FILTER
Filter Type:
Mobile Carrier -
kel
Equal to * Please Select v %
Not equal to
CANCEL SAVE
> select the Please Select [Drop Down Arrow] >
Note: This is a required field.
Push Filter @
<+ FILTER
Filter Type:
Mobile Carrier
Method
Equal to -+ % | Please Select v &
CANCEL SAVE
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> select the mobile carrier type [T-Mobile] >

Push Filter &
+ FILTER
Filter Type:
Mobile Carrier Please Select
Method
Equal to » % || TMobile | *
CANCEL SAVE
> select the [SAVE] to save the filter settings.
Push Filter @&
+ FILTER
Filter Type:
Mobile Carrier -
Method
Equal to + % [-Mobile v %
CANCEL SAVE

> select the [Edit Icon] to edit the filter or the [Delete Icon] to delete the filter.

Push Filter @
=+ FILTER
Filter Type: Method: Mobile Carrier: £ E
Maobile Carrier Equal to T-Mobile
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13.4.4 PUSH FAILED FILTER

A feature for Marketplace Owners and Resellers, a filter for the failed push for the terminals in the group

push. Users can re-push the terminals based on specific error types. Users can select the 'Filter' icon and
filter terminals by specific error types and re-push.

{ Puth Configaration w @ WE 2 ke
0=
Aoy Punk Shricic »
a
N =
1 a0 r)
RS P Satre b ]
- \ _,_\]
) @
e .-'(
o it 8
P Swits
an

13.4.5 ALL RESUME PUSH

A feature for Marketplace Owners and Resellers, a Gpush option called 'All Resume Push.' Users can select
the 'All Resume Push' button to re-push all terminals filtered by specific error types.
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14. General Settings

The General Settings section includes a majority of the Marketplace and Reseller configuration settings.
Depending on the Marketplace configuration and access restrictions, the configuration settings may vary
and not be displayed.

14.1 Reseller Profile

When enabled, a feature in General Settings called Reseller Profile controls the Reseller General Setting
menu display, and allows the Reseller to modify the profile. The Reseller Profile applies to all features
under the Reseller.

e Ul Setting - Enable the Ul Setting for Reseller at General Setting.

e External System Integration - External System API Access is not enabled in this
marketplace. The administrator can't enable the setting for resellers.

¢ RKI Setting - Enable the RKI Setting for a Reseller at Reseller Detail and General
Setting

¢ Reseller Profile - If it is enabled, the reseller can modify the profile. Otherwise.
only the marketplace administrator can modify the profile.

To access, select [General Setting] > [Marketplace Information] > Reseller Permission > Ul Setting or
External System Integration or RKI Setting or Reseller Profile.

| Reseller Permission

@ Store Client

@ Estate Management

System

e 868

@ General Setting

®  Sewvice Center

[ i p b e
R UserManagement

14.1.1 FIRMWARE VERSION FILTER

The firmware filter allows the ability to select the version of firmware to download.

Select: Filter Type [Download Arrow] > [Firmware Version] > [Method Drop Down Arrow] > select desired
Method option [Method] > [App Version Drop Down Arrow] > select desired application [Application] >
desired application version [Application Version] > [OK] > [SAVE].

Select: Filter Type [Drop Down Arrow] > [Firmware Version] >
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14.1.2 IMPORT MERCHANT TYPE

A Marketplace Owners and Reseller feature, “Import Merchant Type.” Previously administrators had to
manually enter the ‘Merchant Type’ one by one. Now they can import in bulk, making it more efficient.

Select: [General Setting] > [Merchant Type] > [Import Icon] > [Import Merchant Type].

Import Merchant Type

Please select a file to import. The imparted file supports up to SMB and 5000 records.

| File Upload ¥ MERCHANT TYPE TEMPLATE

&

Choose Merchant Type File

=

Merchant Type Template

Import Merchant Type

Name Remarks

1

n L1 B WN

Merchant Type | (& Kl »
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14.2 Choose Terminal Models

This Marketplace Administrator feature configures which terminals and devices are supported.

To access, select [General Setting] > [Model Management] > [Terminal Model] > [SAVE] to save settings.

PAX Updated Time: 2018-01-30 0203  Models: 49 Selected
Ul Setting L}
Set theme, logo and advertizement image R # Model os Updated Time
1 30 Anchoid 202006-26 1228
TID Generate Policy |
0 G 2 250 Ancicid 20200626 1229
3 260 Android 2020-06-26 1233
==
B= » aT? Ancroid 2020-06-26 1229
s 280 Anchoid 202006-26 1234
Merchant Type @
Setup the merchant type 6 020 Ancioid 2020-06-26 1234
7 920- Android 2017-10-120547
Entity Attribute Setting
Set the additonal ety attributes s 920710 Android 2020-06-26 1235
9 2o Ancioid 202008112012
External System Integration B
Config AP!access for external system © 10 driess Android 20200626 1232
RKI Setting o 10/Page v | 49 Records <23 45>
el Sating 0 et &
3 Service Center SAVE
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14.3 Enable Online Terminal Activation

Online Terminal Activation is a feature that enables or disables online terminal activation.

¢ If enabled, the terminal can be activated through the PAXSTORE API or at the
terminal.

¢ |If disabled, the terminal can only be activated at the terminal side. The Terminal
ID must be provided when activating from the terminal side.

To access, select [General Setting] > [Marketplace Information] > Marketplace Setting > Online Terminal
Activation > [ENABLE] > [SAVE].

¢ Subscription List Marketplace Infarmation |:Eh‘

| Marketplace Information [Adie
App Approval

Marketplace Name

Marketplace Name

PUK & Signature

= Developer Approval T Test MP

[

5] My Activity

Ul Setting stanly fu@pax us

Set theme, logo and advertisement image

2

Expire Date
TID Generate Policy Marketplace Expiration Date:
Terminal Management 1D Generate Pofiy

7] Group Management . | Marketplace Setting
ar

Online Terminal Activation
Enable online activation of temminals If disabled, terminal activation can only be done by input TID-on the terminals

Sandbox Terminal Upper Limit For Each Developer
The upper fimit of the sandbos terminal number for each developer, 1 mearts o limitSpecified by the platform administrator

[a[a)
]

Push Templates

Merchant Ty

Setup the merchant type

Store Client
5

Estate Management

W G

Entity Attribute Setting

Set the additior ntity attributes. LU R T

Specified by the platform sdministrator ShenZhen UAT
External System Integration

Config AP! access for extemal syster

General Setting Tips: If you configure a Customize Developer Guide, the developer center's developer resources will point to the link.

S
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14.4 Featured Applications

A Marketplace Admin feature, the Marketplace home page has been redesigned, including a new section

called “Featured.” When configured can display up to 9 featured applications. The setup for this feature is
in General Settings.

Store. Devel Center Administrator Cents
EEE) e it coter

AppTypev  Business Categoryw  Charge Typev. (_Ranking ) Q

’ \ ) Banners
ALV ENDED §¢ g

WEBINAR I TUNEIN
wuv SMART PAYMENT { ey 6
DEVICES? Ham12pm IRFSIENR
| Featured
Featured
TG TeAE G TAK v $
our tern AcqginsCode: 9829393019 NOT INJECT

MerchantCode:

MerchantNan

- mwum _

| Hot
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The feature is configured in General Settings > General Setting > Featured section > EDIT > + FEATURED

APP > CLOSE.

| Featured

Featured

Preview

The configured featured apps list

Tips: You can edit the display of featured apps in web-portal and store client, and it will synchronize automatically after you edited.

EDIT
Qo

Featured

Admin requesting to remote control
your terminal. AcqinsCode:

MerchantCode:
DECLINE(29) APPROVE

MerchantName:

AirViewer

+ FEATURED APP

TMK
NOT INJECT

Parameter Detall (201611101200.xml)

TAK

NOT INJECT
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14.5 More Advertising Space

The Marketplace home page has been redesigned to provide more advertising space.

Note: Existing advertisement banners may require adjustments, and re-upload the banners to support

the enhanced design.

] I

AppTypev  Business Categoryv  Charge Typev

(“Ranking ) Q

WEBINAR
WHY SMART PAYMENT
DEVICES?

v/ TUNE IN
g Tt 16

11am-12pm

' Experience the [M20
1 2 B

INATENDE

POER UP WTHTHEASD

| Featured

| Hot

NOT INJECT

NOT INJECT

Enhanced
Banners
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The advertising setup is accessed by [General Setting] > [UI Setting] > [Web Portal] > [Web Portal] > [Top

Advertisement].

‘Web Portal

Top Advertisement
R

= Top Advertisement2

Recommend Size: 320px * 140px

=| Top Advertisement3

Left Advertisement
- Recommend Size: 485px * 110px

Right Advertisement
™8| Recommend Size: 485px * 110px

L

13 NT -
e oA

CyberLab

Experlence the IM20

14.6 System Announcement

A Marketplace Administrator feature, System Announcement, will pop up and display automatically when
the User logs in. The Marketplace Admin can choose developers, administrators and Users to receive the

notifications. System Announcement history and status are displayed.

Can target Developers, Marketplace Administrators, or Marketplace Users.

messages.
Can send up to 3 announcements per day.

The System Announcement includes Title and Body text sections.

Create a System Announcement to display as a pop-up window in the PAXSTORE.

The System Announcement uses the Push type configuration of when to send
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14.6.1 CREATE A SYSTEM ANNOUNCEMENT

To access, select [General Setting] > [Advance Setting] > System Announcements >

[+ ANNOUNCEMENT].

‘Marketplace Information
Subscription List

Set the contact info

| System Announcements

App Approval o
PUK & Signature Q - VIEWDETAIL A
R Mansge the system snnouncements for the marketplace here
= Developer Approval G -
2 Announcement Name Created Time Send Time Action
My Activity Ul Setting D
Set theme, logo and advertisement image R 1 Today i the Best Day 2021-02:01 13:40 2021-02-01 12:40 Completed
2 Happy Days Are Here Again 2021-02:01 1335 20210201 1335 Completed
TID Generate Policy |
TID Generate Polcy
Terminal Management
ol Maraet Parameter Variables
Variables used in 3pp parameter push
’ 10/Page ~ 2 Records <H| >

Push Templates
Merchant Type

Store Client Setup the merchant type

Estate Management Entity Attribute Setting

Set the additional entity attributes

D

External System Integration

Config APl access for external system

&1

General Setting

Service Center RKI Setting
RKI Setting

Q

User Management

Model Management
Role Management Manage the manufacturer and models

Report Center

@@
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Next, a Send System Announcement window will pop up. Enter the [Title] > [Body] and then set the Push
Immediately, Time Zone, Expired Date, and who will receive the message values. Select CANCEL to cancel,
PREVIEW to view, SAVE to save the message, or [PUBLISH] to publish the message.

Send System Announcement

T+l = k.

Content *

Morma A 14 ¥ | Font hd

/s & O C

W
=
tn
%
X

I
i
1
1]
il
]

Push Immediately .

Send the system announcement immediately

Time Zone

(GMT-07:00) Pacific Time - Los Angeles @@

Select the time zone

Expired Date
i 2021-04-03 1349 [T

The system announcement will not be sent out after the expired time

Receive Type (D ®
‘ Developer | ‘ Marketplace Admin | | Marketplace User ‘

CANCEL PREVIEW SAVE PUBLISH

Select the users who will receive the svstem announcement
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When the designated User logs in, the System Message will display.

Today is the Best Day

Seek Happiness
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14.6.2 EXTERNAL SYSTEM INTEGRATION

A Marketplace Owners and Marketplace Owners and Marketplace Owner feature, an email notification is
sent when an administrator resets the 'External Access Secret' used for an external API. After the 'External
Access Secret' is reset, the relevant administrators will be notified by email.

Select: [General Setting] > [External System Integration] > [External System Integration].

Reset External Access Secret

This operation will generate a new access secret and the current secret will no longer valid. Confirm to reset?

ETshe

External System Access Secret Reset Notification

Hello,

External system access secret had been reset, generated a new secret and the previous will be

no longer valid.

Thank you!
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14.7 Two-Factor Authentication

Added two-factor authentication settings at the marketplace level to provide higher security. Once
enabled, only Users who have set up two-factor authentication will be able to login into the admin center.

Note: Must enable Two-Factor Authentication in the Personal Center.

¢ Mars_Test General Setting B A so ®
Task
[
[ Subscription List Set the contact info. @ | Marketplace Information  active
oo
& ApeApprovel PUK Q Marketplace Name Viararest
A5 Developer Approval
Email
ey Ul Setting .
ty Activity
et erisement image R
Expire Date
Management TID Generate Policy | tplace £
Terminal Management
| Marketplace Setting
oo ManagEert Parameter Variables @=
2=
Online Terminal Activation ®
5} Push Templates
Merchant Type =
e e e 0 Two-Factor Authentication
imware Management v/ - § »
Entity Attribute Settin
it | ‘Sandbox Terminal Upper Limit For Each Developer
General Setting
External System Integration B2
o]
Service Center
| Subscription Setting
User Management Model Management B
Auto Subscribe Global App
Role Managerment s i »
Advance Setting @@
t Center e Auto Subscribe Global Firmware
®
¢ Mars_Test B £z 20 @

&% Mars_Test

Two-Factor Authentication

=2)
i GOTO THE PERSONAL CENTER
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14.8 Sensitive Content

Added a new feature for sensitive content filtering under CloudMessage.

¢ The marketplace administrator can configure the sensitive content dictionary in
'General Setting' -> 'Advance Setting.' Once uploaded, all the sensitive content
send via CloudMessage will be replaced with “***”

¢ For example, suppose there is a sensitive word “ABCD” in the uploaded
sensitive content dictionary. The developer sends a message containing
“ABCD” via CloudMessage when the terminal receives the message. In that
case, the sensitive word “ABCD” will be replaced by “****”

]
l,;
]

(]

,‘ Mars_Test General Setting
@ Terminal Geolocation
Marketplace Inf ation %
| System Announcements
3 Subscription List Ui setting Amguncements LI VIEW DETAIL A
93
88 App Approval
TID Generate Policy D]
= Developer Approval

My Ay Parameter Variables

hant Type =
Terminal Management BY | % et wensws 00 swwsmes 0 feted
faie eengemet Entity Attribute Setting + ANNOUNCEMENT
Push Templates
Extemalsystem Integration 0 10/ Page ~ 1]
=)
MOUE Managernent Eh | Sensitive Content

Sensitive Content Replacement

Advance Setting

Advance setiing

15. Audit Log

The Audit Log is a section that displays and can download reports on using Operations and Login
attempts. Both sections include ALL, SUCCESS, and FAILURE categories for display and export. A search
filter is available to concentrate the report further. Some filters, when selected, will display additional
sub-filters.

List of Audit Log filters:

e Developer e App
e Search by Developer e Search by Package
Email Name
e Firmware e Terminal
e Search by Firmware e Search by SN
Name
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e Terminal Group

e Search by Group Name
® Push Firmware

e Search by SN
e Group Push App

e Search by Group Name
e Group Push RKI

e Search by Group Name
e Group Push Uninstall App

e Search by Group Name

e Parameter Variables

e Search by Parameter
Variables

¢ Sandbox Push App Param

e Search by Package
Name

e Merchant

e Search by Merchant
Name

e Model
e Search by Model Name

e User Roles

e Search by Name
e Release Note

e Search by Time
e Report

e Search by Report
Name

e Store Client

e Search by App Name

e Search by Login Name

Push App

e Search by SN

Push RKI

e Search by SN

Group Push Firmware

e Search by Group Name
Group Push Message

e Search by Group Name
Parameter Template

e Search by Push
Template Name

Sandbox Terminal

e Search by SN

Estate

e Search by Estate

Reseller

e Search by Reseller
Name

User

e Search by Login Name

System
Search by Time

AirViewer

e Search by SN

Announcement

e Search by Time

Search by Time
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16. Service Center

The Service Center section includes the Subscribed Services. The Subscribed Services are add-on
applications or services available by subscription. Each Subscribed Service has sub-menus to support
Current Month distribution reports. A History report to show how often and how long the service is
connected. An Introduction can provide a summary story and images to support the service and subscribe
to the service.

A Marketplace Administrator-level feature is the ability to enable selected Resellers to offer the
Subscribed Service.

To access, select [Service Center].

3 Subscription List

| Subscribed Services
App Approval CurrentMonth  History Introduction  Service Distribution

= Developer Approval | Dashboard

My Activity

Connected Duration Connected Count

| Reseller List Include Sub-Reseller ¥~ Q

Reseller Connected Duration(Min) Cannected Count

TEST RESELLER ] 0 o s

20/Page v 1 Record: n

General Setting

Service Center
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16.1 AirViewer Optimization

Added the ‘Unattended Model Configuration” feature for AirViewer. In previous versions, the unattended
model was restricted to IM30, SK600, SK800 and could not be changed; Now, the Marketplace
administrator can define these terminal models as “Attended models” via the AirViewer service setting.
For more information, please refer to the AirViewer release note document.

Mars_Test Service Center BEE 2a @
Task
| Subscribed Services
[3  Subscription List @ Airviewer sussce
85 App Approval
CurrentMonth  History  Service Distribution  Setting
Rz Developer Approval =T
Ao | Unattended Model Configuration
termina devices.
PAX(3/4) ~
Management - :
| Unsubscribed Services
Bl Terminal Management O ariess IM30 SK600 SK800
C' Golnsight
intelligence platorm.
Push Templates SAVE
= - AppScan
(P e
Firmware Management v ZE

System

& General Setting

Service Center

User Management

Role Management
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16.2 Subscription Optimization

The position of the ‘SUBSCRIBE’ button is improved. It has been moved to the top right corner of the page
so that Users can see it at a glance.

| Subscribed Services

@ Airviewer

Golnsight
C'" Advanced big data analysis & business

intelligence platform. What's AirViewer

| Unsubscribed Services
Airviewer is a remote assistance tool provided by PAX. With AirViewer you can control POS terminals from the PAXSTORE cloud platform at

AirViewer any time. It's a powerful hant support your costs.
G i When terminals have problem
’ AppScan %
< ’ Specialized online scanning service of s N 3
R Traditional Way AirViewer Solution

=i
I/S-‘é‘f

« Phone/Email « Remote viewing of terminal desktop
- Photo/Video - Remote operation of terminal desktop
= Go'to customer location = Online terminal file management

= Return terminal

Low Cost / High efficiency / Real-Time
High Cost / Inefficient

Optimized the page layout and integrated some small features into the drop-down menu in the upper
right corner.

PAX Service Center 8 8s 20 @
‘Subscription List

| Subscribed Services
App Approval [} @ AirViewer

PAXSTORE

LI

ader i the payment Introduction
Current Month  History ~ Service Distribution  Setting

= Developer Approval @

User Manual
S] My Activity
¢ Golnsight | Dashboard Service Agreement
2 relpeis & busi Version Info

60 min Unsubscribe
B} Terminal Management
& o Cor
B AirViewer Connec -3

terminal devices.

| Reseller List include Sub-Reseller & Q.
E:  Push Templates
= AppScan

imware Management v/
B PAXT 60 n 3
20/Page v 1Records n

General Setting

‘Service Center

User Management

Role Management
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16.3 Service Distribution

Added a new feature in Service Distribution to distribute service to selected resellers within the
Marketplace.

To access, select [Service Center] > desired [Subscribed Service] > [Service Distribution] > [+ SERVICE
DISTRIBUTION].

Note: The Subscribed Service must be subscribed, to use this feature.

| Subscribed Services

Current Month ~ History  Introduction | Service Distribution

The service is available for all resellers now

App Approval
= Developer Approval

My Activity

Distribute the service to the specific reseller to make the service only be available for the selected resellers

~+ SERVICE DISTRIBUTION

Terminal Management

Group Management

:  Push Templates

Store Client

Estate Management

General Setting

‘Service Center
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Select [Resellers] > [SAVE].

Reseller

] I -
|
ay

— [ .

— 0O I

— O

— O

ey

— 0 I
— 0O
— [ MotoX
— [
— [
— O

— [0

— 0O

— [ .
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16.4 AppScan Service

AppScan is a professional online application security scanning service that helps developers find
application risks, provides a reference for the administrators when approving applications, and enhances
the platform’s security.

16.5 Subscribed Services Include Sub-Resellers
A Marketplace Admin feature is the ability to include Sub-Resellers in results.

To access, select [Service Center] > Subscribed Services > [AirViewer] > [Include Sub-Resellers].

| Subscribed Services

Curren tMonth  History Introduction  Service Distribution

| Dashboard

Suin 1

ted Duration

| Reseller List

Reseller Connected Duration(Min) Connected Count Action

TEST RESELLER 5 1 ® 3

20/Page v 1 Records B
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17. Developer Center

The developer center is where the software developers can register and submit terminal applications to
be available within the PAXSTORE.

17.1 Developer Agreement

The Developer Agreement is located in the Personnel Center. Must be in Developer Mode.

To access select [Development Center] > [User Name] > [Developer Agreement] > [OK].

Developer Agreement

v4.0 | 129



PAXSTORE N.A. Reseller User Guideer Guide \~ PAXSTORE

17.2 Developer Center Application Version Total Count

Added a new feature in the App Detail section that displays the total number of application versions.

To access, select [Developer Center] > [App Management] > Application > App Detail.

App Detail

| Version Lis{(0) Y

-+ NEW VERSION

17.3 Disable Debug Application Submission

A Global feature can enable or disable debug application submission. If the feature is disabled and a
Developer attempts to submit a debug application, a message will display as “Unable to so submit debug
mode application.”

18. Subscription List

18.1 Removed Installation Package Information

In the [Subscription List] > [App Detail] > removes the Installation package information and download
link.

19. Terminal Management
19.1 Add Sub-Reseller

The add Sub-Reseller feature allows the Reseller to add, edit, or delete a sub-reseller. The Reseller cannot
add, edit or delete a Reseller. The Reseller is added, edited or deleted by PAX. Sub-Resellers can add, edit
or delete their merchants.

The Add Sub-Reseller option is located within the Reseller Administration level in the Terminal
Management category and within the + SUB-RESELLER link option.
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19.1.1 STEP 1. LOGIN TO THE RESELLER LEVEL

From the PAXSTORE home page, select the [LOGIN] icon in the upper right-hand corner of the page and
log in. If the login is successful, the GLOBAL MARKETPLACE page will open.

19.1.2 STEP 2. SELECT THE RESELLER ADMINISTRATOR ICON

From the GLOBAL MARKETPLACE page, select the Multi-Link icon and then select the Reseller
Administrator icon.

0

Marketplace List

g N
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19.1.3 STEP 3. SELECT THE TERMINAL MANAGEMENT CATEGORY

From the left side of the page, select the [Terminal Management] category.

Terminal Map

3 Subscription List

B8 Aep Approval

= Developer Approval

Terminal Digital Card & C
My Activity
Actvated Terminals ut Of Geo-Fence Terminal Offline Time > 15 Days Activated Merchants
[F E—
B Terminal Management 14144 0 138 258
FilL Goup Management Activated Sub-Resellers
[ PushTemplates
@ Store Client 66
Terminal Statistics c Model Distribution ¥ @
13004
/-\ m o5 A
awaco N [y
19.2 Add Merchant

The Add Merchant feature allows the Reseller Administrator to add, edit or delete a merchant. A
merchant must be added or already existing before a terminal download assigned to the merchant is
performed. A merchant must be assigned to a reseller or sub-reseller.

The Add Merchant option is located within the Reseller Administration level in the Terminal Management
category and under the + MERCHANT link option.

19.2.1 STEP 1. LOGIN TO THE RESELLER LEVEL

From the PAXSTORE home page, select the LOGIN icon in the upper right-hand corner of the page and log
in. If the login is successful, the GLOBAL MARKETPLACE page will open.
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19.2.2 STEP 2. SELECT THE RESELLER ADMINISTRATOR ICON

From the GLOBAL MARKETPLACE page, select the Multi-Link icon and then select the Reseller
Administrator icon.

Marketplace List Q

"I 5.
Sy RN o
""h_ al - m=

19.2.3 STEP 3. SELECT THE TERMINAL MANAGEMENT CATEGORY

From the left side of the page, select the [Terminal Management] category.

Terminal Management Y Reseller Detail  Terminal List ~ Organization
Dashboard
¥y - Terminal Geolocation & o~
I - PAXUS Test
App List
= I
Firmware List
VIEW DETAIL Vv
s B
xinioal Mars i eieal = I Terminal Statistics e
e feapiih = R 93%
Tota Active
: I -
R Role Management
I
& ar B 9 2 0 125
Aciive e Disabled Online Offline Unknown
» I v
Copyright © 2018 PAX All Rights Reserved. | Privacy Policy | Terms & conditions | ‘v6.0.2, 0180910171102

19.2.4 STEP 4. ADD A NEW MERCHANT SELECT THE + MERCHANT LINK

From the right-side area of the page, select the [+ MERCHANT link. A new Create Merchant Pop-up
window will appear.
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19.2.5 STEP 5. CREATE A NEW MERCHANT PROFILE

From the center of the page, a Create Terminal pop-up window will appear. There are required and
optional fields. Please complete all required fields and include the optional fields as needed. Select the
[OK] button on the bottom-right hand corner or select CANCEL to exit without saving when complete and
ready to save. If any of the required fields are incomplete, a red text message will be displayed on the
impacted field when [OK] is selected.

These fields include:

¢ Merchant (required)

e Login Name/Email Address (required)

e Select the Reseller Name (required)

¢ Select the business type (required)

e Contact Name (Required)

¢ Phone No. (required)

e Postal Code

e Address (Required: Country, State/Province, City)

e Description
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Create Merchant—Top Section

Complete the Create Merchant form. The required fields must be completed. To activate the merchant,
immediately select [Activate Merchant] > [OK] to save.

Create Merchant

. [ Create merchant user account

* Please Select v %

[ Activate merchant CANCEL “
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Create Merchant— Merchant Type

Selecting the Merchant Type drop-down menu displays the Merchant Type pop-up window. The
Merchant Type sets the merchant type of business such as restaurant, retail, or petroleum.

Select [merchant type] > [OK].

Merchant Type

Q,
D R
D Restaurant
Retail
D Retail-Merchant-Test

20/ Page ~ n
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19.2.6 STEP 6. MERCHANT DETAIL

After selecting [OK], the Merchant Detail screen displays. In this screen, the merchant details are
displayed. The ability to edit, disable, or delete the merchant is available when this option is opened by
selecting the “More Options” icon on the upper right-hand side of the merchant detail page.

MotoX R&D

Merchant Detail

904-123-4567

2021-07-20 18:56

Terminal List Profile Parameter Variables Golnsight

_ MotoX Ret.. = Joe Moto

US.A 123 Surf City 93444

2021-07-2019:26

Terminal Statistics

-~
o

Merchant Detail Options

Edit—The ability to edit the merchant detail fields. Login name/email address
field edit is not allowed.

Disable—Disables the merchant but does not delete the merchant.

Change User—This is only displayed if the profile is “Active.” Allows the ability to
change the merchant login name/email address.

Delete—Is only displayed if the profile is Inactive. If selected, can delete the
merchant profile.

v4.0 | 137



PAXSTORE N.A. Reseller User Guideer Guide

19.3 Import Merchants

N, PAXSTORE

The Import Merchants is a feature that includes the ability to import Merchants in the Reseller
Organization section. The Merchant Import feature can significantly reduce time in adding new

merchants.

19.3.1 IMPORTING MERCHANTS

From the Category section select [Terminal Management] > [desired Reseller] > [Organization] >
[Merchant] > [Import Icon] > [Import Merchant].

e
"G-FI'MI
>

[

<l G B2 S S s e s

cription List

+

98 App Approval

s Developer Approval

<

My Activity

% el IS (€

MotoX

TEST RESELLER

Reseller Detail Terminal List Profile, Organization

= v Q EREen

2020-08-06 13:05 2021-03-30 1435

sub-Reseller

¢ Merchant Name Contact Name Created Time + Action

20/Page ~ 1 Record
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19.3.2 IMPORT MERCHANT TEMPLATE

After selecting Import Merchant, the Import Merchant pop-up window will display. Select [TEMPLATE] to
download the Import Merchant template file.

Import Merchant

Click below and upload the import file, maximum size is ZMB

| File Upload & TEMPLATE

D

Choose File

19.3.3 IMPORT MERCHANT TEMPLATE FILE

After the Import Merchant Template file has downloaded, locate and open the file.
The following fields are supported:

e Merchant Name - The name of the Merchant business.

Login Name - The email address of the person responsible for the Merchant.
¢ Reseller - Select from the drop-down list of resellers the merchant is related to.

¢ Merchant Type - In the Edit Merchant pop-up window, the Merchant Type field
has a drop-down menu to select the supported values. Please copy the
appropriate merchant types supported and paste them into this field.

¢ Contact Name - The merchant’s contact person’s name.
¢ Phone No. - The merchant’s contact phone number.

¢ Country/Region - Select the country or region from the drop-down options list
where the merchant business is located.

e State/Province - Select the state or province from the drop-down options list the
merchant is located.

¢ City - Enter the city where the merchant is located.
e Postal Code - Enter the postal code of the merchant location.

e Address - Enter the physical address of the merchant location.
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Status - Select from the drop-down menu whether the merchant will be active or

inactive.

Create Merchant User Account - Not yet supported.

4 A B [ D | E F G H [ | 1 K [ M N
I rt Merchant 1. For Merchant Type, please referto ‘Merchant Type*sheet. Fill with Merchant Type seperated by *" For example Typet,Type2

a mpol erchan 2. For Countiy/Region, State/Province, please use dropdown to select. You are sUpposed to select countrylregion, state/province in tum.

P3| MerchantName  Login Name Reseller Merchant Type Contact Name Phone No.  Country/Region State/Province City Postal Code  Address Description  Status  Create Merchant User Account

3

a

19.3.4 IMPORT MERCHANT FILE TEMPLATE

When the Import Merchant Template file is ready select [Terminal Management] > [desired Reseller] >
[Organization] > [Merchant] > [Import/Export Icon] > [Import Merchant].

Dashboard

9

@  Terminal Geolocation

Task
(3 Subscription List
88 App Approval

A= Developer Approval

B My Activity

Bl Terminal Management

sub-Reseller

Merchant Name

20/Page ~

Golnsight

Upd Action
& Export Merchant

Contact Name Terminals Created Time +

Active

MrMoto 1 2020-08-06 13:05 2021-03-30 1435
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After Import is selected, a pop-up window Import Merchant will display. Select [Import Icon] then locate
and select the [Merchant Import Template file] > [OK].

Import Merchant

Click below and upload the import file, maximum size is 2MEB.

| File Upload 3 TEMPLATE

@

MerchantlmportTemplate xlsx

When the file is successfully imported a pop-up message will display the number of successful imported
merchants and the successful imported merchants will display in the related Organization Merchant List.

19.3.5 SUCCESSFUL MERCHANT FILE IMPORT

1 merchant(s) created successfully

Reseller Detail  Terminal List Profile  Organization Golnsight

Merchant  Sub-Reseller dy E Y Q Bl

# Merchant Name Contact Name Terminals

Created Time < Updated Time Action
i MotoX Development Mr. Moto 0 2021-03-30 17:14 2021-03-30 17:14 Active
2 MotoX Racing Team Mr Moto 1 2020-08-06 13:05 2021-03-30 14:35 Active
20/ Page v 2 Records ¢ n >

19.3.6 UNSUCCESSFUL MERCHANT FILE IMPORT

If there are any unsuccessful line items in the import file, please resolve the failed field values and import
the file again until successful.
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19.4 Add, Edit, or Delete a Terminal

This feature includes instructions on how to add, edit or delete a terminal. The reseller and merchant
assigned to this terminal must be created before adding a terminal. The terminal profile must be created
before attempting to download from the PAXSTORE. It is possible to download a terminal without the
serial number or TID number but not without both numbers.

19.4.1 CREATE TERMINAL PROCESS

We have optimized the process of creating terminals. The terminal model is no longer mandatory when
the terminal is created. The administrator can set the terminal model when the terminal is activated. If
the PAXSTORE client is used to activate a terminal, it will automatically set the terminal model during
activation if the terminal model type is not already configured.

Create Terminal

Terminal 001

~  Please Select

1= [hooe]
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19.4.2 STEP 1. SELECT THE TERMINAL MANAGEMENT CATEGORY

To access: Select [Terminal Management] > [Reseller/Sub-Reseller/Merchant].

Note: To expand the category tree select the [Expand Icon] in the bottom left corner.

< I
&
: I
Terminal List  Profile  Organization

: I

g s : I
: I

Task
: I )

3 Subscription List =

83 App Approval : I
;I RRUIE ST

= Developer Approval > I
: I

Ny Aty | D Mowox ) | Terminal Statistics (&

I
&

anagement
. —

Terminal Management < 9w 16156 14162 s

e : tJ ¥
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19.4.3 STEP 2. SELECT THE TERMINAL LIST OPTION

Select: [Terminal List] to display terminals assigned to the selected Reseller or edit or add new terminals.

MotoX

Reseller Detail = Terminal List = Profile Organization  Golnsight

All| Inactive Active Disabled b = ¥ Q + TERMINAL
O Terminal Name Model Reseller Merchant {

Created Time + Status & Action

O P30S - _ PAX - SP30s MotoX MotoX Racing Team 2021-06-18 11:02 Unknown O
O as0 [ ] [ ] PAX - ABO MotoX MotoX Racing Team 2021-06-18 10:48 Offine(iw) &
O 60 [ ] I PAX - ABO MatoX MatoX Racing Team 2021-03-23 13:03 Offine(iw) @
20/ Page v 3 Records n >

19.4.4 STep 3. ADD A NEW TERMINAL

Select: [+ CREATE TERMINAL]. A new Create Terminal pop-up page will appear.

MotoX

Reseller Detail = Terminal List = Profile Organization  Golnsight

—
All| Inactive Active Disabled by = ¥ Q
O Terminal Name SN TID Model Reseller Merchant Created Time Status & Action
O P30S - _ PAX - SP30s MotoX MotoX Racing Team 2021-06-18 11:02 Unknown O
O Ag0 | ] ] PAX - ASO MotoX MotoX Racing Team 2021-06-18 10:48 Offlinew) &
O A60 ] [ ] PAX - A60 MotoX MotoX Racing Team 2021-03-23 13:03 Offlineaw) &
20/ Page v 3 Records n >

19.4.5 STep 4. ADD NEW TERMINAL INFORMATION

In the CREATE TERMINAL window, please complete all required fields and include the optional fields as
needed. When complete and ready to save select [OK] or select CANCEL to exit without saving. If any of

the required fields are incomplete a red text message will be displayed on the impacted field when [OK] is
selected. Edit these fields as needed until correct.
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Note: A terminal TID will be automatically created if the serial number is not entered during the terminal
setup. The terminal ID (TID) can be entered when configuring the terminal to register with the PAXSTORE.

The terminal setup fields include:

¢ Terminal Name - Create a name for the terminal.
e Quantity - Enter the number of terminals to be added.

e Activate Terminal Later - When selected, the terminal can be activated at a later
date.

¢ Activate Terminal Immediately - When selected, and the terminal will be
activated immediately.

e Serial No. - Enter the 1st sequential serial number.

¢ End Serial No. - Will automatically be incremented based upon the quantity
value entered. This field is only displayed if the Quantity field value is two or
more.

¢ Manufacture - Select the terminal manufacture from the drop-down menu.
¢ Model - Select the terminal model from the drop-down menu.
¢ Reseller - Will auto-populate or select from the drop-down menu.

¢ Merchant - Select the merchant the terminals will be assigned to from the drop-
down menu.

¢ TID - Enter the PAX terminal ID. This TID is not the processor terminal ID.

¢ Location - Optional field to enter the location of where the terminal will be used.
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To access, select [Terminal Management] > [Reseller or Sub-Reseller or Merchant] > [Terminal List] > [+
TERMINAL] > Create Terminal.

Create Terminal

Quantity
Terminal Name * 1 #
Activate Termina
Later Immediately
Manufacturer Model
Please Select ~ * Please Select v *
Reseller Merchant

=* Search the Merchant here =

SN

TID

Location
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19.4.6 STEP 5. TERMINAL LIST

After creating the terminal profile and selecting [OK], the new terminal information is displayed in the
Terminal List column.

MotoX

Reseller Detail  Terminal List Profile  Organization Golnsight

|E3| Terminal Name

SN TID Model Reseller Merchant Created Time . Status & Action
D ABD _ _ PAX - A20 MotoX MotoX Racing Team 2021-07-13 11:47 Unknown J
0O $P303 _ _ P - 5P30s MatoX MotoX Racing Team 2021-06-18 11:02 Unknown
D A0 _ _ PAX - AGD MotoX MotoX Racing Team 2021-03-23 13:03 fi ]

20/Page «

19.5 Delete, Activate, Disable, or Export Terminal Details

To view, move, add to a group, activate, delete, or disable a terminal profile, select the box next to the
terminal(s) to be impacted and select the option.

MotoX

Reseller Detail Terminal List Profile Organization Golnsight
All active  Active d dh = ¥ Q ESGUILTE
|:\ Terminal Name SN TID Model Reseller Merchant Created Time - Status & Action
O As0 - - PAX - ABD MoteX MotoX Racing Team 2021-07-15 11:47 Unknown
O P30S - - PAX - SP30s MatoX MotoX Racing Team 2021-06-18 11:02 Unknown
460 - - PAX - ABD MoteX MotoX Racing Team 2021-03-23 13:02 : 20) G
20/Page ~ 3Reco n

1 MOVE
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Selecting the Export option will download an excel spreadsheet with the terminal detail information.

1 w s
A B C 3] E F G H
: Export Terminals
3 : - |
3| AR | LEARCOLS et AT =E L Teat et 4 Lang 1 ALSm
4

19.5.1 TERMINAL BATCH IMPORT

A feature for Marketplace Owners and Resellers to move, disable, and delete multiple terminals by
importing files.

Previously, if a user has a batch of terminals that needs to be managed, they have to find the terminals
one by one, which is very inefficient. Now the user can import a list of terminals, which is more
convenient. The steps are as follows (taking 'Disable Terminal' as an example).

Select: [Import/Export icon] in the terminal list tab.

v
Terminal Number: 1221/100000
v
Reseller Detail Terminal List Profile Organization Golnsight
v
¥ Al In: Active D = V¥ SN~ o8 + TERMINAL
v =
4+ Import Terminal
v [J TerminalName SN % impoiiVartable Bl Reseller  Merchant Created Time .  Status&#
v
Ia (] % Export Terminal 2022.05-1111:10 Unknox
v
4 Export variable
O = ] 2022-051023:42 Unknox
e —_—
4 Move Terminal
O 202205100817 offine(
v -
4 Disable Terminal
2 (] = 20220509 15:56 Unknot
4+ Delete Terminal
¥ O 20220509 11:42 Unknoh
kit (] 20220509 11:18 Unknoy
v
O 20220427 15:10 Unkno
O 2022.04-27 09:29 Unknos
v
— 2097 01 921156
g u Selected 1OVE ADD TO GROUP ACTIVATE DELETE DISABLE
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Select: [Disable Terminal] menu to upload the file containing the terminals which are to be disabled. To
download the Disable Terminal Template select the [TERMINAL TEMPLATE] option.

Select [OK] to save.

Batch Disable Terminal
Please select a file to import. The imported file supports up to 5SMB and 5000 records.

| File Upload # 4 TERMINAL TEMPLATE

Choose Terminal File

Sample File

Disable Terminals

1 |
Serial No TID ‘
460063 08 1E48

2

3

4 850 1158 AADILVER
5 31058 8501
6 IZADFM 11200 100
7 1150536 i 110000536
8

Q
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If there are validation errors, the user will need to correct these and upload again.

Bt Dby Terfeindd

e L e R e R e -an

| Filte wipenied & T L

(L

| el oy iy i

—

If there are no validation errors, all terminals provided on the import file will be successfully disabled. See
sample disabled terminal.

1 terminal(s) disabled successfully

Reseller Detail Terminal List Profile Organization Golnsight

D Terminal Name SN TID Model Reseller Merchant Created Time . Status & Action
D AS0 PAX - AS0 2022-05-1111:10 Unknown O
[J 460 Terminal PAX - A60 20220508 15:56 #

D S80 PAX - 880 2021-02-0116:16 Unknown \;I

20/Page = 3Records n
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19.5.2 TERMINAL SEARCH FILTER BY CREATED OR ACTIVATION TIME

A feature, for Marketplace Owners and Resellers, two search filters in the 'Terminal List'. Users can filter
terminals by created time or activation time in the terminal filter list.

Select: [Terminal Management] > [Terminal List] > [Filter Icon] > [Created Time] >

FILTER )
TEST RESELLER
DEBUG RELEASE | | UNKNOWN
Terminal Number: 1222/100000
Reseller Detail Terminal List Profile Organization Golnsight Network (All)
Wi-Fi 46 36
Active  Disabled iy = SN - 26 ETHERNET | | UNKNOWN
Model (All)}
[0 TeminalName SN TID Model  Reseller  Men
I:I -+ PLEASE SELECT
Reseller
SN =
o Q
O CREATED TIME ~
D Start Time
End Time
0 selected JOVE ADD TO GROUP
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The CREATED TIME and ACTIVATION TIME will display. Select the [Desired Option] and then select the
[Start Time] and [End Time] options and set as needed.

FILTER 9
TEST RESELLER
DEBUG RELEASE UNKNOWN
Terminal Number: 1222/100000
Reseller Detail Terminal List Profile Organization Golnsight Network (Al
Wi-Fi 4G 3G
All Active Disabled dh = Y SN~ 26 ETHERNET | | UNKNOWN
Model (All)
|:| Terminal Mame Model Reseller  Men
|B O <+ PLEASE SELECT
Reseller
1=
SN ~
- Q
O ACTIVATION TIME
End Time
() selected VE
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19.5.3 TERMINAL QUICK SEARCH

For Marketplace Owners and Resellers a terminal 'Quick Search' field is available to help the user quickly
search for a terminal. Users can find the 'Quick Search' icon in the top right corner of any page. This 'Quick
Search' function only supports an exact matching of a serial number.

Hello user.name@email.com

Welcome MP Name

&

-
-
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When a matching record is found, it will jump to the 'Terminal Details' page.

< Terminal Details

A60

Reseller: MotoX ~ Merchant: MotoX Racing Team ' SN:1 0 Madel Name: ASO

Basic Information  App & Firmware ~ Setting  Parameter Variables  AirViewer ~ Golnsight

| Dashboard | Technical Details

Terminal Monitor Location 200mM @ C o |

-

Y g Falokp & Mode! A60
8.00% 61%

s PN AGO-0AW-RD5-01EA

: spongres™ 3 b
cPU Battery 2 i Android Version 6.0

il
12868/ 58868 < 2 4
§) Scroe & Fort ot Or I

2 Lubbon, i 720px * 1280px
Language English

OperationLog  Replacementlog  Download App Log

19.5.4 TERMINAL FILTER REPORT

In the Terminal Filter report on the Terminal List page, three-terminal filters were removed; Installed App,
Push Status and Out of Geo-Fence.

Terminal Management Qv + Reseller Detail e & ;-@
Terminal Geolocation
e FILTER 5 ¥
R—
Reseller Detail  Terminal List Profile ~ Organization e | P | p—
(3 Subscrption List E——
Al Active  Disabled
DEBUG RELEASE | = UNKNOWN
98 App Approval
O TerminalName N ™ Model Reseller Merchant Created Time
Network (A1)
2= Developer Approval
O Chitest 5566 PAX-AS30 221052113 | [y - =
My Activil
(g L0 B Terminal 200 PAX-AT6 2021031820 % | |Eraswer | [onsiown
(] Terminai 200 Pax-As 2021031820
Mansgement Model (A1)
O remnazo PaX- At wor0e1820
Bl Terminal Management
o Terminai 200 PAX- At 2021031820
[ Group Management O temnaizen Pax-Ats 2021031820
+ PLEASE SELECT
B Pl Temphites O temmazo Pax- At w21021820
2 Reseller
] Terminai 200 Pax-AS 2021031820
Firmware Management v/ =
O Temmazn PAX-ATS 1031820
System (] Terminal 200 PAX-AT6 2021031820 D Q
= O  temnazo Pax- At 2021031820
O Temmazn PAX- At 221031820
B Service Center
] Terminai 200 Pax-AS 2021031820
User Man:
R ' UsEhatgind: O Temiaizeo Pax-acs 2021031820
A Role Management =
s 0 selected MoVE DD T0 GRAU .
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19.5.5 STEP 1. TERMINAL DETAILS

To review and edit terminal details, select the [terminal].

MotoX

Reseller Detail Terminal List Profile  Organization Golnsight

O Terminal Name SN TID Model Reseller Merchant Created Time - Status & Action
O 280 - - PAX - ABD MotoX MotoX Racing Team 2021-07-15 11:47 Unknown &
D 30 - - PAX - 5P30s MotoX MotoX Racing Team 2021-08-18 11:02 Unknown CJ
260 - - PAY - ABD MotoX MotoX Racing Team 2021-03-23 13:03

20/ Page - ord: n

19.5.6 STEP 2. BAsIC TERMINAL INFORMATION TAB

After selecting the terminal name, the basic information will display by default. If the terminal has synced
up with the PAXSTORE, then the terminal information will be displayed. If the terminal has not synced up
with the PAXSTORE, then the terminal information will not be displayed.

Top Banner Section Fields and Features Displayed:

e Terminal Name

e Serial Number

e Terminal ID (TID)

e Reseller Name

e Merchant Name

e Location

e Terminal Status

¢ More Options Icon (Edit, Enable, Disable)

e Basic Information Tab
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e App & Firmware Tab

e Settings Tab

Dashboard Section

e Terminal Monitor (CPU, RAM, Storage)

History Section

e List of Operator activity with the terminal

Bottom of Page Section

e Items/page and page number

Technical Details Section

e SN (Terminal Serial Number)
e Model

e Android Version

e |MEI

e Screen Resolution

e language

GPS Location Section

¢ Displays GPS map location of the terminal. The terminal must be powered on for
GPS information to display.

Top Portion of the Terminal Basic Screen

A60

Reseller: MotoX ~ Merchant: MotoX Racing Team ~ SN:

Active

Basic Information ~ App & Firmware  Setting  Parameter Variables  AirViewer  Golnsight

Dashboard | Technical Details

Terminal Monitor Location wom @ || g _

67.00. 56.@ NA

PN AG0-0AW-RD5-01EA
cpu RAM Battery — Andrcsd Version 60
Storage NA/NA oo " \ ! — ol Mel I

B g I :

3 bt e %, Leaniet | Map cats © Opensiueetivizp commutors
Screer Resaltion 720px * 1280px
perationLog  ReplacementLog  Download App Log Language Enaiicti
20202021 2019 Earlier i I
Time Zone GMT -04:00

Request Terminal operation Terminal 20
B s tome: cifton.culer@paxus + 1P:107.18413531 | Resource sk v1terminals/ 100 on

import TErrmrnai 2021-03-23 13:03

B e Nome. it
5/Page v 2Records |

2021-03-23 13:03

Location California
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Bottom Portion of the Terminal Basic Screen

Operation log  Replacement tlog  Download App Log Language English

GMT -04:00

2021-03-23 12:03

ctivation Time 2021-03-23 13:.03

California

| Group List

19.5.7 STEP 3. APP & FIRMWARE TAB

The APP & Firmware Tab provides information regarding installed firmware, firmware version,
applications, source of applications, third-party applications, system applications, cellular data, push
application, push firmware, push application, and firmware configuration. There is also a manual sync
icon button and an additional sort option for the installed applications.

Top Banner Section Fields and Features Displayed:

e Terminal Name

e Serial Number

e Terminal ID (TID)

e Reseller Name

¢ Merchant Name

® Location

e Terminal Status

e Options Icon (Edit, Enable, Disable)
e Basic Information Tab
e App & Firmware Tab
e Settings Tab

Installed Firmware Section

¢ Displays installed firmware name and version information currently installed in
the terminal.
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Application and Firmware Add and Push Section

Push App—when configured, it will push selected applications and parameters to
the terminal.

Push Firmware—when configured, it will push firmware to the terminal.

Installed Apps Section

This section is a report of the installed applications with various sort options.

Sort Options:

ALL

APP STORE

THIRD-PARTY

SYSTEM APP

ONLY CELLULAR DATA (how much cellular data usage)

Additional Sort Options with the SORT tool:

Sort by App Name

Sort by App Source

Sort by App Size

Sort by Install Date

Sort by This Month Data
Sort by Today Data

Matrix Titles:

#

APP

SOURCE

SIZE

INSTALLED TIME
THIS MONTH DATA
TODAY DATA ACTION
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The App and Firmware Tab

ing Team

Basic Information | / Setting Parameter Variables  AirViewer  Golnsight

N, PAXSTORE

| Installed Firmware

A60_PayDroid_6.0_Leo V07.1.00_20180703

| Installed Apps

All AppStore  Third Party  System App

# App size Today Data / This Month Data
1 .. BroadPOS Manager (v1.00.02E20191206) 3.72MB -+
2 . AirViewer 23.0) 7.05MB -
3 PlainKeylnject (¥1.0002 20131026) 2.04M8 -+
4 W | PAXSTORE (74.1_amaptest} 7.87MB -4
3 . Omaha (V1.04.12E 20201025) 14.24M8 -+
6 "; POSDKDemo (v1.00.06_20191121) 4.16M8 o
r £ Launcher3 (5.0-engrelease 20180703.114404) 4618 -+
4 ﬂ NeptuneService (V2.04.00_20180329) 4.28M8 e

9 B System (1.0) - -+

PushApp  PushFirmware  PushRKI

+ PUSHAPP

.. BroadPOS Manager (v10002E [Bending

i L R AR Type: Standard App

Source Install Time 5 Type & Action
Operation History Q v

App Store 2021-03-11 10:52 8

App Store 2021-03-02 1127 8

App Store 2021-03-02 11:11 B

System App 2020-12-15 19:10

Third Party 2020-12-01 10:32 a

App Store 2020-02-14 0202 8

System App 2018-07-0221:39 Launcher

System App 2018-07-0221:35

System App

19.5.8 STEP 4. PUSH APPLICATION

Pushing an application means a feature within the PAXSTORE to support adding an application into the
terminal profile to be pushed to the designated terminal or terminals. Selecting the + PUSH APP option

sets up the PAXSTORE to push an application.

A0

Reseller: MotoX  Merchant: MotoX Racing Team / SN: ID: Model Name: A50

Basic Information | App & Firmware | Setting  Parameter Variables  AinViiewer  Golnsight

A
| Installed Firmware PushApp  Push Firmware Push RKI
L =
A60_PayDroid_6.0_Leo_V07.1.00_20180703
—‘ -+ PuSH APP
| Installed Apps .. BroadPOS Manager Pending
Al AppsStore  Third Party  System App Only Cellular Data 1=
Operation History Q v
% BroadPOS Manager ; 3728 App Store 2021-03-11 10552
" - "
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19.6 Terminal Application Download with aTID

The PAXSTORE is a cloud-based management platform for terminal and application management. The
main functions include application edit, developer edit, terminal maintenance, parameter configuration,
application & parameter push, firmware maintenance, firmware push, and reports of terminals. The
Administrator can maintain the manufacturer, model, reseller, and merchant reports of terminals and
implement terminal group management on this platform.

The administrator can push applications, parameters, and firmware to a specific terminal or one terminal
group through the terminal management system. They can also view reporting of a particular terminal,
installed application list, installed firmware, and terminal hardware status.

19.7 Download Instructions for the Terminal

This document assumes the PAXSTORE is currently configured for a reseller, includes terminal
manufacture and terminal model information and this instruction is to add a new merchant and terminal
for a download. Please note that only the reseller information, reseller-supported merchants, terminals,
and applications are available within the reseller’s store.

19.7.1 STEP 1. ADD NEW TERMINAL

To set up a terminal for download, the terminal information must be added to the PAXSTORE. To add a
new terminal, please log into the PAXSTORE. Note that only an Administrator-level can add terminals.

=i

Welcome to Account

2 IS
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19.7.2 STEP 2. SELECT ADMINISTRATOR CENTER

Once logged into the PAXSTORE. select [Administrator Center] on the upper right-hand corner area of the
page.

) DeveloperCenter  Administrator Center

AppTypev  BusinessCategoryv  Charge Typev (_Ranking ) Q

o= SwipeSimple Experience the IM20

Sleek. Modern.
Profitable.

|

POWER P WITHTHEAGO

| Featured

19.7.3 STEP 3. SELECT TERMINAL MANAGEMENT CATEGORY

From the category tree on the left side of the page, select the [Terminal Management] category.

TEST RESELLER

ashboard Reseller Detail Terminal List Profile  Organization  Golnsight

@  Terminal Geolocation
Login Nam .
L] (908) 340 7659

> Subscription List e reated Time
Lo 2017-10-11 0333

83 App Approval Updated Time
2018-10-0401:38
= Developer Approval

My Activity Terminal Statistics ¢

e CITTR) -

nagement

LN DG s BN Bl (BN B (REN RCH (BEN B IR Rl (e

[ Group Management

v4.0 | 161



PAXSTORE N.A. Reseller User Guideer Guide

N, PAXSTORE

19.7.4 STEP 4. SELECT A RESELLER ACCOUNT

Next, from the Marketplace category tree on the left side of the page select the [Reseller] account to use
the terminal.

TEST RESELLER

Dashboard Reseller Detail Terminal List Profile  Organization  Golnsight

Terminal Geolocation

& v
2 Login Name m Phone No.
- I (908) 340 7659
& i i
3 Subscription List -
& v USA
App Approval & v Jpdated Tim
= 2018-10-0401:38
= Developer Approval uf I
3 v
My Activity 5 | Terminal Statistics ¢
v
v
B Terminal Management 999+ 14158 16144 “am
3 v Active : Onii
@ Group Management v
Push Templates 16144 12 2 5 160 13999
3 Active actve  Diabled Onine  Office  Unknown
Store Client
v
Sub-Reseller Terminal Top 10 c Merchant Terminal Top 10 c
v
* Reseller Name Teaminal * Merchant Name Terminal
v
Scholastic Book Fairs 2987 Scholastic Book Fairs 12987
BBA Solutions 540 TestMerchant HZ 0

19.7.5 STEP 5. SELECT + CREATE

To create a new terminal account, select [Terminal List] > [+ TERMINAL].

MotoX

[ Dashboard

Reseller Detail | Terminal List | Profile  Organization Golnsight

Terminal Geolocation

Al Inaclive Active Disabled i =
[J  Terminal Name SN TID Model Reseller Merchant Created Time + Status & Action
FEaplonfEt O I e PAX- A50 Motox MoteX Racing Team 2021-07-15 1147 Unknown I
sop o O oo - BN T —
5] My Activity 20/Page v | 3 Records <H >

Terminal Management
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19.7.6 STEP 6. SELECT OK TO SAVE

The terminal setup page includes the following fields: Terminal Name, Quantity, Activate Terminal,
Manufacture, Model, Reseller, Merchant, SN, END SN, Location, CANCEL, and OK. Required fields must be
completed. Then select [OK] to save or CANCEL to exit without saving.

Create Terminal

Quantity
Terminal Name * 2 ®
Activate Terminal
Later Immediately
Manufacturer Model
Please Select ~ % Please Select v %
Reseller Merchant

=% Search the Merchant here =
SN End SN

Location
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19.7.7 STEP 7. NEW TERMINAL LISTED

After submitting the terminal information, the new terminal will appear in the terminal list.

MotoX

Reseller Detail Terminal List  Profile  Organization Golnsight

All | Inactive Active Disabled A= Ao Gl + TERMINAL
O Terminal Name SN TID Model Reseller Merchant Created Time < Status & Action
O A0 PAX - ABD MotoX MatoX Racing Team 2021-07-15 11:47 Unknown [
O SP30S PAX - 5P30s MotoX MotoX Racing Team 2021-06-18 11:02 Unknown O3
||:| A60 PAX - ABD MotoX MotoX Racing Team 2021-03-23 13:03 Offline(20) B
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19.7.8 STEP 8. ACTIVATE A TERMINAL

Activating a terminal profile will enable the terminal to access the PAXSTORE with the PAXSTORE Client
application and register the terminal. Select the box next to the terminal information and then select the
Activate button on the bottom right side of the page. Until the terminal is activated and registered, the
terminal will display an error message on each attempt to register with the PAXSTORE. The error message
displayed on the terminal is “Login failed, terminal (SN:nnnnnnnnn) not registered” and the merchant will
have to contact customer support to resolve the issue.

MotoX
TEST RESELLER

Reseller Detail Terminal List Profile Organization Golnsight

All Inactive Active Disabled b = ¥ Q
O Terminal Name SN TID Model Reseller Merchant Created Time - Status & Action
O Ag0 PAX - A8D MotoX MotoX Racing Team 2021-07-15 11:47 Unknown 3
D SP30S PAX - SP30s MotoX MotoX Racing Team 2021-06-18 11:02 Unknown CJ

AG0 PAX - AGO MotoX MotoX Racing Team 2021-03-23 13:03 Disabled
20/ Page v 3 Records ﬂ

1 Selectad MOVE ADD TC GROUP ACTIVATE

19.7.9 STEP 9. TERMINAL READY TO REGISTER

Now the terminal is ready to register the PAXSTORE Client with the PAXSTORE. Once the terminal is
successfully registered, the PAXSTORE Client will display on the terminal the available applications in the
PAXSTORE. During terminal registration, the terminal will include the terminal serial number and terminal
details to the PAXSTORE. After successful registration, the merchant can manually select an application
from the terminal and manually initiate the download from the terminal.

In addition, the terminal profile can be configured for an application or firmware to be pushed to the
terminal from the PAXSTORE side.
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19.7.10 STEP 10. SETUP APPLICATION OR FIRMWARE

To set up an application or firmware to be automatically pushed to the terminal, select [Terminal
Management] > [Terminal List] > [Terminal] > [App & Firmware] > [+PUSH APP].

toX Racing Team S\

Dashboard Basic Information | A are | Setting Parameter Variables  AirViewer  Golnsight

Terminal Geolocation

| Installed Firmware PushApp  Push Firmware Push RKI

=+ PUSH APP. |

A60_PayDroid_6.0_Leo_V07.1.00_20180703

3 Subscription List

| Installed Apps %L BroadPOS Manager (vi0002e [Rerdng
App Approval B 101200
Al AppStore Third Party  System App Only Cellular Data 1= Type: Standiard App.
= Developer Approval h
* App size Today ata / This Month Data Source Install Time. 3 Type & Action
My Actiity Operation History Q v
% BroadPOS Manager (V1.00.02E20191206) BTNE: I App Store 2021-03-1110:52
@ rrviover 030 705M8 App store 2021-03-02 11227
Terminal Management
PlainKeylnject (v1.00.03 2018102 204m8 - App Store 2021-03-02 11:11

v4.0 | 166



PAXSTORE N.A. Reseller User Guideer Guide \~ PAXSTORE

19.7.11 STEP 11. SELECT AN APPLICATION

To setup an application to be pushed to the terminal select an [Application] from the Add Push
Application list and then select [OK].

Add Push App
App | Push Templates Q, Search
App Name Version Size Type Developer Updated Time

O @ shiu V1.01.058 20210121~ 159 MB  Parameter App ::T’_‘;ﬁ;;‘:; 2021-01-20 18:43

AirViewer 230 ¥  71MB Standard App  super 2021-04-26 03:01

0O & 7ams 1416/1.0.0.2020081.. v g70MB Standard App  RyanZou  2020-09-08 05:08

O . PAYUI 1.00.00_20200106 v ;4 Standard App  stanly 2020-06-10 10:37

O m PlainKeylnject V1.00.03 20181026 v 550  Standard App zag’;Tl;':‘“"' 2020-04-30 04:53

O = Efftc”eparamsam LEL ¥ 17MB  Parameter App E,':;TEC""D 2020-01-10 0%:16

[0 @~ BroadeOs Manager ¥1-00-02E20191206 v 57 p  Standard App z;ﬂ:?ml 2019-12-09 0810

O @~ temlink V1.00.09 20191128~ g.MB  Parameter App i:ﬁ‘;;t;g; 2019-11-27 16:35

[0 @ broadeospape V1000920191128~ o555 parameter App i:ﬁ‘;;t;g; 2019-11-27 16:36

10/Page v 26 Records B: >
CANCEL “
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19.7.12 STEP 12. SELECT EFFECTIVE TIME
In the Push Time menu, select the [EFFECTIVE TIME] calendar option.

7~ Create Task Active Task 737\ Effective 7\ Completed
() [ 3) [ 4)
"/ 20210719 22:30 . .

N A '\_ _/'
dlifton.euler@pax.us

Push Content

&, BroadPOS Manager
. Updated Time: 2019-12-00 08:10

Push Configuration

Wi-Fi Only

Download over Wi-Fi or Cable network only, don't allow to download over the cellular network

=

Force Update

=

Whether to force the app to update

Push Immediately

=

Do you need to push right away?

TIME ZONE: (GMT-07:00) Pacific Time - Los Angeles

EFFECTIVE TIME:  2021-07-19 22:38

EXPIRED DATE:

a o e

ACTIVATE
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19.7.13 STEP 13. SELECT DATE AND TIME

Select the date and time using the calendar, then [OK] to save or select the [NOW] option.

N, PAXSTORE

If;\l Create Task Active Task y ;\-.‘ Effective I.""I‘.‘ Completed
\_A 202107192230 - b4
difton.euler@pax.us
Push Content
4 2021 7 »
. BroadPOSIMal
— Updated Tire: &
Su Mo Tu We Th Fr Sa
27 28 29 30 1 2 3 Push Configuration
4 5 6 7 8 9 10
Wi-Fi Only
Download over Wi-Fi §r Ca 11 12 13 14 15 16 17 B detwark
18 24
Force Update oA 2 A
Whether to force the §pp & 25 T 30 31

26 2 8 29
Push Immediately

22 ~ (Hour |42 v [Min
Do you need to push fight
o |

202407 40 33,47

TIME ZONE:

EFFECTIVE TIME-

EXPIRED DATE:

CICIR®

o @ @

ACTIVATE

v4.0 | 169



PAXSTORE N.A. Reseller User Guideer Guide

19.7.14 STEP 14. TO ACTIVATE SCHEDULED DOWNLOAD PUSH

N, PAXSTORE

To activate the scheduled download push, in the Application Package/Push Time section, select

[ACTIVATE].

BroadPOS Manager '\; Create Task ° Active Task 7 o\ Effective 72\ Completed
(v (3) [ 4)
N/ 2021-07-1922:30 w7 -
clifton.eufer@pax.us
App Detail
Package Name
Online Com.pax.us.pay.. Push Content
Version Developer o
V1.00.02620191206  Pax Technology Inc. B OO mo=lt
Updated Timi
Mode! 0s
A30 ~ Android
Push Configuration
Size Type
37 MB Standard App —
Updated Time Down —— »
2019-12-09 08:10
Force Update »
Push Immediately a
TIME ZONE: (GMT-07:00) Pacific Time - Los Angeles S
EXPIRED DATE: ™
19.7.15 STEP 15. PUSH DETAIL SCREEN
To view the push application status, see the Push Detail screen.
BroadPOS Manager \’f\;\. Create Task ./;\; Active Effective 4 ) Completed
N_/ 202107192225 N/ 2021-07-10 22:25 2021-07-19 22:25 A
clifton.euler@pax.us difton.culer@paxus
App Detail
Status Package Name
Online com.pax.us.pay.. Push Details
Wi-Fi O No
V1.00.02E20191206 Pax Technology Inc.
Your push ta

Mode os
A30 - Android
Size Type
37 MB Standard App Do

Updated Time

2019-12-09 08:10

000 205 -

[5 BROADPOS MANAGER

PUSH TASK

PUSH TERMINAL
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19.7.16 STEP 16. VIEW TERMINAL DETAILS

To view terminal details such as installed applications and pushed application status select [Terminal
Management] > [Reseller] > optional [Sub-Reseller/Merchant] > [Terminal List] > select desired
[Terminal].

TEST RESELLER
Terminal Number: 14151,

Monitoring 100000

Dashboard Reseller Detail | Terminal List | Profile  Organization Golnsight

Alll Inactive Active Disabled & = v Q [EREVIA
D Terminal Name SN TID Model Reseller Merchant Created Time Status & Action

Jack A920 _- PAX- A%20 I 2021-03-15 1202 Offiine(2w) &

sesvszos [ D - .. N T o0 o Otnei @
o |

Terminal Geolocation

3 Subscription List

App Approval

= Developer Approval

] My Activity

g0 O 0O

Terminal Management

O O 0O
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19.7.17 STEP 17. VIEW TERMINAL TYPE, BRAND, SERIAL NUMBER, ETC.

Scroll on the Terminal Detail page to view the terminal details, such as terminal type, brand, model, serial
number, installed applications, pushed application, terminal status, and more.

A60

Reseller: Mes

Basic Information | App & Firmware Setting Parameter Variables  AirViewer  Golnsight .\
(%

| Dashboard

Terminal Menitor Location

E University Dr 5 1
2,00 £9.69« NA JerraAntiqua | 5 : §
partments = 2 i i g AB0-0AW-RDS-DTEA
i €s0se s
23 - g
CPU RAM Battery e g { 9 a Android Version 6.0
L Molintair GLENROSE ' .+
B View Funeral SHADOWS  Juanita Mobile 2 o _
B Storage NA/NA Home,AndE & akion st HomePark =) — | IMEI
sgh Pizza Hallan CEMEIEVIN | et Vo Le3tet | Map data © Opensteetiuggifoptrbstors.
Screen Resolution 720px * 1280px
Operation Log  Replacementlog  Download App Log e English
20202021 2019 Earlier L I
Time Zone GMT -04:00
Import Terminal 2021/03/23 17:03:52
a flon.culer@paxus / IP:70.17212191 / Resource Urk vi/terminalsfimport
MAC Address

& I
z

> Resel

5/Page v  1Records Chrtcat
Created Time 2021-03-23 17:03
Activation Time 2021-03-23 17:03

PED Key Status
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19.8 Terminal Parameters

The PAXSTORE supports the ability to include a separate parameter file with the application download.
The parameter file is created, maintained, and assembled per the developer to support their application.
Below is a sample image of the parameters.

Edit Parameter

INDUSTRY EDC RECEIPT TIP MISC TRANSIT

COMMUNICATION CARD TYPE BIN FILE EMV

STORE AND FORWARD v
FAST PAYMENT SERVICE v
INDUSTRY FEATURES v
HOST FEATURES i

i g
WVE AS TEMPLAT
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19.9 Import Variable Terminal ID

The Import Variable option previously required the serial number to import variables to terminals. Now it
is possible to import variables to a terminal as long as the TID is provided. The serial number has higher
priority, and the TID is only used when the serial number is not available.

Note: The TID is the PAX terminal ID number and not the processor TID.

The Status field supports adding “D” to ignore the line item during import.

A A | B | C D E | F G
. Terminal Variables
3 SN123456789 app.packagename RESELLER NAME TEST RESELLER | This variable is only used in the specified app of the termina
4 SN123456789 | | | | USER_NAME | ciifon euler@paxus | This variable is used in all apps of this terminal I
L
5

19.10 Parameter Files Comparison

A Marketplace Owner and Reseller feature to compare parameter push histories. Previously users could
not compare the parameter differences in the parameter applications two push histories. Now users can
select two push histories in the ‘Operation History’ section and compare the parameter differences.

Note: The comparisons only show the differences. Passwords will not be compared.
Please see the steps below:

Step 1: Select: [Terminal Management] > desired [Reseller] > desired [Terminal] > [App & Firmware] >
[Push App] > Operation History > [Compare icon].

A60

Model Name: A60

Basic Information App & Firmware Setting Parameter variables Airviewer Golnsight
s

| Installed Firmware )
Push App Push Firmware Push RKI

= b
|

A60_PayDroid_6.0_Leo_V07.1.00_20180703

| Installed Apps

B Al Appstore Third Party System App Only Cellular Data =

%_  BroadPOS Omaha

(V1.0 14)

e Size Today Data / This Month Data  Source Install Time . Type & Action
1 @ Chrome(74.0.3729.157 45.4MB -+ App Store 202108191312 =] r——

: i & Third Party 202108191310 & Type: Standard App

’ s - i 202 08T R h2 ] ~_ BroadPOS Manager

i e + App Store 202108021327 & b ! "

’ ARIBTOZG)  ZOMME # App Store 202103021311 &

& Wy PAXSTORE(E10) 9.18MB ¥ S . Operation History o ja v
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Step 2: Select two push histories for comparison.

Select Parameter File to Compare

N, PAXSTORE

Q

Parameter Template

Source

App Push Time

POM

sys_cap_for_PAXSTORE_SDK_DEMO-2xmi

Terminal

wavasiea |

POM

TransiT_Restaurant zip

Terminal

202109141626

POM

5y5.Cap_for_PAXSTORE_SDK_DEMO-2xmi

Terminal

202108141623 |

POM

5y5.Cap_for_PAXSTORE_SDK_DEMO-2mI

5/Page v 4Records

Step 3: View the differences between the parameters.

Terminal

20210914 1621

CANCEL COMPARE

Comparison Results

| PID List

PID

sys.param_termid

sys.param.acginsCode

sys.param.merCode

5/ Page = 3Records

Tips: The comparison only shows the differs

Value in File (Before)

11001100

Acqlns0l

Merchant0l

Value in File (After)

22002200
Acqglns02

Merchant02

BACK
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N, PAXSTORE

19.10.1 TERMINAL INITIALIZATION

A Marketplace Owners and Reseller feature. When the user initializes the terminal, the platform will
automatically correct the model information set on the platform according to the actual model
information of the terminal. For details, please refer to the following example:

Example:

The user has registered a terminal, but it is not yet activated. Reseller: Mars Test, Merchant: Orange, SN: -
TID: 88888888, Model: A930.

Requirement: Client version is equal to or greater than 8.0.

A Alert
Test Demo

@ Terminal Geolocation Reseller: Mars_Test ~ Merchant Orange | SN:- / TID: 38388888 / Model Name: AS30

Basic nformation  App & Firmware  Setting  Parameter Variables  AirViewer

Dashboard

Task Dashboard | Technical Details

(3 subscription List Terminal Monitor

Location Cc
8BS App Approval Mode A930
NA NA N/
R Developer Approval ]
= o cPU RAM Battery Tesminal Locetion NotUpiosd
My Activity
B Storage NA
[ o
[ Terminal Management Voo
OperationLog  Replacementlog  Download AppLog  Push History
[ Group Management P
20202021 2019 Earlier
B Templates v
Update Terminal o
e O vonnamecn /v )
2021-09-30 10:47
System g o Terminal
(]
Baeen oy S/Page + 2rcos i

Test Demo Terminal
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N, PAXSTORE

The reseller provided a new terminal SN: 08******(Q7, Model: A920 and the initialization operation was
performed.

3 9o & B 9% 1550 ] 3 9 & 0 9% 1550
Terminal Initialization Terminal Initialization
TID 88888888 TID 88888888
Serial No.
Terminal Name Te***mo
Reseller Ma#*kgt
Merchant Or*ge
Created Time 2021-09-29 15:47
-
INITIALIZATION
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After the initialization is successful, the terminal model information was changed from A930 to A920 on
the ‘Terminal Details’ page.

@ Alert
Test Demo < ([ 99% @ Online (2021-09-30 10:50)
@ Terminal Geolocation Reseller: Mars _Test ~ Merchant Orange = SN: / TID: 88888888 / Model Name: A920
s Basic Information  App & Firmware  Setting  Parameter Variables  AirViewer
Task Dashboard | Technical Details
(3 subscription List Terminal Monitor Location ® C Mode Debug Mode
~
il ) [ ]
38.00% 73.06% 99%
A= Developer Approval \ T 520,
" . cPU RAM Battery
My Activity PN A920-2AW-RD5-11EA

+
B Storage 49468 _ Androkd Version
Management c—

Leaflet| Map data © OpenStreethap contributors

@ Terminal Management

Ope ReplacementLog  Download AppLog  Push History Screen Resalution 720px * 1280p

P Group Management
Langusp English

20202021 2019 Earlier

E Templates v .

Update Terminal

1} Firmware Management v o] Time Zone GMT-11:00

Create Terminal

g I 2RISR
i - - eated Time 2021-09-30 10:47
5/Page v 2Records 1] Activation Time 2021-09-30 10:50

PED Key Status
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19.10.2 TERMINAL INITIALIZATION ERROR MESSAGE

A Marketplace Owners and Reseller feature to display an error message “Terminal model mismatch”. This
occurs when an Android device TID is registered as a legacy device and the TID is manually entered into
the device.

Note: Only supported on Android devices.

TID TEST 8.2

Reseller: Case De Ammoyo Resller- Merchant: |@#5%*&*()_+={\;" ==/~ SN:- / TID: 6942718155492581 / Model Name: S80

Basic Information  Parameter Variables
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19.10.3 TERMINAL REPLACEMENT

A Marketplace Owners and Reseller feature that allows users to use different model terminals when
replacing terminals. Previously when replacing terminals, users could only use the same model terminals.
Now users can use other model terminals for replacement, the platform will automatically update the
related model info according to the upload information of the new terminal. For details, please refer to
the following example:

Example:

There is something wrong with the user's terminal (Reseller: Mars_Test, Merchant: Orange, SN:
08******07, TID: 110110110, Model: A920).

Requirement: Client version is equal to or greater than 8.0.

[ Alert
< W) 99% @ Online (20210930 10:50)
8 Terminal Geolocation / TID: 88888888 / Model Name: A920
Dashboard
Task | Dashboard | Technical Details
(3 subscription List Terminal Monitor Looation 2000M © C Mode Debug Mode
N
iy o I
38.00% | 13.06° ) 99%
AR5 Developer Approval \\/ tode A920
. cPu RAM Battery
My Activity : A920-2AW-RDS-11EA
B Storage 787.32M8 / 4948 - 511
Management R
Leaflet | Map data © OpenSireethap contrbutors —
& Terminal Management
OperationLog  ReplacementLog  Download AppLog  Push History Screen Resolution 720px * 1280px
¢ Group Management
English
2020-2021 2019 Earlier
i - |
Update Terminal )
@ rmecueene: - CNSINNS e | = s
reste Trminal |
0 vecamecs /v I
2021-09-30 10:47
i Bd a Activation Time 2021-09-30 1050
atus
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N, PAXSTORE

The reseller provided a new terminal, SN: 16******68 Model: A620, and performed the replacement
operation.

X i % =33% 10:33 L x L 4 =33% 10:33

¢ Terminal Replacement ¢ Terminal Replacement

Select Replacement Method TID 110110110
< SN ) \ TID
) . Serial No. 08 07
Serial No. 08 07 —
Terminal Name Ma*****gt
NEXT
Reseller Ma*****gt
Merchant Or**ge
Created Time 2021-09-16 11:17
Please confirm above information, and terminal
(SN:08 07) will not be allowed to login
again
C‘ : Not for COMMERCIAL -
REPLACEMENT
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N, PAXSTORE

After the replacement was successful, the terminal model information was changed from A920 to A620
on the ‘Terminal Details’ page.

8 Terminal Geolocation
Mars_test < [}32% B Online(2021-09-18 09:50)

Task Reseller: Mars_Test  Merchant Orange | SN: / TiD: / Model Name: A620

Basic Information  App & Firmware ~ Setting ~ Parameter Variables

(3 subscription List

oo ’
86 App Approval | Dashboard | Technical Details
A5 Developer Approval — St MO C os Debug Mode
My Activity ‘ E _
3.00% 65.43% 32% ‘
Management \ @ Mode A620
cpu RAM Battery
B Terminal Management PN A620-0AW-0DO-0TEE
Storage 11868 /59468 oo
& Group Management B o
Leaflet | Map data © OnenSireethap contrbutors —
B Push Templates v
OperationLog  Replacementlog  Download AppLog  Push History 720px * 1280px
{1 Firmware Management v
English
20202021 2019 Earlier
Bt L
Request Terminal operation Terminal
© oxoiseing C—— e || oo
s
g UseTemna |
user e | 2BENTT
B o Terminal S0otos e 1
PED
5/Page ~ afe n

19.10.4 SiMM OPERATOR DISPLAY

A feature for the Marketplace Owners and Resellers, which is a field called 'SIM Operator' located in the
"Technical Details' part of the 'Terminal Details' page. This displays the SIM card information. The device
must have an activated SIM installed in the device to display the SIM service provider information.

Select: [Terminal Management] > [Reseller] > [Terminal] > Technical Details > SIM Operator

| Erctrical putails
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19.10.5 PUK UPDATE

Ny PAXSTORE

A Marketplace Owners and Reseller feature to view the PUK push history. Users can view the detailed
push history by clicking on the ‘Push History’ menu on the right of 'PUK Certification Detail.'

< Terminal Details

2 Mars_Test
Mars
Monltoring Reseller: Mars | Merchant; Mars

i Dedica Basic Information ~ App & Firmware  Setting Parameter Variables

< @) 83% B Online (2

B et | Hardware List
- S N - amronsreas ™
: B e enavied 202109131628 ®
[3 subscription List =
s @ e enaviea 202105131628 ®
29
23 App Approval
= Avaitabi 202108131628
) s e L] 2017-11-09 00:00:00
A= Developer Approval s 9 Bluetooth Enabled 202109-1316:28 -
oate 2087-12:31 00:00:00
My Activity 6 & Gravity sensor Enabled 2021-09-1316:28 -
Ownes PAX.SZ
7@ Enabled 202108131628 -
[
s @ e 105131628 »
B Terminal Management
9 @ reomodE = 202108131628 share Mode itz
9 Group Management | Terminal Control
B Push Templates EA Terminal System Configuration @ Terminal Replacement
0 alow terminal replacement
T} Firmware Management v fPS - @
System 4 Brightness
Set up brightness forterminals =9 & TERMINAL LOGCAT
Volume eI G
Lo — e ML c

Push History

| Push List

PUK Name

Push Time Status

1 20201109105530_PUKBIn1 _SIG_demo_paxsign

202109151720 Success

5/Page v 1Reco
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19.10.6 CREATE TERMINAL REMARK FIELD

A Marketplace Owners and Reseller feature, a ‘Remark’ field in the ‘Create Terminal’ page. The Users can
now fill in custom content in this field.

Select: [Terminal Management] > desired [Reseller] > [Terminal List] > [+ TERMINAL].

Create Terminal

Terminal Name * 1 *
Later Immediately
Please Select - Please Select -

N = =

w
=

TID

Location

Remark
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N, PAXSTORE

19.10.7 MODEM INFORMATION DISPLAY

A Marketplace Owners and Reseller feature to display the modem package information on the terminal
detail page.

Select: [Terminal Management] > desired [Reseller] > desired [Terminal] > [App & Firmware] > Installed
Firmware > Modem package information.

¢ Terminal Details e EE 2 ]

MODE2
Reseller: PAX

Basic Information  App & Firmware ~ Setting  Parameter Variables  AirViewer

| Installed Firmware

PushApp  PushFimware  Push RKI
[7» A930_PayDroid_7.1.1.Virgo_V04.3.26_20210406

Task

[3 subscription List | nstalled Apps Operation History M a v

52 App Approval Al AppsStore Third Party System App Only Cellular Data  :=

R Developer Approval

App size Today Data / This Month Data Source Install Time Type & Action

My Activity 1
2
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19.10.8 TERMINAL LIST DEFAULT

N, PAXSTORE

An enhancement for the Marketplace Owner and Reseller is the Terminal List is now displayed by default

when the Terminal Management section is selected.

Select: [Terminal Management] > [Reseller] > view Terminal List.

Reseller Detail

Terminal List

Profile

[=] Dashboard

Alert

Organization

Golnsight

All jnactive  Active Disabled |1_|v, = ¥ SN~ [®8 - TERMINAL
2 Terminal Geo-Location
D Terminal Name SN TID Model Reseller  Merchant Created Time - Status & Action
O aso I B cococco voox [ 20207151147 Unknown C1
Subscription List [ spaos I B - sos votox [ :021-06-78 1102 Unknown £
A ey O e I N oo voox T ooxio2:0:02 Offline(2M)
20/ Page v 3Records n

1= Developer Approval

My Activity

B Terminal Management
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N, PAXSTORE

19.10.9 SEARCH OPTIMIZATION

The Terminal Search feature has been optimized for the Resellers. The terminal search feature defaults to
the terminal serial number, optional search tools include the terminal TID and terminal name. The
terminal search optimization is implemented in all terminal search locations in Terminal Management and
Group Management sections.

Select: [Terminal Management] > [Reseller] > [Terminal List] > [Search].

[ Dashboard

3 Alert
Al Inactive  Aclive Disabled |1_|'| = ¥YISN ~ Q

@ Terminal Geo-Location

Reseller Detail Terminal List Profile Organization Golnsight

Terminal Name SN TID Model Reseller  Merchant Created Time - Status & Action

O aso I B -ococc0 vorx [ 202107151147 Unknown
[3 subscription List [ sesos I B qocoseaos voox [ 20206181102 Unknawn 2
B9 App Approval O a0 I B -0 voox I 0203231303 Offline(2M)

A= Developer Approval 20/ Page ~ St n

My Activity

Terminal Management

Selecting the terminal search drop down arrow displays the terminal SN, TID, and Name search options.

Reseller Detail Terminal List Profile Organization Golnsight

Active Disabled dy = Y| sn | (o8 4 TERMINAL

TID

D Terminal Name SN TID Model Name Tercham Created Time Status & Action

O aso PAX - AS0 2021-07-1511:47 Unknown O3
D SP30S PAX - SP30s 2021-06-18 11:02 Unknown &3
D A6D PAX - ABD 2021-03-23 13:.02 Offline(2M) E
20 /Page - 3 Records n
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The terminal search by filter option also defaults to serial number.

Select: [Terminal Management] > [Reseller] > [Terminal List] > [Search Terminal Filter].

FILTER N} X

Status (All)

Reseller Detail Terminal List Profile Organization Golnsight

Online Offline Unknown

Running Mode (All)
All nactive Active Disabled |1_|'| = 1Y SN~
DEBUG RELEASE | | UNKNOWN
D Terminal Name SN TID Model Reseller Merchant | atwork (Al
O aeo PAX - ABD Wi-Fi 46 36
D SP305 PAX - SP30s 26 ETHERNET | | UNKNOWN
[ aeo PAX - A6D Model (Al

20 /Page = 3Records

+ PLEASE SELECT

Reseller

SN -
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Select the terminal serial number drop down arrow to display the search by terminal Serial Number, TID,

and Name options.

Reseller

TID

MName
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19.10.10 TERMINAL SEARCH BY SERIAL NUMBER

For Marketplace Owners and Resellers, The left and right matching will replace the existing fuzzy search.
For example, the SN “S1234567N”, will now search using ‘S123’ or ‘567N’, but not ‘12345’.

Select: [Terminal Management] > [Reseller] > [Terminal List] > [SN Search] > [nnnn] > [Search Icon].

z

Terminal Number: 1222/100000

Reseller Detail Terminal List Profile Organization Golnsight

All Inactive Active D

D Terminal Name TID Model Reseller Merchant Created Time - Status & Action
O 2020-03-31 21:02 oOffine2y) B
|B D 2020-01-11 15:39 Unknown 2
D 2020-01-11 1530 Unknown O
O 2019-08-09 03:52 Offine(2Y) (@
O 2019-07-21 17:19 offline(2y)
O 2019-06-28 12:05 Offline(1Y) &
O 2019-06-28 12:03
O 2019-05-23 20:44 Offline(2Y)
O 201905041523 Offine(10M) (@
O 2019.04-29 15:31 Offline(2y) @
O 2019-03-08 06:02 offiine(1Y) (D

[) selected MOVE ADD TO GROUF ACTIVATE DELETE DISABLE
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19.11 Terminal Geo-Fence

The Terminal Geo-Fence feature tracks the terminal location. The Terminal Geo-Fence can provide
location status reports to show any terminals outside of the designated geo-location zone.

To access the Geo-Fence parameters select [Terminal Management] > [Reseller/Merchant] > [Profile] >
see Terminal Control.

3 Subscription List Reseller Detail  Terminal List | Profile | Organization Golnsight

e < I =
& Developer Approval = I o th Ao il st o the et angazation and s an bt o overice thestings O Inherit @ Override

My Activity

| Reseller Signature

< I Resolle Signature -

8o

LA LS

| Terminal Control

,!'I

&
<

|a

(6 8 &

1®

Service Center

< I pomme - b (® ]

Geo-Fence Safety Radius(M)
Configure Geo-fence safety radiis for temminals T i, 60500 2000

User Management < I

Role Management

System
&
2]
pal
A

» I

19.11.1 GEO-FENCE

When the Geo-Fence parameter is enabled, the system will alert when the terminal is outside of the geo-
fence. It only works for the terminals to which the geo-fence is defined.

19.11.2 AuTO SET CENTER POINT

When the Auto Set Center Point parameter is enabled, it automatically sets the current terminal position
as the center point of the geo-fence.

19.11.3 GEO-FENCE SAFETY RADIUS

This parameter sets the Geo-Fence radius for the terminals. The center point of the geo-fence can be
configured on the terminal detail page. 2000-9999999 meters.
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N, PAXSTORE

19.11.4 GEO-LOCATION DATA UPLOAD

For Marketplace Owners and Resellers, the parameter enables or disables the terminal location report.
The Location Data Upload parameter is located in the 'Profile' section of the 'Reseller Detail' page.

Select: [Terminal Management] > [Reseller] > Terminal Control > [Location Data Upload] > [Enable].

Terminal Management Qv + Reseller Detail Q e & : G

—
&\ MotoX Action v | Terminal Control

B Terminal Management

B Group Management £ MotoX Development Terminal Replacement
Whether to allow terminal replacement O
f MotoX R&D
E: Templates
™ MotoX Racing Team Allow External App to Get Terminal Information p
® Store Client The 3rd party Apps can integrate the Android SDK to get the terminal information : 3
v
v F Notification bar J,
Whether to display the Store Client notification message on notification bar
v
{8 General Setting Location Data Upload(Geo-Location Provider: Skyhook)
v » ° @
Allow to report terminal location X N
& Service Center iV
Geo-fence
v The system will alert when terminal gets out of the geo-fence. It only works for the terminals .
R User Management which geo-fence defined -
A Role Management v Auto Set Center Point
v SAVE
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19.11.5 TERMINAL LOCATION

N, PAXSTORE

When “Location Data Upload” for terminals is disabled in the “Profile” page, previously, the last uploaded
Geolocation of a terminal was still displayed. Now, the location data of all terminals will be cleared and, a
message “Terminal Location Not Uploaded” will be displayed in the terminal location section of the

“Terminal Details” page.

Added a refresh feature in the terminal location dashboard. Users can use this to get the real-time
location of the terminal. When the User clicks on the refresh button, the current location data will be

cleared, and the new location of the terminal will be retrieved.

3¢ Pax Terminal Management Qv + Reseller Detail B8s 20 ®
a% PAXI
& Pax1 ~
PAX1
Monioskg Terminal Number: 12643/1000000
Dashboard Reseller Detail  Terminal List Profile  Organization ~ Golnsight
A At
Configure the Ancroid terminal settings forthe current organization and you can nherit o override the settings O inherit @) override
Terminal Geolocation
-
| Terminal Control
Terminal Replacement
Wnethr to alow terminl replacement »
3 SubscriptionList
Allow External App To Get Terminal Information )
- Notification Bar P
& DL Whethr o displa the Store Cllntnoticstion mesage on tfcatonbar »
= - =
WL Payment Control P
Payment eated hrdvar usage ontro »
Management
o Printer Control - App Whitelist @) =
: — Whetherto allow Priner control- App Wnitelst
Fl Terminal Management
Location Data Upload ®
& Group Management Alowto report terminallocation 2
B PushTemplates GeoFence
The system will alert when terminal gets outofthe geo-fence. tonly works fo the termiras which geo-er
Auto Set Center Point
Automaticay st the terminals curren position as th center point of the geo-fence f tne terminal s ot set
SAVE ¢

- < Terminal Details

a% PAXI

M50
Monitoring

Dashboard

Basic Information  App & Firmware ~ Setting ~Parameter Variables  Airviewer ~Golnsight

ol

| Dashboard
e
Terminal Monitor Location

1.00% NA 78%

Task
. cPu RAM Battery

3 Subscription List

App Approval B Storage 1.668,

= Developer Approval

My Activity OperationLog  ReplacementLog  Download AppLog  Push history

20202021 2019 Earlier
Management

2 Request Terminal operation Terminal

Bl Terminal Management o d P

User Name: ZhaolLong Administrator / IP:172.18.240.145 / Resource Url: v1/terminals/1417134162837566/operation
‘Group Management

= 2 Request Terminal operation Terminal

User Name: Zhaol.ong Administrator / IP:192.168.201.109 / Resource Urk v1/temminals/1417134162837566/operation

B PushTemplates

Create Terminal

@ Store Cli v u] 2
User Name: ZhaoLong Administrator / IP:192.168.201.109 / Resource Urk v1/terminals/batch
- 5/Page v 3Records

88s 20 ®

% [} 78% @@ Online (2021-07-03 01:37)

| Technical Details

2021/06/04 14:46:26
2021/06/01 14:56:54

2021/05/31 10:10:28

| Group List c
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19.11.6 WIi-FI OR ETHERNET ONLY FOR PUSH TASK

When enabled, this feature will only allow a Push Task to occur when the device is connected with a Wi-Fi
or Ethernet connection and does not allow the Push Task over the wireless cellular data connection.

When disabled, a Push Task can occur over a cellular data connection.

To access, select [Terminal Management] > [Reseller or Sub-Reseller or Merchant] > [Terminal List] >
[desired Device] > [+ PUSH APP] > [desired Application] > [Push Configuration] > [Wi-Fi Only] > [Enable]

> [ACTIVATE].
Push Content
#..| BroadPOS Omaha
— Updsted Time: 2019-11-14 01:38
{ VIEW PARAMETER DETAIL
Push Configuration
Wi-Fi Only

Download over Wi-Fi or Cable network only, don't allow to download over the cellular network

Force Update

Whether to force the app to update

Push Immediately

Do you need to push right away?

TIME ZONE: (GMT-07:00) Pacific Time - Los Angeles

EXPIRED DATE:

19.12 Wi-Fi Configuration

This feature allows configuration of the Reseller, Sub-Reseller, and Merchant location Wi-Fi configuration
settings. Each time the terminal PAXSTORE Client application contacts the PAXSTORE, the terminal is

updated with new or edited settings.

IMPORTANT NOTE: Be careful in the setup. The higher hierarchy has priority. If the reseller is enabled to

set the Wi-Fi configuration, it will overwrite all other lower Wi-Fi settings.
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In [Terminal Management] > [Reseller or Sub-Reseller or Merchant] > [Profile] > [Terminal System
Configuration] > [Wi-Fi] > [Wi-Fi icon] to open the configuration window.

S — Q Y 4 | ResellerDetsi B A i I ©
A% TESTRESELLER GeoTerce @
B
—— 2 Auto Set Center Point »
B
Dashboard
: I Geo-Fence Safty Radius(h)
8 Teminal Geclocton : I
: I inal s ion®
_— & Terminal System Configuration @
s
(3 Subscription List GPS
S I ®
58 App Approul : I
o
o = I i
:
2 _ b
My Activity <
B
: I il
s e
Management
: I
s
s Vs : I tangusg
s gl
Group Managerment : I
Hmpaticine Fone
: I
}  Push Templates @ ®
: I
2
i Terminal Setting Password
Store Client. - < 'a 0
© I
@ Ette Management & I
F .
* ——
:‘ + I Stote Client Configuration .
: I
s
-

The Wi-Fi Configuration pop-up window will display. Select [+ CONFIGURATION].

Wi-Fi Configuration

<+ CONFIGURATION

# Wi-Fi Account Wi-Fi Password Security Action

No data found

CLOSE

v4.0 | 195



PAXSTORE N.A. Reseller User Guideer Guide \~ PAXSTORE

A new Wi-Fi window will display. Enter the [SSID Name] > [Security Type] > [Wi-Fi Password] > [Wi-Fi
Password] > [OK] to save.

Wi-Fi

Wi-Fi Account

Enter the S5ID .
Secunty

WPA/WPAZ PSK ..
Wi-Fi Password .
Confirm Wi-Fi Password .
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19.12.1 Wi-Fi PASSWORD

In the Terminal Management Reseller Profile section, a Reseller feature, the Wi-Fi password increased the
length from 16 bytes to 63 bytes.

Select: [Terminal Management] > desired [Reseller] > [Profile] > Terminal System Configuration > Wi-Fi >
[Wi-Fi Icon].

You
Wi-Fi
Wi-Fi Account *
WPA/WPAZ PSK v %
Fi Pas

............................................................... "
............................................................... .
Prox

v %k
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19.13 Wi-Fi Proxy

N, PAXSTORE

A proxy setting in the Wi-Fi configuration. Previously the proxy had to be configured at the terminal
offline. Now Users can directly configure the proxy under the Wi-Fi configuration in the Profile settings.
There are two ways of configuring the proxy:

¢ Manual: The User needs to configure the proxy host and port manually.

¢ Proxy Auto-Config: The User only needs to configure the Pac URL, like https://
www.example.com/proxy.pac.

Mars_Test Terminal Management

U & Mars Test ~

[+ Subscription List & Mars
. o
83 App Approval Lo
= Apple
= Developer Approval
G2 e ™ orange

My Activity

Management

El  Terminal Management

& Group Management

Bl Push Templates

#i}  Firmware Management v

System
General Setting
Service Center
User Management
Role Management
Report Center

Audit Log

Q

v

o Reseller Detail
Whether to allow Printer control - App Whitelist

Location Data Upload
i Allow to report terminal location

Geo-Fence

‘The system wil aert when terminal gets out of the geo-fence. it only works for the terminals which geo-fence defined

Auto Set Center Point

Automatically set the terminal's current position as the center point of the geo-fence f the terminal is not set

Geo-Fence Safety Radius(M)

Configure Geo-fence safety radius for terminals. The center point of the fence should be defined on terminal detail page(2000-9999999 meters)

| Terminal System Configuration ®

GPS
Enable GPS for terminals

Bluetooth
Enable Bluetooth for terminals

2000

WiFi
Configure WEFi for terminals

9

Brightness
Set up brightness for terminals

Volume
Set up volume for terminals

Language
Setup language for terminals

Sleep Time
Setup sleep time for terminals

Automatic Time Zone
Enable to use the network-provided time zone

WiFi Configuration
—e

—e
English ~

30min ~

Wi-Fi Configuration

=+ CONFIGURATION

Wi-FiAccount  Wi-Fi Password Security

e WPA/WPAZ PSK

WiFi3

WiFi2

Proxy

None

Proxy Auto-Config

Manual

Action

L ]
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Wi-Fi Configuration

=+ CONFIGURATION

WiFiAccount  Wi-FiPassword Security

WiFi1 WPA/WPA2 PSK

Wiz

WiFi2

Proxy

None

Proxy Auto-Config

Manual

Proxy Auto-Config

N, PAXSTORE
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19.14 Password Policy

Is a password policy for the “Terminal Setting Password.” When setting passwords in “Profile”, the
password must contain at least seven digits, including three numbers, three letters, and one special
character. The password must be a minimum of 7 to a maximum of 32 characters. This change is because
the password policy on the new firmware for many terminals has changed, so the same rules must be
applied when setting the password on the 'Profile' page.

,‘ Mars_Test Terminal Management Q v +

Reseller Detail B gz s @

&% Mars Test | Terminal System Configuration @

& Mars_Test ~

Monitoring & Mars ¥ o @

& Oange

£ Apple

Dashbosrd Bluetooth

[ Aert

APN

; . 8
@ Terminal Geolocation

WEFi =
Task '

(3 Subscription List Brightness

App Approval

= Developer Approval

My Activity

Management

Terminal Management

Group Management

Volume

Language

Sleep Time

Automatic Time Zone

Automatic Date & Time

-°

English(United Kingdom) ~

Never ~

Push Templates

Firmware Management

Al 1P Whitelist
A -

Modify Security Password

New password contains at least 7 digits, including 3 numbers, 3 letters and 1 special character

CANCEL
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19.15 Terminal Logcat

Added a new feature, “Collect Detailed Log.” In addition to the original logcat, Users can now get a more
detailed log which helps them better analyze and resolve problems.

Terminal logcat

| Logeat List®

CANCEL COLLECT w

Collect Terminal Log

il Il Cotect etai iog may cost about 10M ofdata

e
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Terminal logcat

| Logcat List®

Greated Time

10gcat:2021-0318 102210

2021031810212

Detail Log

100¢at:2021-03-18 10:14:50
10geat:2021-03-18 10:14:43

logeat:2021-03-18 10:10:32

10gcat:2021-03-18 10:1020

19.16 Resource Package Display

2021.03-181014:50

2021.03-18 101443

2021:03181010:34

20210318 101023

Logeat
Logeat
Detail Log

Detail Log

CANCEL COLLECT w

N, PAXSTORE

Added a new feature to display resource packages. In the “Installed Firmware” section, we have added a
subtitle below the firmware package name to show the resource package name installed in the terminal.

¢ Mars_Test < Terminal Details

&% Mars_Test

Demo3

Monitoring Reseller: Mars_Test

Merchant: Apple

Dashboard Basic Information  App & Firmware  Sefting  Parameter Variables

@ et
| Installed Firmware

[T % A930_PayDroid 7. V0431320191119
| [ e o |

@ Terminal Geolocation

AirViewer

Goinsight

Today Data / This Month Data

Only Cellular Data

Task
[3 Subscription List | Installed Apps
53 App Approval N Al Appstore  ThirdParty  System App
/= Developer Approval " App size
My Activity 1 @ oevpumuiautomatorz server. 539.00K8
St 2 R rospoiumuiautomator2 server 211M8
Bl Terminal Management s B souuremonn s5:37M8
[ Group Management 4 Q Appium Settings 116m8 /
Bl Push Templates 5N, PAXSTOREE s2mB
i Fimware Management o o rasouss) sasoke
7 Neptuneservice 420m8
8 Launcherd La2ve +

Source install Time < Type & Action
Third Party 2021031510:30 5]
ThiraParty 202103151030 &
ThirgParty 202103151002 &
ThirgParty 202103151001 &
System App 20210315 10:00
System Aop 20090101 0000
System Asp 20090101 0000
System App 20090101 00:00

2 ci @

Push Firmware

=+ PUSH APP.

Operation History Q v
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19.17 Merchant Search

Added a new feature to allow searching of merchants by description as well as by merchant's name.

,‘ Mars_Test Q ® v Merchant Detail B i so ®
&% Mars Test

Monltoring
[E] Dashboard
A Aer

@ Terminal Geolocation

3 Subscription List

App Approval

= Developer Approval

My Activity

Management

| Terminal Management

&} Group Management

B Push Templates

F}  Fimware Management v

Orange

Mars_Test

Merchant Detail ~ Terminal List Profile Parameter Variables  Golnsight

Mars_Test - chi

China- Jiangsu - Suzhou 226401

2021-031714:38 2021-031714:38

Terminal Statistics c

19.18 Edit Language

A feature that supports editing Language is available in Terminal Management > Terminal Detail > Setting
> Terminal System Configuration > Language. When the option is changed, the terminal will be updated.

£ Terminal Details

B c@ Gravity sensor Enabled
7 ) s Enabled
8 PED Enabled

9 PED MODE -

Terminal System Configuration ®

GPS
Enable GPS for terminals

Brightness

Set up brightness for terminals

T
N & 2 : I ©

2021-04-1906:13 - owner PAX
e . e _
2021-04-19 06:13 -
2021-04-19 06:13 Share Mt:»ded Isolation Mode || Mixed Mode | Terminal Control

Terminal Replacement -

Whether to allow terminal replacement

s TERMINAL LOGCAT
—o

‘ )% RESTART TERMINAL

Set up language for terminals

Volume
Set up volume for terminals B UNLOCK TERMINAL
Language "

English +
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19.19 Parameter Template

Added the ability for Users to clear the password type field in the parameter template. Previously Users
could not set the value to null for the password type field, and now it can be cleared by clicking on the
'delete’ icon.

%¢ pemo < Push Task Configuration (MODE -082053473¢) B B3 i 2 zhaotong Administrator @

@  Terminal Geolocation

- PAXSTORE SDK Demo 1 ( J Create Task 3 | ActiveTask 4 | Hffective 5| Completed
b 2021-07-05 14:22 1422
ZnaoLong Administrator dministrator
App Detail  Push Templates
3 Subscription List Status Phckgelibase }
Select Parameter Template
oniine com.pax.android.de.
wpmpoel @ =
Version Developer
= Developer Approval o 8.1.3-SNAPSHOT global developeru
o 58 Edit Parameter
g] [hhiy s L Please il in the form of the parameter file. System willse the parameter values in th last success push istory by default o you can cick HERE toreset the vlues to the defaut vlues in the parameter
templte.
Size Type

Management
38MB Parameter App PARAMETERS

Bl Terminal Management
v Updated Time

2021-04-1313:54 PARAMETERS A

password2 l

& Group Management

Bl Push Templates Parameter File

:

—-_ s -

General Setting

Service Center

i
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19.20 Merchant Center

Added a new 'Merchant Center' function. The Merchants Portal allows merchants to view their specific
data such as online and offline terminals, model distribution, purchased Android applications, etc.

The merchant can use the URL https://

your_marketplace_domain.www.paxstores.com/merchant to log in directly to
the Merchant Portal.

If the Marketplace is subscribed to the Golnsight service, the merchant can also
access custom dashboards defined in the Golnsight system.

( Merchant Center ) App Store

Welcome

Total Terminals Online Terminals Offline Time > 7 Days Purchased Applications

Basic Dashboard v

Offline Terminal Statistics Model distribution
» S80
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19.21 Alerts

e Added a new 'Alert' function. Users can define specific rules for an alert event,
and when the alert event triggers, the specified receiver will be notified. In
addition to providing standard alerts, if a User is subscribed to Golnsight, they
can set up advanced alerts via Golnsight.

e Basic Alert: Provides some real-time triggered alerts. The trigger rules have
been predefined, and a User can edit the receive method and receiver;

e App Signature Failed: An alert when the application signature fails.

e Out of Geo-Fence: An alert when a terminal goes outside geo-fence. The
alert works for terminals for which a Geo-Fence has been defined.

¢ Printer Out of Paper: An alert when the printer is out of paper. The alert
works only when the terminal printer is enabled.

¢ Golnsight Alerts: If a User is subscribed to the Golnsight service, more advanced
alerts are available.

e Users can edit, suspend and delete the existing alerts.
e Users can also create new alerts.

e Select an alert type first such as “Terminal Cellular Alert,” “Terminal
Bright Screen Alert,” “Battery Usage Alert,” “AirViewer Usage Alert.”

e Edit the alert information, like “Alert Name,” “Alert Rule,” “Calculation
Time,” and “Message.”

e Save and activate.

e Five alerts can be created for each alert type, and up to 20 alerts can be
made in total.

,‘ Mars_Test Alert  Golnsight

B M5 2o @
&% Mars Test
Alert Card
Montioring
App Signature Failed Out of Geo-Fence Printer Out of Paper
| Alert List
Out of Geo-Fence
App Signature Failed
Ry ‘oosmenne )
Receive Type: Consale | Alert List Y Q
@ Out of Geo-Fence
Receive Type: Console
0 PAXR 922:58 oY
& 10/p ]

Terminal Management

&) Group Management

S Firmware Management v
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,‘ Mars_Test

an Mars_Test

Monltoring
Dashboard
Alert

Terminal Geolocation

Task

[3 Subscription List

88 App Approval

R Developer Approval
My Activity

Management

§ Terminal Management

¢l Group Management

Bl Push Templates

@ Firmware Management

Mars_Test
Monitoring
Dashboard
A Alert
@ Terminal Geolocation
Task
[3 Subscription List
85 App Approval
Developer Approval

My Activity

Management
B Terminal Management

[l Group Management

&, PushTemplates

i} Firmware Management v/

System

N, PAXSTORE

Alert  Golnsight

Alert Card

App Signature Failed

| Alert List

Out of Geo-Fence

Printer Out of Paper

16

Out of Geo-Fence /7 Edit
@ App Signature Failed
Receive Type: Console | Alert List v Q
Out of Geo-Fence .
Receive Type: Console
1 0820723290 PAXROVHUTWL 20210318 192258 oy
Printer Out of Paper
B oot comonera i reggie a
Alert  Golnsight 8 o @
App Signature Failed Out of Geo-Fence Printer Out of Paper
| Alert List
< Edit
App Signature Failed
@ Amse
Recelve Type: Console
Receive Type
Out of Geo-Fence
Receive Type: Console
RRaSiEy VIEW DETAIL A
&y Prmeron of Paper
Recem e: Console/Email : : i )
1 cce 2259901340@a com Platform Use g
2 cheniifeng chenifeng@paxsz com PratiomL 8
3 Super Administrator super@pax.com Platform User o
4 PAX Administrator admingpax.com Prattorm User ]
+ User
10/ Page ~
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,‘ Mars_Test

&% Mars_Test

Monitoring
[E) Dashboard
0 Aet

8 Terminal Geolocation

[3 Subscription List

B3 App Approval

A= Developer Approval

[B] My Activity
Management

B Terminal Management
[0 Group Management

Bl Push Templates

Fimware Management v

¢ Mars_Test
Mars_Test

Monitoring
Dashboard

A At

@  Terminal Geolocation

Task
(3 Subscription List
85 App Approval

8= Developer Approval

B MyActivity

Management
B Terminal Management
@ Group Management
E) Push Templates

i} Firmware Management

System

v

PAXSTORE

Alert  Golnsight B A @
Qv Test_ Demo 01  acive
Test_Demo 01
Jru—— @ siviewer Usage VIEWDETAL v
Test_Deme 02 Active
Test_Demo 03 Acive
Al et
Test_Demo 04 Active
Test_Demo 05 Active b ot
2 20210319 122800 nert
Test_Demo 06 Active 3 20210319 132100 Normal
a 131400 Narmal
Test_Demo D7 Dratt
. o 9111200 Normal
6 9110400 nert ®
Test_Demo 08 Active
erminalCe 7 20210319 110100 nert -
Test_Demo 09 Suspend . 20210319 10:56:00 e =
. 9 20210319 10:43:00 Alert @
Test_Demo 10 Active 1 13500 Nt ®
11 Dane = =
Alert  Golnsight B 2 @
Q v + Test_Demo 01  Active IZI
£ Edit
Test Demo 01 = =
s Usics @ Anviewer Usage VIEY 11 Suspend
& Delete
Test_Demo 02 Active
Test_Demo 03 Active ;
Al ,—
Test.Demo 04 Active
Test_Demo 05 Active ! 20210319 13:50:00 Aert
= 2 2021-03-19 13:24:00 Aert
Test_Demo 06 Active 3 202103:191321:00 Nomal
4 20210319 131400 Normai
Test.Demo 07 Draft
Sy 5 2021031917200 Normal
6 20210349 11:0400 Hert ®
Test.Demo 08
eluia 7 2021031910100 Aert °
Test_Demo 09 Suspend 8 20210319 10:56:00 At -
‘ 9 20210319 104300 Hert o
Test.Demo 10 10 20210319 1035:00 Nert roy
10 /Page = [U5e)
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,‘ Mars_Test Alert  Golnsight
o Mars_Test
a ¥ + < Edit
Monitori
coisiach Test_Demo 01
AirViewes Usage Alert Name
Dashboard () AirViewer usage > Tminf*
a et Test_Demo 02 Actve
Temi | Alert Rule
@  Terminal Geolocation
Test_Demo 03 Active Calc Object e 1.
Task e
[3 SubscriptionList Test_Demo 04 = plehemne Connection Duration(sum) = %
80 App Approval
28
galcape Less Than v o
Test_Demo 05 Actve o ' '
/= Developer Approval
Custom Value (Min)
& wyAciviy i - e 1000000000%
Test_Demo 06 Actie
el Data Period
Ve 2o e Recent 30 Days - o
B Terminal Management Test_Demo 07 orait
| Calculation Time
Group Management
o Test_Demo 08 CalcltonFequency Sheadbay .
Calculate the Start Date-Time *
FlatnasRengeneat . Test_Demo 09 S s e ; 23:04 ©
Message
Test_Demo 10 Actve I 9
Receive Ty rommsy | gy s
sl [(consore ][ Emar J
,‘ Mars_Test Alert  Golnsight 8
2% Mars Test
Test_Demo 01
Monito Add Termina Cellular Alert
Sl Test Demo 01
ey AirViewer Usage nccTerminatgrign scrsen At |y Usage s
L Add Battery Usage Alert
" Test_Dermo 02 Add AtViewer Usage Alert
@ Terminal Geolocation 1n 8 8
Test_Demo 03 Active S !
Task o
Al e
(3 Subscription List Test_Demo 04
Battery Uss
83 AppApproval
10312 135
Test_Demo 05 1 2021-03-1913:50.00 Alert ®
R:  Developer Approval
| 2 2021-031913:2400 Alert ®
(€] My Activity
Test_Demo 06 Active 3 20210319 132100 Nommal
Management 4 2021-03-19 13:14:00 Normal
Test_Demo 07
Bl okl Nergoient et s 2021019111200 Normal
! Group Management B 2021031911:0400 Hert P
Test_Demo 08 Actve
) Push Templates 7 20210319 11:01:00 Aert B
§ Fimware Management Test_Demo 09 — s 20210319 108600 et °
. N 9 2021-0319 1043:00 Alert @
Test_Demo 10 10 10319 103500 Aert ®
1n/pane = vipe [ ]
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" Mars_Test Alert  Golnsight
ah Mars Test Alert Name
Q v +
Monttoring
poiiednane | Alert Rule
Terminal Caluar
Calc Object
a Aet Test_Demo 02
@ Terminal Geolocation Alert Measure
Test_Demo 03 e
Task Calc Type
[3  Subscription List Test_Demo 04
Custom Value (MB)
83 App Approval
Test_Demo 05 Adiive
Developer Approval Data Period
My Activity
Test_Demo 06

| Calculation Time

Management
Caloulation Frequency

B Terminal Management Test_Demo 07 Duatt
EHEADE R Manogement. Calculate the Start Date-Time
Test_Demo 08

Push Templates

Message
Test_Demo 09

Firmware Management
. Receive Type

Test_Demo 10

B 2chi @
Cellular Alert 01 *
Terminal v
=
More Than = 5
*
Recent 30 Days *
Once a Day =
15:31 o*

Console || Email

CANCEL SAVE

19.22 Display Language

The terminal language is displayed in Terminal Management > Terminal Detail > Basic Information >

Technical Details section.

£ Terminal Details

A60

Reseller: MotoX  Merchant: MotoX Racing Team = SN TID:

Basic Information App & Firmware Setting Parameter Variables Golnsight

| Dashboard | Technical Details
Model A60
2.00% 55.43% NA
PN A60-0AW-RD5-0TEA
crl RAM Battery Android Version 6.0
NA/NA
B Storage

Screen Resolution 720px * 1280px

Language English
Location 2000M © C %
DuseRy 2 & = pE 2 ¥, < 1P _
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19.23 Phone Number

There is a Phone Number field in the Terminal Detail > Technical Details section. If a phone number is
obtained from the terminal, it is displayed in the field. This information is generally for cellular use.

| Technical Details

GMT +08:00
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19.24 Terminal Detail Fields

N, PAXSTORE

There are two fields in the Terminal Details section as Reseller Certificate and Location. If this information

is available from the terminal, it will be displayed.

| Technical Details

SN

Maodel

PN

Android Version
IMEI

Sereen Resolution

Language

Time Zone

MAC Address

ABO
AGD-0AW-RD5-01EA
6.0

T720px * 1280px
English

GMT -05:00

Reseller Certificate

No

Created Time

Activation Time

PED Key Status

2020-08-06 21:06

2020-12-01 10:30

Location
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19.25 Send Message

In the Terminal Detail or Group Management sections, a feature supports sending messages to a terminal.
The message includes a Title line and a Message Body.

19.25.1 TERMINAL MANAGEMENT TEXT MESSAGE

To access: [Terminal Management] > [Reseller Name] > [Terminal List] > [Terminal] > [Setting] > [SEND

MESSAGE].

Dashboard

Terminal Geolocation

3 Subscription List
App Approval
= Developer Approval

My Activity

Terminal Management
Group Management
Push Templates

Store Client

L
@  Estate Management

System

Basic Information  App & Fi

| Hardware List
T Magnetcstipe Card
=K
icc
(E priner

© sueon

& Gy Sensor
© ™

0

ED MODE

| Terminal System Configuration @

GPS.

Parameter Variables

Enabled 2021-04-19 06:13
Enabled 2021-04-19 06:13
Enabled 2021-04-19 06:13

2021-05-20 15:13

Enabled 200104190613
Enabled 202104190613
Ensbled 200104190613
Enabled 202104190613

- 2021-04-19 06:13

ective Time 2014-08-18 00:00:00

2099-12-31 00:00:00

PAX

| Terminal Control

Terminal Replacement ® )

Whether & al replacement

19.25.2 GROUP MANAGEMENT TEXT MESSAGE

A text message can be send to 1 or more terminals in a single push using the Group Management option.
A group will need to be created or use an existing group to assign the Group Message.

To access: [Group Management] > [Group Type] > [Group Name] > [Push Task] > [Push Message] > [+
PUSH MESSAGE].

Dashboard

Terminal Geolocation

3 Subscription List

App Approval

= Developer Approval

5] My Activity

Terminal Management

Group Management

i
4 RKI Push 3+ .

2. A0 Enable Signature Capture
‘2. A60 AirViewer

/& A60 Delete Notice

2580

2 Test

12 A920 Group

RKI Push 3+

Terminal List | Push Task | Group Detail  Parameter Variables

PushApp  Push Firmware  Push RKI | Push Message | Uninstall App

Operation History

No data found

Please try to refresh later
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After selecting the SEND MESSAGE or + PUSH MESSAGE option, a Send Message To Terminal pop-up
window will display. The window includes the Message Title and Message body text fields.

e Message Title: ANS min = 0, max = 64 characters
¢ Message: ANS min = 0, max = 256 characters

Enter the text into the desired text fields and select [OK] to save. If using Group Management, set up the
Push time/date in the Push Configuration section and select [ACTIVATE] to save Push settings.

Send Message To Terminal

Message Title: %

Notification

Message: %
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When the message is successfully pushed to the terminal, the message will display in the terminal.

3 0 @, W 100% 2:27pm

123456789012345678901234
567890123456789012345678
901234567890134
1234567890123456789012345678
9012345678901234567890123456
7890123456789012345678901234

5678901234567890123456789012
3456789012345678901234567890
1234567890123456789012345678
9012345678901234567890123456
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19.26 Reseller Tree
The Reseller tree displays all of the Resellers, Sub-Resellers and Merchants within the related profile.

¢ Display message “View More...” in the Reseller tree structure to display
additional resellers after every 100 Resellers. Select [View More...] to see more
Resellers.

e Aflat list tree type display format for displaying resellers.

To access 100+ Resellers, select [Terminal Management] > [View More...].

= I
= I
= I
= I
= I
= I
= I
= I
= I
= I
= I

I View More..
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To access view tree format, select [Terminal Management] > Terminal Management.

[}

-

S I
S I
S I v
S v
. I .
S I v
S I v
oy v
S I v

a MotoX .

a MotoX Action W

™= MotoX Racing Team

v4.0 | 217



PAXSTORE N.A. Reseller User Guideer Guide

N, PAXSTORE

19.27 MD5 Certification Detail

The MD5 Certification number will display in the PUK Certification Detail section. If the key is 26+
characters long, it will wrap to the next line.

To access, select [Terminal Management] > [Reseller] [Terminal List] > [Terminal] > [Setting] > PUK
Certification Detail > MD5.

Basic Information ~ App & Firmware | Setting = Parameter Variables ~ AirViewer  Golnsight

| Hardware List

# Hardware Name Status Updated Time Action

1 @ Magpnetic Stripe Card Enabled 2021-06-18 13:12 23

2 ﬁ] Icc Enabled 2021-06-18 13:12 ("

()] PicC Enabled 2021-06-18 13:12 ,‘»f.
- Effective Time 2014-08-18 00:00:00

4 Keyboard Enabled 2021-06-18 13:12 =
Expired Date 2099-12-31 00:00:00

5 = printer Available 2021-06-18 13:12 ._3
Owner PAX

6 9 Bluetooth Enabled 2021-06-18 13:12 —
7 @ e erabled o — _— €11c2779df1db80000f2d3e6d2

erne nable -06-18 13: = 1

= 6cb3cd

8 [Z] sm Enabled 2021-06-18 13:12 -

20. Report Center
The Report Center supports copying and exporting reports.

20.1 Simplifying The Report Center

The view-only reports have been removed to simply the Report Center, and now all reports are available
for export and download.

20.2 Report Interface and Layout

The Report Center has been designed to be intuitive and provide flexibility.
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20.3 Model Report Example
Step 1: To create a Model Report select [Report Center] > [All] > [Model Report] > [+ REPORT TASK].

Task

| Model Report JAdive a v
I : Wi

| Firmware Report 2 Mode
20/Page

Store Client Report
S |

Terminal Management

[3 Subscription List

88 App Approval

Q= Developer Approval

My Activity

@ Login Activity Report
[ Group Management

5| Push Templates | Terminal Replacement Report

Estate Management

| App Parameter Report

GeneniSatting | App Installation Report

Service Center

20/ Page ~ B

User Management

Role Management
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Step 2: In this example, select from the optional Reseller line on the right side the Options [icon]. A pop-
up window will display as Reseller. Select the desired [Reseller] > [OK] to confirm.

Reseller

[0 Auto select sub-resellers

=y
— O I
— O
— 0O .
— O IS
— O .

— Clif SellAlot A

L Bark Alot Food Store v

— 0 -

— O I
~ 0O .

— 0O .-

— O I
-~ O I
-~ O I

CANCEL
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Step 3: In this example, select the right-side options from the optional Merchant line [icon]. A pop-up
window will display as Merchant. Select the desired [Merchant] > [OK] to confirm.

Merchant
Moto Action
|:| Action Dirt Bike Parts and Accessories
5/ Page -

Demo Guy

A e

Clif Sellars Clif Sell A lo

Bark Alot Food Store

CANCEL

Step 4: In the Model section by default all models are selected. If certain models are desired then select

the [+ PLEASE SELECT].

| Condition

[ cif el & lot | [ Bark Alot Food store

-+ PLEASE SELECT

CANCEL

CREATE
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Step 5: In this example select the desired terminal model(s) [A60] > [OK] to save.

A30 A50 ABO ATT ABD AQ20 A920-
A920Pro A930 I Ariest Aries8 D190L D210 D210s
D220L E500 EGO0 E700 E300 M10L IM20
PAX M20L IM30 M300 IM300L M310 IM310L MT30
MT30s Px5 PX5L Px7 Px7A PXTL Q20L
Q30L Q&0 5300 5500 580 590 S920L

SKG00 SKE00 SP30 SP30s x5 X7

Test Test

Step 6: To create the report select [CREATE]. Note the report criteria is displayed.

| Condition

Clif Sell A lot H Bark Alot Food Store

+ PLEASE SELECT

CANCEL CREATE
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Step 7: The new report will be displayed at the top of the report list and while the report is processing the
report the Action status will display as In queue.

| Model Report  Active SURAEN + REPORTTASK
Model 2021-02-02 1239 —
Model 2021-02-01 2020 G
Model Report_20210201201955 2021-02-01 20:20
20/ Page = n

Step 8: When the report is finished processing the Action status will display as Completed. To download
the report, hover the cursor over Completed and select the [download arrow icon].

Maodel Report_202102(

01202903 2021-02-01 20:29

o ©[2] |

Step 9: Locate the downloaded report and open the file to review report data.

A B

Model Report

1

2

3 Report Generated Date: 2021-02-01 20:29:30

4 Marketplace Name: Test MP

5

6 Model Factory Terminal Count

7 A60 PAX 1
2
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20.4 Create App Parameter Report Example

The App Parameter Report supports multiple version of an application and the report layout has been
simplified.

Step 1: To create an Application Parameter Report select [Report Center] > [All] > [App Parameter
Report] > [+ REPORT TASK].

3 Subscription List E“’""“" Syma QN | App Parameter Report [Adie [QR A} + REPORTTASK

88 App Approval ' Model Report # Report Created Time & Action
Gets statistcs for model distrbution
= Developer Approval 1 App Parameter Report 0210202140041 2021-02:02 1406 Completed
Firmware Report 202 13-
Nt | P 2 ‘App Parameter Report 2021020213204 2021-02:02 1332 ot
Gets statistics for frmware distrbution
3 App Parameter Report_20210201202458 2021-02:01 2028 Completed
2 s
& 20/Page v 3 Record < >

Group Mar @
Gets satsics for user login activy

Push Templates

20/Page v  7Records <H| >
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Step 2: In the Condition window on the App line select the [View All icon]. In the App pop-up window
select the desired [application] > [OK].

App
App Name Package Name
O BroadPOS Omaha com.pax.us.pay.std.omaha
O BroadPOS Portico com.pax.us.pay.std.portico
O BroadPOS Portico P2PE com.pax.us.pay.std.portico.p2pe
O BroadPOS Shiftd com.pax.us.pay.std.shift4
@ BroadPOS TSYS Sierra com.pax.us.pay.std.sierra
5/Page = 43 Records < 1 2 BBl 4 5 === 9 3
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Step 3: On the Application Versions line to the right select the [View All icon]. In the Application Versions
pop-up window select the desired application [version] > [OK].

Application Versions
D Application Versions
V1.03.03E_20190910
O V1.03.02E_20190621
O V1.03.03E_20190927
O V1.03.03E_20190930
O V1.03.03E_20190930_1
5/Page + 11 Records 2 3 >

Step 4: On the Parameter Template line to the right select the [drop down icon]. In the pop-up window
select the desired [parameter template].

Please Select
banking.zip
lodging.zip

restaurant.zip
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Step 5: On the Reseller line to the right select the [View All icon]. In the Reseller pop-up window select
the desired [Resellers] > [OK].

Reseller

[ Auto select sub-resellers

O I
— O IS
— 0O
— 0O -
— O I
— 0O I

— Clif Sell Alot A

|— Bark Alot Food Store

| |
OO0o4dooooao

{

CANCEL
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Step 6: On the Merchant line to the right select the [View All icon]. In the Merchant pop-up window
select the desired [Merchants] > [OK].

Merchant

O
O

5/Page -

Merchant Name

Moto Action

Action Dirt Bike Parts and Accessories

2 Records

Contact Name

Demo Guy

Clif Sellars

Q, Search
Reseller Name

Bark Alot Food Store

Clif Sell A lot

- 1
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Step 7: In the Model line to the right select the [View All icon]. By default all models are selected. Select
the desired example model [A60] > [OK].

Model
MANUFACTURER MODEL
1
A30 A50 AB0 | ATT ASD A920 A920-
A920Pro A930 Aries6 Aries8 D190L D210 D210s
D220L ES00 E600 E700 ES00 IM10L IM20
PAX IM20L IM30 1M300 IM300L IM310 IM310L MT30
MT30s Px5 PX5L Px7T PxTA PX7L Q20L
Q3oL Qso 5300 S500 580 590 S920L
SK600 SK200 SP30 SP30s X5 X7
Test Test
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Step 8: In the Export Content line to the right select the [View All icon]. Select the desired [parameter
files] > [OK].

Note: Parameters are listed based on the selected application versions.

Export Content

Parameter list Q Selected parameters

sys.cap.sf.CREDIT sfTotalLimit = I sys.param.keyAlD X
sys.cap.sf.Visa.totalLimit + sys.param.tmsAID X
sys.cap.sf.MasterCard.totalLimit = sys.param.hrType X
sys.cap.sf. AMEX totalLimit + sys.param.hrTime X
sys.cap.sf.Diners.totalLimit = sys.param.hrinterval X
sys.cap.sf.Discover.totalLimit + sys.cap.sf.mask X
sys.cap.sf.JCB.totalLimit = sys.cap.sf.mode X
sys.cap.sf.enRoute.totalLimit + sys.cap.sf.retryOnDemand X
e ran of Evtandad tatsllimat =+ cve ran of ranartMinDNamand .4

ADD ALL 10 ltems have been selected EMPTY
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Step 9: In the Condition window review the fields and then select [CREATE].

BroadPOS TSYS Sierra [: *

Application Versions

V1.03.03E 20190910 =

Parameter Template

retail. zip *

Reseller

Clif Sell A lot | | Bark Alot Food Stare I=

Merchant

-

Mode!

—+ PLEASE SELECT

Export Content

[ sysparamkeyAID | [ sysparam.tmsaiD | [ sys-parem hiType | [ sysparamiTime | [ sysparam.helnterval | [ sys.capstmask | [ sys.capstmode | [ syscapstretryOnDemand

‘ sys.cap.sf.reportOnDemand ‘ | sys.cap.sf.maxNumber | ‘ sys.cap.sf.MasterCard.totalLimit | =

CANCEL CREATE

Step 10: The saved report will display in the list. While the report is processing the Action status will show
as In queue. When the report is ready the status will show as Complete. To download the report hover
the cursor over the Completed status and select the [Download icon].

| App Parameter Report [Acive Q v

# Report Created Time 3 Action

1 App Parameter Report_20210202164047 2021-02-02 16:53 q nqueue |
2 App Parameter Report_20210202140041 2021-02-02 14:06 Completed

E App Parameter Report_20210202133204 2021-02-02 13:32 Completed

4 App Parameter Report_20210201202458 2021-02-01 20:28 Completed
20 /Page = 4 Records n
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20.5 Copy App Parameter Report Example

This new copy function is for generating reports. It is now possible to copy the report search criteria from
an existing report to a new report with some slight modifications. This function is especially useful for the
Terminal App Parameter Report which contains many required parameters.

Step 1: To create a Copy App Parameter Report select [Report Center] > [App Parameter Report] > select
desired report from the list of reports and hover the cursor over the Completed status and select the
[View icon].

Task

Al Terminal  System Qv | App Parameter Report [SURR AN -+ REPORT TASK
[3 Subscription List

‘ Model Report
89 App Approval
App
R Developer Approval .
‘ Firmware Report 2 Kor P
B MyActivity s
20/ page ~ sl
Store Client Report

Management ‘

B Terminal Management
% Login Activity Report
B Group Management

Bl Push Templates D‘ Terminal Replacement Report

Estate Management

p Parameter Report

System Gets statisticsfor fast successful push par..

& General Setting ‘ App Installation Report

& Service Center

8 User Management

A Role Management

| .

Step 2: Review the Condition page and select [COPY] to copy the report.

| Report | Condition

Apriva-HC-Restaurant-5300 =

[d ’ ]
config.zip *
]

Action Dirt Bike Parts and Accessor I

~ PLEASE SELECT

[ bpagtperem.commTimeOut | [ bpagtparammessag | [bpagt. P | [ bpegtparam port | [ bpagtparem PIP | [ bpegt param Pport | | bpagt.parembufierlengh |

[ bpagtparamauthPhoneo | [ bpagt param authDatasits0 | [ bpagt param.authstopsitso | 1

o
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Step 3: A pop-up window called Copy Report will display. Select [OK] to copy.

Copy Report

Comfirm to copy a new report based on the current conditions?

Step 4: At the Condition window review the fields and then select [CREATE] to create a copy of the report.

| Condition
App

Apriva-HC-Restaurant-5300 = *

Application Versions

-

Parameter Template

config.zip *

Reseller

CIif Sell A lot 1=

Merchant

Action Dirt Bike Parts and Accessories =

Model

—+ PLEASE SELECT

Export Content

[ bpagt param.commTimeOut | | bpagt.param.messageVersion | [ bpagt.parem.P | | bpagtparam.port | [ bpagt.param PIP | [ bpagt peram Pport | [ bpagtparam.buffertength

[ bpagt param.authPhone0 | [ bpagt parem authDatabitsD | [ bpagtparam authStopBits0 | =

CANCEL CREATE
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Step 5: The new copied file will be listed with the other saved files. While the report is being created the
Action status will show as In queue. When the report is ready the status will change to Completed.

| App Parameter Report  Aciive [

1 App Parameter Report_20210202140041 2021-02-02 14:06 q S
2 App Parameter Report 2021020213204 2021-02-02 13:32 T
3 App Parameter Report_20210201202458 2021-02-01 20:28 Completed
20/ Page = n

Step 6: An email will be sent to the profile email address. Select the green [APP PARAMETER button] to
be taken to the App Parameter Report center.

Report Center Export Result

—_— €5 Repl % Reply Al > d
@ PAXSTORE Support <notifications@paxstores.com> i g haksil

Te @ Tue 2/2/2021 2:07 PM

+ Get more add-ins

Report Generated Notification

Dear,

The Report of App Parameter Report has been generated on 2021-02-02 14:06:40,

please click link below to download the report file.

You also can login to Administrator Center for detail information if you are the

marketplace administrator.

Please contact us or your sales for any questions.

APP PARAMETER

REPORT 20210202140041 XLSX

Thank you!

Test MP marketplace
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20.6 App Installation Report Example

The App Installation Report is included in the Report Center. This report can be used to get statistics on
the terminals in which a particular application is installed.

Note: The Installed Terminal page in the App Detail version list page was removed as a duplicated
functionality.

Step 1: Select [Report Center] > [All] > [App Installation Report] > [+ REPORT TASK].

El' '''''' S QY | App Installation Report e Qv
3 Subscription List

| Model Report
28 App Approval Gets statsticsfo model dtibution

= Developer Approval .
Fir

5] My Activity
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Step 2: In the new Condition window in the App line select the drop down option on the right to select
the application installed on the terminal. In the pop-up App window select the desired [application] >
[OK].

App
App Name Package Name
O FirstNeptuneProject a920.pax.firstneptuneproject
O GMSPackagelnstall a920.pax.gmspackageinstall
@ POSLink Full Integration Demo a920.pax.poslinkfullintegrationdemo
O POSLinkPeripheralsTest 3920.pax.poslinkperipheralstest
O AndroidApiDemo androidapi.moneris.com.androidapidemo
5/Page = 295Records n 2 3 4 5 e 59 %
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Step 3: In the Application Versions line to right select the view all [icon]. Then, from the new pop-up

Application Version window select the desired [application version] > [OK].

5/Page =

Application Versions

Application Versions

1.0

1 Records

CANCEL
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Step 4: In the Reseller line to the right select the [View All icon]. In the Reseller pop-up window select the

desired [Resellers] > [OK].

Reseller

[0 Auto select sub-resellers

=y
— O I
— O
— 0O .
— O IS
— O .

— Clif Sell Alot A

L Bark Alot Food Store v

— 0O -

— O I
~ 0O .

— 0O .-

— O I
-~ O I
-~ O I

CANCEL
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Step 5: In the Model line to the right select the [View All icon]. By default all models are selected. Select
the desired example model [A60] > [OK].

A30 A50 ABO ATT ABD AG20 AS20-
A920Pro A930 I Aries6 Ariez8 D190L D210 D210s
D220L E5S00 EGO0 E700 ESZ00 M10L IM20
PAX M20L IM30 M300 IM300L M310 IM310L MT30
MT30s Px5 PX5L Px7 Px7A PXTL Q20L
Q30L Q80 5300 5500 580 590 S920L

SKG00 SKE00 SP30 SP30s x5 X7

Test Test
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Step 6: Review the information and select [CREATE].

| Condition

App

POSLink Full Integration Demo 1= *
Application Versions
=
Reseller

Cii Sell A lot | [ Bark Alot Faad Store

Model

—+ PLEASE SELECT

CANCEL CREATE

Step 7: The saved report will display in the list. While the report is processing the Action status will show
as In queue. When the report is ready the status will show as Complete. To download the report hover
the cursor over the Completed status and select the [Download icon].

| App Installation Report [Acive Q v

# Report Created Time 3 Action
1 App Installation Report_20210202144101 2021-02-02 15:06 q ngueue
20 /Page + 1 Records n
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20.7 Push Templates

20.7.1 PusH TEMPLATE USER INTERFACE

Push Template User interface.

¢ The layout displays all of the applications and application versions attached to
the template.

N, PAXSTORE

| BroadPOS Omaha

Q + PUSH TEMPLATE

PAXSTORE SDK Demo
WY ixctony fu@pacus)

Prolin_test
PAXHZ(Ryle lu@pakus)

= P08 O £3 Push Template Name Version Created Time 3 Updated Time Action
[l usbo_terminal android(usbo_terminal_android@paxsz.com)
1 AB0 Omaha Retail V1.0408E 20191111 2020-12-01 08:46 2020-12-01 08:46 ® B
FDRCNV-HC-Retail-S500 20/Page v 1 Records < n J)
usbo_terminal_android(usbe_terminal_android@paxsz.com)

20.7.2 PERMISSION OPTIMIZATION

Optimized the permission of “Push Template.” If Users don't have full privileges for “Push Template,” they
are not allowed to delete or create Push Templates in terminal management or group push, and the Users

can only use the existing push templates.

,‘ Mars_Test Push Templates

B M 2w @
Task a | oneAppWithParam_monitor_sign Q
My Activity
1 Tempiate 001 2021037181054 202102181054 °®
Terminal Management i II 20/ Page «

Group Management

| Push Templates

Firmware Management v
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¢ Mars_Test Push Templates
&% Mars_Test "
Q | oneAppWithParam_monitor_sign
Monitoring # P
Dashboard SrCrmigaas ) ! Tempiate 001
At 10k age = 1] 20/ Page ~

Terminal Geolocation

88 App Approval

Developer Approval

B MyActivity

Management

B Terminal Management

5 Group Management

B Push Templates

fi}  Firmware Management v

20210318 10:54

¢ Mars_Test < Template 001 8 2 s @
Task
o oneAppWithParam_monitor_sig
[ MyActivity o »
App Detail  Push Templates I
Management
@ Terminal Management )
oniine oneAppWithParam. INDUSTRY
Group Management ’
L ssy CREDIT FEATURES A
Push Templates
D190 ~ Traditional 05
Firmware Management v
11MB Parameter App Enabled ¥
202010141026
Enabled Enabled *
ParamTemplate_json.xmi -
paxstore_app_param.xml Enabled Enabled *
Enabled Enabled b
Enabled Enabled *
Enabled Enabled *
Enabled Disabled *
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,‘ Mars_Test < Template 001

&h Mars_Test

oneAppWithParam_monitor_sig &
ST s g

Dashboard

App Detail  Push Templates

Alert

Terminal Geolocation

D190 Traditional 0S

Subscription List

CREDIT FEATURES
App Approval 1.1MB Parameter App

Developer Approval

20201014 10:26

ParamTemplate._json.xmi

paxstore_app_param.xmi

Enabled o
Terminal Management
Group Management Enabled ¥
Push Templates

Enabled *
Firmware Management

Enabled *

Enabled *

oneAppWithParam, Edit Parameter

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

20.8 User Management

Added remove the SSO User feature for marketplace administrator. The behavior is the same as normal

marketplace.

User Management

| User Management

emait: S / Reoister Time: 20181128 07:49 / Last Login Time: 2021-08-03 15:20

Emau_f Register Time: 2017-100401:42 / Last Login Time: 2021-08-13 14:01

20/ Page v  2Records

REMOVE

Active

RESET PASSW!
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20.8.1 USER ACCOUNT STATUS CHANGE NOTICE

A Marketplace Owners and Reseller feature, to notify when the user account status was updated. When a
user's account is activated, disabled, or suspended, a notification email will be sent to the user.

Account Disabled Notification

Hello,

Your account (_] has been disabled. Any questions please contact the
PAXSTORE support team (I

Thank you!
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20.9 Developer Approval

20.9.1 DELETE SANDBOX TERMINAL

N, PAXSTORE

Added a new feature to delete a sandbox terminal. Previously if a terminal SN has been registered as a
developer's sandbox terminal, this terminal cannot be registered in the marketplace anymore. The

PAXSTORE User needed to contact the developer to delete the sandbox terminal first.

Now the marketplace administrator can delete the sandbox terminal directly rather than having to

contact the developer.

< Developer Detail - B A i 2 _ 1
| Account Info k Basic Profile Sandbox Terminal List
# Terminal Name SN Model Name Created Time Action
1 A60 _ PAX - A60 2020-01-06 16:57
l 5/ Page v 1 Records n
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20.10 Terminal API

Added a new API to return all terminal details and accessory information.

e TerminalApi ->public Result<TerminalDTO> getTerminal(Long terminalld,
booleanincludeDetaillnfo).

et a terminal

T gl tearinal AF1 allows Shed gty Srvien gl o lerranal by Wil el IF i Gomiand 006 sC ekl tha dats Skl in el s nol

AP

pubilc BeudveTermlralliToe gotTorsias]l long terelna] L4} ;
1 Eraadl b

pubdile lral P Loy 1 1srl Liefa];
Inpeet paramaienis] descipdon
Parsmatsr Ramie Tvpe Hullsbla D i plian
BasTurwi il Linsd fide Thaa baiiarl il
Sarspla coded
ol b = e T i~ rbips ri gl cebataprs  cend pomerbrt-apl T TROARTHER RS DOPRETI . TTISLDT S TR CERECT T MO B S TR o
ifabeple infs

Fasali<Peradaallidr rewdt - teredsalipl . potTermlomed (R
Siincleletallinfo, whstber to reben Getadl Info
Fasalt<Bendaslbiin rewldt - b Tarml AT D

o Esmi alde validaticn faled sempls resuliJ50H formaifed)

I
“tum L plcelie ™ -5,
vl L ror”: % Taral d cowct b mal]l sl ceeat ke lean thaa 407

]

Garver sids vakidation falsd ssmiple resuit JE0N Toemamed)

!
"tan Do vloate ™ dBML,
"mnige” ! "Heradasl ST safor”
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20.11 Others

Added Russian language support.

As the Paydroid OS uses a new resource package format, the resource package
format supported by PAXSTORE has been changed to the latest version. The old
resource package is no longer compatible.

Optimized terminal replacement logic and enhanced replacement security. The
PAXSTORE client needs to be upgraded to V7.2 or higher.

Removed the feature to automatically check User information when adding
Users. This is to prevent malicious User enumeration. Now when entering the
User's email, no User information will pop up.

Add User

Optimized the double confirmation of sensitive operations. Previously, the User
had to re-enter the password to double confirm sensitive processes, which
increased the possibility of password leakage. Now, we provide two ways to
double ensure the sensitive operations: two-factor authentication or just by
verification code.
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e Removed the 'download' function of the parameter template from the push
page.

,‘ Mars_Test < Push Task Configuration B £z 2o @

&% Mars_Test

TestPaxstore Create Tas parameter Active Task
Monitoring v ~/
[ Dashboard App Detail
Alert
com.example.tes. Push Content
Terminal Geolocation
TestPaxst
s - g e

3 Subscription List e dnany @ VIEW PARAMETER DETAIL
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e Removed 'Estate Management' at the marketplace level.
e Fixed JIRA Ticket PAXSTORE-422.

e Support for the Italian language.
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Customer Support

For questions or help with the PAXSTORE, please contact your service provider or PAX customer support.

Monday-Friday 9:00 AM to 1:00 AM EDT
Saturday 9:00 AM to 5:00 PM EDT
Sunday Closed

Hours Subject to Change

Contact Information
support@pax.us
(877) 859-0099
WWW.Pax.us

PAX Technology Inc.
8775 Baypine Road
Jacksonville, FL 32256

This document is provided for informational purposes only. All features and specifications are subject to
change without notice. The PAX name and PAX logo are registered trademarks of PAX Corporation and/or
its affiliates. Other names may be trademarks of their respective owners. Copyright 2021, PAX Technology
Limited, All rights reserved.

*PAX Technology, Inc. is not responsible for the content, quality, accuracy or completeness of any
information or materials contained in on these pages. PAX Technology, Inc. does not endorse any
content, viewpoints, products, or services contained on these pages and shall not be held liable for any
losses caused by reliance on the accuracy, reliability or timeliness of such information. Any person or
entity that relies on any information obtained from these pages does so at his/her own risk.
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